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DW Spectrum has a unique Client-Server hive architecture that consists of software defined Media
Servers that manage video data and device connections. Software client components are used to
configure Media Servers, user settings, device settings, and operational settings of the video
management system.

The following icons represent the DW Spectrum components that work together in a Site.

Icon Name Icon Name Icon Name
Site User(s) Server(s)
Camera(s) ) Client o DWCloud

A fSitedcan consist of a single, individual server or multiple merged servers. The term fASit eo
all devices (IP cameras, I/O devices), streams (RTSP, HTTP, UDP), storage devices (HDDs, NAS, DAS,
etc.), and client types (desktop, mobile, Web Admin, DW Cloud Portal) belonging to connected servers.

Multiple servers can be tied together as a Site i for example, when there are several locations with
cameras, or if the total number of cameras is too large to process with just one computer, it can serve to
merge the individual servers into a single collective and improve Site stability and user convenience.

1 Themaximumrecommendechumberof serversper Siteis 10 serverswith 256 video streams per server.

1 Themaximumrecommendechumberof supportedusersper Siteisno more than 2,000concurrent
TCRelientconnections at a time (varies by hosting network capabilities).

1 Sites can beonnectedas an Organizatio(GeeConnecting Site to Organizatijdo expandits overallsize.
Performance will vary depending on specific environmental factors and equipment use.

It may be possible to configutewer streaming limits or to deploy a reducéshture set to meet
operational objectives.

Diagramof the Site Description

. A Sitecanhavejust one(1) serverby itself with no devices
(cameras, I/O, etc.) connected.

A Sitecanhavejustone (1)serverwith oneor more

devices connectedlypicalconfigurationswith small
guantities of cameraanddevicesaresupportedby

U singleserver.

d
-l
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A Sitecanhavemultiple serversmergedwith no
/‘\ devices connected or one or more devices
connected on each server.

This configuration is used in the following cases:

1 Thenumberof devicesexceedsvhata

 — (s ]
o =
U U U G G G singleserver can support

1 Camerasnddevicesnstalledin remote
locationsutilizingfailoverfunctionashigh
availability

If there is only one server, there is little difference between the server and the Site, and they can be
considered equivalent. However, with more servers merged in a Site the differences will become
significant.

All servers in a Site are equal and share information about all Cameras, Users, and settings in the Site.

Video Archives (stored video recordings) are not shared equally across all servers, as all recorded video
is stored locally, only on the server connected to the video source (camera).

If you replace one server in the Site with a new one (e.g., for an update or repair), all Site settings will be
retained i but the video Archives that were recorded on the old s e r v stora@es drives will not be
automatically transferred or copied to the replacement server.

Every Site contains a User Database that associates identity information (name, email, user type) with specific
Permissions. Each user is created or added to the Site with a particular user type (Cloud, Local, LDAP, or
Temporary) that cannot be changed once set. User profiles must be deleted and recreated to change the user

type.

User Management can be done at the user level or by placing users into groups with configurable
permissions and notification settings. Like the user type, the group type (built-in, custom, LDAP) defines
how the group can be configured and the user types that can be members of the group. Groups can be
nested to inherit permissions.

The Site Administrator (previously dubbed as fOwneroaccount) is defined during Site setup. This admin
user has full control over the Site and all other users. They have super-admin rights and are the only
user role that can create subsequent Administrator users. There can be only two Site Administrator
(super-admin) accounts on any Site; one is a Local User, and the other is an optional Cloud User
(available for DW Cloud connected Sites).

Administrators can add or create subsequent Power Users that can perform limited Site and user
management tasks. All other users are viewers with a configurable set of permissions to view cameras,
manage bookmarks, export from the Archive, interact with Sites and monitor Site health indicators. Users
can change camera settings if granted the "Edit Settings" permission (see Permissions Management).

Cloud Users are unique as their core attributes (email and password) are stored in the DW Cloud. Cloud
Users are granted access to or removed from Sites where the other user types are added to or deleted from a
Site. Removing a Cloud User from a Site does not delete the Cloud User, however deleting a non-Cloud User
from a Site completely removes the user and their Audit Trail of User Actions.

13



Administratorhasfull accesgo all serversandall
devices

Usersin agrouphaveacommonpermissiorto servers
and devices.

UUUUYU UUUD

. 7N

L]

Group A

- (

The use of the term "user" in this manual can mean
person. A physical person can have multiple accounts, and many physical people can share an account. For
example, a person has different accounts to access different Sites or multiple people can share a single

admin user account. However, it is recommended that each user have their own personal account as sharing

a single account may pose cybersecurity risks.

See "Users and Groups" for details.

& The maximum recommended number of users per Site is 1,000.

Theuse ofthet er m " S ehis manuabcan refer to either the server application (called the iMedia
Serverd or the computer on which the media server application is installed.

& The maximum recommended number of video sources per server is 256.

Receivevideostreamsfrom cameras
Managecamerasettings

ManageuserDatabaseandaccesdevels
Trackcertaineventsandreactto them

No o hMwDdNPRE

The use of the term fAClI

Recordvideofrom camerado internalor externalstorage
Proces@andanalyzevideog for example detectmotion

Workwith different hardwaredevices; for example NVRs|/O modules,or doorlocks

ent o in this manual theef er s

Web Admin Portal that can be used to connect to servers and show live or recorded video from cameras
in the DW Spectrum Site. Clients are used to manage the site, server, and camera settings. A client can
be used to connect to different sites but may only view one at a time. Multiple client instances can be
connected simultaneously to one server at any time. If the client is connected to a single server in the
Site, it has access to the entire Site through this server including all other merged servers and their
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cameras, Site settings, and camera settings.

d-¥—{]

-

DW Spectrum Desktop ClienThedesktopclientapplicationandrecommendedor mostuser
interactions. Available on Windows, MacOS and Ubuntu Linux.

Connecto anyserver

Viewlive streams
Playbackecordedvideoandlocalvideofiles

Playbaclup to 64 videossimultaneously
Advancectameracontrols¢ PTZ2-way-audio,l/O ports, etc.
Built-in web browser

Manageusers,camerasSite andserversettings
Vieweventlogsanduserbehaviorlogs

DW Spectrum Mobile CliegtThe mobile application available for smartphone and tablet acéesslableon
AndroidandiOS.

Connecto anyserver

Viewlive streams

Playbackrecordedvideos

Cameraontrols¢ PTZ2-way-audio

SmartSearch

PushNotifications
DW Spectrum Servé¥ebAdming Also calledWebAdmin"ora 2 §o6f A £ghbetodenedn most
modern web browsesto view the locabite

Serverspecific

Viewlive streams

Playbackrecordedvideos

AccesgiealthMonitoring

Manageusers,camerasSite and serversettings(seeOpeningDW SpectrumwWeb Adminfor

details)
DW SpectrumCloudAdming Similarto the Web Admininterface,but with the extensionof beingableto
view all and anyitethat has been connected to the same DW Cloud account.

An important part of DW Spectrum is the DW Cloud platform. It is a cloud-connection service that is hosted on
the Internet and that extends the functionality of DW Spectrum Sites.

1 Loginto multiple Siteswith a singleCloudaccount.
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1 Connecto serverghroughthe Internetwithout anexternallPaddress.
9 Addusersto Sitesviaanemailinvite.
To access DW Cloud features, a Site must be connected to a DW Cloud account i which will convert it from a

flLocal Siteointo a fiCloud Sitea Refer to the Logging in to DW Cloud section below to learn how to make a
new DW Cloud account.

Log in to Clouéites easily with a single login

Log in to Clou&ites from desktop and mobile clients.

Log in toany Site affiliated with the sani@W Cloudaccount
ConnectingSites to DW Cloud.

1 Restore a password using your email address.

= =4 -4 A

Users with DW Cloud accounts are also referred to as fiCloud Users . Meanwhile, users with regular
accountsorlocalaccount s ar e LoalfUsersroed to as A

Local accounts belong to the Site and cannot be moved elsewhere or used in service of separate Sites.

DW Cloud accounts are not limited to only one Site. Site Administrators cannot create a new account and add
it to their Site, assign a user group, then grant permissions. All other parameters, such as the account name
and password, are defined by the Cloud account Owner themselves.

In the diagram below, users 1i 5 (grey) are Local User accounts T they exist only in the Site Databases

and are managed by Site administrators. User 6 (blue) is a Cloud User T the account is the same for both
Sites and is managed on the Cloud portal by the Cloud account owner. The Site Database has

information about this account but cannot manage it.

oS

7N 7N
@
o

® © o o
ayy aF; a3 4 A5

To connect a Site to DW Cloud, logintothe Steusi ng t he Owner s account

0 Open the Main Menu and select the System Administration menu.

0 Select the DW Cloud tatihen specifythe Cloudaccountthat the Sitewill be associatedvith. Thisaccountwill
also receiveSite Administratoaccess permissions and be displayed in the interface aSiteewner.

After a Site is connected to DW Cloud, it has access to all Cloud features and can be disconnected from
DW Cloud at any time. Upon being disconnected from DW Cloud, the Site will revert to a local Site again.
The Cloud Owner and all other Cloud Users will be deleted, but other settings and video Archive will not

be affected.

1 DW Cloudaccountscanbe createdin the DW CloudPortalg aweb service independentf any Siteand available
to everybody.

1 Inthe DWCloudPortal,youcanseeall CloudSites associatedvith a Cloudaccount,viewvideo,andedit some of
16



the settings.
1 Loginto all Sitesassociatedvith a Cloudaccountfrom the clientwelcomescreen.

To open the latest desktop version of DW Spectrum Client or the DW Spectrum Mobile app, use the shortcut
icon to launch the application.

If an executable file is needed to open the client, locate the applauncher executable, which will launch the
newest installed version of the desktop client.

1 Openthe WindowsDesktopanddoubleclickthe DW Spectrumshortcuticon.
Openthe Windows StartMenu > Programs> Digital Watchdog> DW Spectrum

1 Openfromthe DW Spectruminstallation folder:
o C:\Program Files \ Digital Watchdog \ DWSpectrum \ Client \ <VERSIONx DW
Spectrum Launcher.exe ) and open theDW Spectrum executable file

=

1 ToautomaticallylaunchDW Spectrumwhenacomputerstartsup:
i.  OpenMain Menu > LocalSettings> General.
ii.  Checkthe RunApplicationwhen PChoots up checkbox.
iii.  ClickApplyto acceptchanges©Kto savechangesandclosethe dialog,or Canceto discard
changes.

= This option is only available on Windows.

Clickon DW Spectrunshortcuticon
Fromthe installationfolder:
fopt/  digitalwatchdog Iclient/<VERSION>/bin/applauncher

Usethe DW Spectrumshortcuticonlocatedin Applicationsor Launchpad
Fromthe installationfolder:

/Applications/DW Spectrum.app/Contents/MacOS/applauncher

© IMPORTANT: To display video and graphics properly, video drivers must be installed. If compatible
video drivers are not installed, a warning will be displayed prompting an update to the driver installation.
Windows based installations may be prompted with an option to use Microsoft Directx in place of the
default rendering engine.

The DW Spectrum client detects PC Site configuration automatically. If the CPU and/or GPU are
insufficient to render all graphics, the client will launch in configuration mode. This mode restricts
functionality as follows to limit CPU load and graphics usage:

Onlyonevideocanbe viewedat atime
Notificationsare disabledin the client
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Movementof interfaceelementsis disabled

Clickonthe "X" button in the top cornerof the applicationwindow.
Goto Main Menu > Exit.

The desktop client and Web Admin page can be set to automatically close a user session after a specified
amount of time. All Site user sessions will close automatically after the specified amount of time
regardless of activity level or interaction status within the application. Re-authentication will be required
at log in.

OpenMain Menu > SiteAdministration> Security.

Checklthe Limit sessionduration checkbox.

Enteratimeout lengthof up to 99, andselectdays,minutes or hours.
Applychanges.

»Pwbdre

1. OpenSettings> Site Administration > Security
2. Checkhe Limit sessiorduration checkbox
3. Enteratimeoutlengthof up to 99, andselectthe unit of days minutesor hours.
4. Applychanges.
[

Cloud Users can also be subject to the same session duration limit as Local Users by selecting the
fApply the session duration limit to Cloud users0 ¢ hec k b o x . Eenfablet,Cloww Usenswiiben i s
disconnected from the Site when they reach the session duration limit. However, reaching the session
duration limit will not log users out of other active Cloud sessions or other Sites.

The Desktop Client can be launched with a command line parameter to define the initial layout. This
allows programming pop-up like behavior and API access. Multiple parameters may be included but the
Site address, credentials, and user layout open by default.

Retainedsettingsarerestoredautomatically Toturn off this feature,disableMain Menu > LocalSettings>
Automatically restore saved windows configuration

The following values are saved locally and restored when the desktop client is relaunched:
Layoutsandtabsopenedin the mainwindow
Streamresolutionof itemson a layout
Visibilityand pin state of the Timelineand navigationpanel
Currenttab in the notification panel

By default, automatically retained settings are only applicable to a single active desktop client window at
a time. To manually retain and restore settings for multiple desktop client windows at a time, do one of
the following:

Tocreatesavestate ¢ OpenMain Menu> SaveWindowsConfiguration
18



Toupdate savestate ¢ OpenMain Menu>WindowsConfiguratior> SaveCurrentState
Torestore savestate ¢ OpenMain Menu>WindowsConfiguratior> RestoreSavedstate
Todelete savestate ¢ OpenMain Menu>WindowsConfiguratior> DeleteSavedState

To gain access to cameras and other devices, a user must be connected to a DW Spectrum Site.
Connection can be made via the following DW Spectrum components:

Thedesktopclient (onthe WelcomeScreeror SpecificServerforms)
DW _CloudPortal

Server'sVeb Admin

Mobile Client

Sometimes the term "log in to a Site" is used interchangeably with "connect to a server". In fact, to
establish connection with a DW Spectrum Server you must do both T connect to the server using its IP
address and a specific port, then log in to the Site with a set of user credentials.

To connect to a server, you must specify the server (i.e. host) IP address and port, then your DW
Spectrum account login and password.

In Desktop and Mobile Clients, the server address is entered into a designated field.

In the Web Admin, you enter the server IP address and connection port in the address line of the Internet
browser to access the connection dialog.
|

&

Iii {

Both Cloud and Local accounts can be used to connect to a server in this way. However, DW Cloud
accounts will not work if the Sitey ou ar e connecting to doesndt have c
never logged in with your account to the Site before.

Local accounts should always work if a network connection is available. External connections will require
an Internet connection and possibly port forwarding.

If a server belongs to a Site that is connected to DW Cloud, another way to connect is to log in to DW
Cloud through the desktop client. You will see a list of all the Sites that your Cloud account has been
added to and can log in to any of them by selecting a registered Site.

Your DW Cloud account will be used as your login.
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In a merged Site, the server to which you will be connected is determined automatically based on which
server has the best uplink. If your Site is connected to the Cloud, you still can connect to a specific
server by entering its address and the appropriate credentials.

& After a session has expired, an informative dialog box is presented after Cloud sessions are
automatically disconnected in accordance with the Automatic Session Timeouts settings.

When the DW Spectrum Client is first launched, the Welcome Screen (shown below) automatically
detects and displays the Sites in local networks and Sites that have been recently accessed. Local Sites
can be accessed with a username and password. If a user is logged into DW Cloud, Cloud Sites are also
displayed.

Click on the "Log in to DW Cloud " tile on the welcome screen, or the Cloud icon in the application
header, to open DW Cloud Portal. See "Logging in to DW Cloud" for details.

& When accessing a Cloud connected multi-server Site, the desktop client attempts to connect
to the server with the best uplink. A specific server can be chosen in the Site to which the desktop client
will attempt to establish a connection. If it is unreachable, it attempts to connect to another server.

The number of Site tiles displayed on the welcome screen is determined by the screen and window size.
Use the search bar above the tiles to search for a specific Site by certain attributes:

Sitename

Servemame

IPaddress
SiteOwner(Cloudonly)
User'sEmail(Cloudonly)

Unavailable Sites are grayed out and may be deleted from the display. If a Site is hidden, it will not be
shown in the list of tiles unless the Hidden display mode is selected. The option to hide tiles becomes
available when the Welcome Screen is excessively populated. Hiding Site tiles is not a security feature;
it is intended solely for organizing the Welcome Screen.
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The client can connect to Sites running a different version of DW Spectrum. The product version is displayed
in a yellow block within the Site tile if it is not the same version as the client. If a Site is incompatible with the
client, the block will be red.

See "Launching DW Spectrum in Compatibility Mode" for information on resolving desktop client/Site
version discrepancies.

& Compatible hardware supports safe mode booting. The hardware boots up in safe mode if
something has happened during the previous boot. Connecting to the server is possible, but no
changes can be made to any configuration.

Click on the tile for the desired Site. If it is compatible with the client, a connection dialog will open.
1. Enteraloginandpassword.
& Optionally, check Remember me to save the account credentials and connect automatically
after clicking the Site tile.
2. ClickéConnect.

After 10 or more unsuccessful attempts to log in from a given IP address within 5 minutes, all log in
attempts from that IP address will be denied for 1 minute.

The Welcome Screen has three display mode options which can be accessed in the upper-right corner.
All Sites ¢ displaysall Siteson the network thathave notyet beenhiddenor removed(default display
mode).

Favorites; displaysall Sitesaddedto the list of favorites.
Hiddeng displaysall Sitesmarkedto be hiddenfrom other displaymodes.

For local Sites that are online, click on the tile to expand the connection details.

The Site tile can be hidden or favorited through the context menu by clicking on the three dots in the
upper-right corner.
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Hidec¢ movesthe Sitetile from the defaultall Sites displaymodeto the hiddendisplaymode.
Addto Favoritesg movesthe Sitetile up in the listwhenin All Sitesmodeandaddsthe Sitetile to the
Favoritesdisplay mode for easy access.

Delete¢ removesthe Sitecompletely(option only appeardfor offline andincompatibleSites). Thetile won't
appear on the welcome screen again unless$iteis online.

Even when not connected to a Site, the Welcome Screen main menu provides the following:

Connecto Server; connectto aspecificserverusingits IPaddresgsee"Connectingo a SpecificServet).
BrowselocalFilesc usethe welcomescreenasa mediaplayer(see"Playind_ocalNideoFilesin DW
Spectrunt).

Newc launchesawelcomescreenin anew window.

StartScreerRecording; togglesthe recordingof the entire screen(see"ScreerRecordindWindowsOnly)).
LocalSettingsg opensthe localsettingsdialogto changelanguagedisplaytime andother settingsspecificto
the client (see Customizing Look and Feel of DW Spectjum

About¢ displaydmportant Siteand network configurationinformation (see"CollectingAdditional
Information").

UserManual ¢ openthe usermanual
Exitc closesthe window

Temporary users are granted limited-duration access to either local or Cloud-connected Sites. Anyone with
the temporary user link can access the associated Site.

See "Managing Users" for limitations on temporary users and "Adding Users" to create a temporary user.

Havethe temporaryuserlink providedby the Siteadministrationteam.
Openthe desktopclient, selectConnectto Server selectthe UseLinktab.
Enterthe linkinto the dialogboxandpressOK

Thedesktopclientwill opento the target Site

b

1. Enterthe providedtemporaryuserlinkinto a browser.
2. DependingonlocalSiteconfigurationthere maybe promptsto launchthe desktopclientor use theWeb
Admin

3. SelectWeb Admirto openthe Site
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Depending on permission granted to the temporary user, the Web Admin may offer less functionality
than the desktop client.

Open DW Spectrum Client?

https://d9c42274-cd25-4fae-ac1e-6c6e82a95fab.relay.vmsproxy.com wants to open this application.

[:] Always allow dS9cd2274-cd25-4fae-ac le-6cbe82a85fab.relay.vmsproxy.com to open links of this type in the associated app

Open DW Spectrum Client

If the Site is not connected to DW Cloud (see "Connect Sites to DW Cloud"), use an IP address,
hostname, or a temporary user link to connect to a server.

Onthe WelcomeScreeror in the Main Menu, clickConnectto Serverto openthe connectiordialogshownbelow.
TheConnect to Servelialog enables connecting via an IP address and the use of different user credentials.

If the operation is canceled, the current user will still be connected to the server.

W Connect to Server... - DW Spectrum Client

ispectrum

127.0.0.1

admin

The following connection details are required:

Hostg IPaddressor addressof the server(localhost  or 127.0.0.1  for all-in-oneinstallation).

Port¢ IPport for accesgo the server(7001 by default).

Loging Accountusernameusedto connectto the server If connectingfor the first time, use"admin " asthe
login name.

Password; Account passwordsedto connectto the server Usethe same passworthat wasset upduring
the initial installation.
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Testc Clickthis button to checkconnectivityto the server Thefollowingmaycauseconnectionerrors:
" Servelisnot available

SpecifiedPaddresssincorrector inaccessible
Specifiedhort isincorrect
Servelis stopped
Loginand/or passwordareincorrect
Serverandclientareincompatiblewith eachother becausehey are runningdifferent DW Spectrum
versions. Compatibility mode will be suggested.

& If the desktop client is not connected to a server, a user can only access Local Files (see
fPlaying Local Video Files in DW Spectrumo ) .

Openthe Main Menu andchooseDisconnectfrom Server

DW Cloud is a Cloud service hosted on the Internet that extends access to DW Spectrum Sites. See
"Working with DW Spectrum" for more information about DW Cloud.

The Cloud icon € in the Navigation Panel opens a dialog to log in or log out of DW Cloud, or create a
DW Cloud account.

To obtain all benefits of Cloud connectivity, the Site should be linked to DW Cloud. See "Connect Sites to
DW Cloud" for more details.

1. Clickthe & iconin the navigationpanel.
2. EnteranemailandDW Cloudpasswordthen clickon the Loglin button.

Once connected, the entered email address will be displayed next to the Cloud icon. Click on it to open
the DW Cloud portal, log out from DW Cloud, or change Cloud account settings.

& It is possible to connect to a server using the DW Cloud login even if the Internet connection
is temporarily unavailable. After several unsuccessful attempts to log in, connect to, or disconnect from a
Cloud account, all login attempts will be denied for 1 minute.

Openthe DW CloudportalhomepageandclickLogln.

EnterDW_CloudaccountcredentialsandclickLogln.

Clickon atile to connectwith an available Site.

Choose a tab from the DW Cloud Portal banner including

1 Viewg Shows the Resource Panel used to selectdtieam viewing or archive playback.

1 Layouts Display existing and available layouts (DW Spectrum Enterprise).

1 Bookmarks; View existing and available bookmarks (DW Spectrum Enterprise).

1 Settingsg Manageusers,Siteandsecuritysettings,activateLicensesor Srvices gnablerecording,
create a motion mask, etc.

P

Information¢ Browse data on Site resources (cameras, /O, network interfat@sge).
1 Monitoring¢ Open a rolling graph of Site performance metrics (CPU, RAM, Network, Storage,
1/0).
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& Tabs displayed in the DW Cloud Portal are dynamically populated according to configuration,
permission settings, and user roles.

When a Site administrator adds a Cloud User who does not have an established Cloud account, the user
will receive instructions to create their Cloud account.
1. Dooneof the following:
1 Openthe Cloudaccountcreationdialogfrom the desktopclient usinghe < iconin the navigation
panel.
1 Openthe DWCloudwebsiteandfind the CreateAccountbutton in the upperright cornerof the page.
1 Openthe link providedin the invitation emailedto Cloud Useswho do not havean establishedCloud
account.
2. EnterregistrationinformationandclickCreateAccount
3. Anactivationemailwill be sentto the emailaddressspecified.

TheDW SpectrumiWebAdmin(Web Admin providesthe followingfeatures:

1 OwnerlevelserverandSitecontrols
Livestreamviewing

Playbaclof Archivedvideo

Camerananagement
Servehealthmonitoringandlog viewing
Storagemanagement

Usermanagement

Viewandactivatelicenses

9 Accesdo developertoolsand APldocumentation

= =4 —a 4 -—a -8 A

Menusand options are contextually aware and will change based on selections made, Site configuration, and user
permissions.

1 A menu positioned along the header area includes tabs for enabled functions (View, Layout, Bookmarks, Se
Information, Monitoring, Services).

I The tabs displayed vary depending on product version and user permissions.

1 The left panel provides for secoelvel menus choices, filters, or resource selection controls.

1 Information refined by the menu selections is displayed in the center display panel.

& Tech Writer Example View Settings Information Monitoring
H Alerts s Tech Writer Example Info
& Site
Mame Tech Writer Example
= Servers State -
Services added -
© Cameras Services in use -
Servers 1
& Storage Locations Camera channels 2
Storage locations 3
[ Network Interfaces
Users ]
Site version 6.1.0.42176
T e T Cloud site 1D d3fe9b27-6427-492a-88ae-c7ae97f87b79
w0 g
&y Download Full Report Cloud connection status offline A
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1. In the Desktop Client, selebtain Menu > Open > Web Client
2. In the Desktop Client, select the Server in Resource Panethen use the context menu (Right Click) to select
Server Web Page

& If a Site contains multiple servers, the web interface will control the server to which the client is

connected (as indicated by the == icon in the Resource Panel).

1. Enterthe server IP address and port into the browser addresshiq// <serverlPaddress:7001).

& If the defaultport (7001)doesnot work, openthe Web Admininterfacethroughthe desktop
client(right-click on the server in the resource panel and cekver Web Page

2. Inthe login dialogthat opens,enter administratorloginand passworccredentials.

1. TheWebAdmininterfacecanbe openedfrom the tray assistantRightclickthe DW SpectrumTray
Assistantand chooseserver Web Page

Server Web Page

Stop Server (started)

Show Server Log

Cuit

TheDW SpectrumMobile Clientprovidesthe followingfeatures:

Viewlive streamsfrom cameras
SearchthroughrecordedArchive
PTZameracontrol
Fisheyecameradewarping
Twowayaudio

Softtriggers
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Pushnotifications
The mobile client is available for Android and iOS platforms.

The comprehensive user guide for the mobile client is available as an additional PDF document, which is
installed locally along with the desktop client user guide.

DW Spectrum Server certificate validation occurs during communication between the DW Spectrum
Server, DW Spectrum Clients (desktop and mobile client), and DW Cloud to enhance the security of DW
Spectrum by ensuring the client is connecting to a trusted location.

While the client connects to the Site, the Site will provide the public keys from every server to the client for
validation. No matter which level is configured, there will be no warning message displayed at all when
connecting to a Site with a valid certificate and matching hostname.

& A valid certificate must be issued by a public Certification Authority (CA) that contains the complete
information of the certificate chain. A public certificate without a certificate chain will be considered invalid in
DW Spectrum. See "Obtaining and Installing an Authorized Certificate" for details. Trusted Man in the Middle
(MITM) certificates are trusted on the desktop client side.

For other types of certificates, the behavior will depend onthec | i evalidation level:

Disabledg The Client will skip the validation process and connect to the Site directly. The User will not see a
warning message. However, it is still NOT recommended to turn the validation off since certificate validation
is recommended as a part of the securityrdening process of any Site.

Recommendeddefault)c Allowsusersto connectto the Sitewith anycertificatebut mayrequireii K S dza S N
confirmation.Awarning message may still appear in the following situations:

" Connected to an UNKNOV#iteg When aclient attempts to connect to a neWitefor the first
time,thatmeanstheOf A Sy G4 Kl a y2 Ay T2NYI (Agigre. WoedtllzSitel K S
provides a certificate that is custom/seadigned, or a public certificate without chain information, a
G/ 2yySOGAy3a G2 {SNIBSNI F2NJ 6KS FANRG GAYSKe LI
not be verified automatically. Once the client aippes this connection, the certificateill be stored
attheclA S yeidQtas expectedthat no warningmessagevill pop up again for any further
connections until the certificate expires/changes.

@ Connecting to for the first time?

Cancel

Connectedo a KNOWNSite¢ Whena userattemptsto connectaknown Sitewhosecertificate cannot

be verified successfully (faxampleY A 8 Y § OKSR ¢AGK (GKS efpiredSy (i Qa
certificate,etc.), the clientwill displaythe warningmessaged / | yvgridyiiheidentity of # Serveg.

The usemwill be prompted to take further action and check the certificate's problems. The user can
check thel trust this/these Serverscheckboxand click ConnectAnywayto connectto the servers.
This

27



message will be seen every time the user attempts to connect to the Site until the issue with the
certificate has been fixed.

Strict ¢ With this mode, servers that use the default s&ljned certificates will be rejected by the
client, forcingthe userto connectto serverswith only a validcertificateand correct hostnameThe
user will see the warning message below when they attempt to connect t&itiegvith an invalid
certificate or a mismatched hostname.

Failed to connect to server

To change the validation level in the desktop client:

1. Openthe Main Menu > LocalSettings> Advancedab.
2. Openthe Servercertificate validation dropdownandselecta validationlevel: Disabled Recommendear
Strict

3. Applychanges.

Theservercertificatevalidationlevelcanalsobe modifiedin the mobile client.

=

Tocheckthe s e r v @St éerificate validity and information:

1. OpenServerSettings>General
& Any available pinned/custom certificate will be listed here.
2. Clickthe certificateto viewits details.

1. Enterthe serverlPaddressn the Internet browserandclickthe Not secureindicatorin the address
bar.

2. Clickonthe O S NIi A tatutd dpéh s details

3. Reviewthe certificate'sinformation, suchasissuerandexpirationdate.
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& Privacy error X e

< (6 A Notsecure ' https://localhost:7001/static/index.html#
o
localhost:7001 X General Detas Certficaton Path
A Your nection to t site is not secure @ Certificate Information
This CA Root certificate is not trusted. To enable trust,
A . 78 ey rnrih S install this certificate in the Trusted Root Certification
) this site (for example, passwords or cre Authorities store.
nim re
& Centificate is not valid 2] Issved to: Nx Witness
® g b eate | Issued by: N Witness
Cookies nu =z Y =2,
our conn
Vald from 6/9/2022 to 4/2/2023
Attackers might calhost (for example,
pas
T

Restartthe serverto renewits certificateandtry again.

Contactthe administratorto renewthe servercertificate.

When DW Spectrum is installed, some initial configuration is required. A newly installed server will be
displayed as a New Site on the welcome screen.

1. Clickonthetile for the new Siteto launchthe setupwizard.
2. Chooseoneof the two options:

1 SetupNewSite¢ specify eSitenameand Administratorpassword. Sometimethe New Servertile
may not be displayed if the desktop client did not detect the server. When this happens, use the
"Connectto Servet Main Menuitem (see '‘Connectindo a SpecificServet), andprovide theserverlP
and port, and useadmin/admin as the login/password combination for the n&ite

1 Usethe advancedSitesettingsto configurethe followingadditionalparameters:
o Enablinganddisablingauto-discovery(see"AutomaticDeviceDiscovery).
o Enablinganddisablingdevicesettingoptimization(see"PreventindDW Spectrumfrom Changing
Device Settind$.
o Enablinganddisablinganonymoususagestatistics(see” SendingAnonymoudJsageand Crash
Statistics).
o ConfiguringSecureConnections
1 Addto ExistingSite( if a Sitecontainsmultiple servers(see"ConfiguringMulti-Server
Environment), specify:
0 SiteURL¢ this canbe auto-discoveredlf it is not, the URLformat is http://<host>:<port>
where <host> is the name or IP address of the server and <port> is the server port (7001).
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0 Loginandpasswordor the existingSite

Whether it is a new Site, or a server is merging with an existing one, the following settings will be required:

ConfiguringServerand NASStoragec, storageon eachservermustbe configuredto allowthe necessary
space forSitebackend data and for archive recording data.

DeviceManagementCamerasiEncodersandl/O Modules)¢ Devicesnustbe properlyaddedand
configured to achieve optimal recording conditions.

Enable Recording Enoughicensesor servicesnust be available foeachdeviceon eachserver(see
"Services and Licensgs

Once storage, device, and recording configuration is complete, configure the following:

Usersand Groups
LayoutManagement
Permission$lanagement

The Site ID is a unique identification value that is required for internal processing of the DW Spectrum Site.

All serversin amergedSitehavethe samelD value.Thisparametercannotbe viewedor edited;it is
required for internal processing when servers are merged.

If SetupNewsSiteis selected the SitelDis assignediuringinitial configuration.

If Addto ExistingSiteis selected the SitelDistakenfrom the existingSite To enable

Cloud connectivity features, refer oonnect the Site t®W Cloud

If the reseller provides a Software as a Service (SaaS) Model, see Connecting the Site from an Organization.

To use the full functionality of DW Spectrum, obtain services or activate licenses. See "Services and
Licenses" for details.

Compatibility mode launches a compatible version of the client application to connect to a server that is
running a different version of DW Spectrum. In Compatibility Mode, the client downloads another version
of itself to match the server version using the same method as an auto-update.

This would be necessary, for instance, when DW Spectrum is installed at multiple sites (factory, store,
warehouse, etc.) and only one installation has been updated to the current version. In that case, the Site
will have different versions, and one desktop client should connect to another Site (i.e. client at a store
connects to the Site in a factory). Sites of different versions are highlighted in red in the log in dialog and
in yellow on the Welcome Screen.

When a client is connected to a server, all component versions are checked, and if the component
versions differ from one another, a warning is displayed prompting the user to restart in Compatibility
Mode. Click Restart to connect to the server in compatibility mode.

In some instances, it may be necessary to download additional files for the compatibility pack. Once the
download is complete, the client should be restarted.

© IMPORTANT: The best practice is to have the same product version installed on all Site components.
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If some of the components (server or client) in a multi-server Site have different versions installed, there
may be operational issues.
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DW Spectrum provides users with one-click updates for an entire Site without the need to individually log
into multiple devices.

Updates can be performed over the Internet using the latest build available, a specific build number, or
locally from a downloaded file or a file on a USB drive. For Internet updates at least one Site component
must have an Internet connection, whether it is the client or another server.

By default, the client and each server downloads the update independently from each other. But, if the
server does not have Internet access, the update can be downloaded via another server with an active
connection. If all available servers are without Internet access, the client will provide each server with the
desired update file.

The desktop client can be updated without needing to update the server. This allows Digital Watchdog to
deliver quicker updates for desktop client specific issues.

When the download is distributed, servers are tracked with a "ready", "skipped", or "failed" status. The
administrator who initiated the update receives specific notifications suctirasget to push upgrade package to
all servers. Not all servers will be upgraded. Contihlie® way, updating the Sitoesnot fail becaus®ne or
more individuakerversis offline or unavailable Downloadprogresss reported graphicallyon the Updatestab for
each server.

Updates can also be done manually. If a new product version does not support the current operating Site for a
server, the update process will not start and upgrades for unsupported operating Sites can be blocked.

Update files are stored for both the current and target version, allowing clients to update themselves
when an installation is started but not finished, or when an old client tries to connect to a DW Spectrum
Site. Servers will delete files for the current version when a new update is started. Similarly, files for the
target version are deleted when the target version changes, for example because the update is canceled,
or another target version is set. Desktop clients do not delete update files and are not used to update
other clients.

Openthe Main Menu > Site Administration > Updatestab for updatecontrols.Thetab showsthat the latest
version is installed or shows which version number is currently installed.

@ The latest version is already installed

Update to Specific Build

Clickon Advancedsettingsin the upper-right cornerto configureupdatesettings:

Notify aboutavailableupdatesg If enabled the Sitewill perform automaticupdatecheckssothat whena
new version of DW Spectrum is released, a notification will open in the desktop client.

AutomaticClientUpdatesg Enabledoy default. Connectingclientswill be automaticallyupdatedto the new
version when it's available.
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ChecKor updatesc On-demandupdatecheckingThisfunctionis unavailablevhenthe Automaticclient
updatestoggle is disabled.

In the upper-left corner is a drop-down for choosing which version to install:

LatestAvailableUpdatesc Selectghe latestproductversionavailable.

Specifiduild¢ Opensa dialogwhere a specificVersionand Passworaanbe entered(availablefrom the
support team).

Browsefor UpdateFileq Searctfor alocalupdate packagehat hasbeendownloaded(seeoffline updates
below).

In the Updates tab, DW Spectrum will indicate if a software version is up-to-date or if there is an issue
with the current software build:

PP

© N o O

A yellow exclamation mark on the server icon in the resource panel indicates that the server version is
incompatiblewith versionsof other serversin the Site Theseéncompatibleserversmust be updated

separately.

If the versionnumberis shownin green,the currentversionisthe latestoneinstalledon the Site

If the versionnumberis shownin yellow, it is not the latest buildbut canbe updated.

If the versionnumberis shownin red, it is not the latest build and cannotbe updated.(Usuallybecausehe

update for the server is not found. The server OS could no longer be supported, or the package for such a
platform was not published).

Openthe Main Menu > Site Administration > Updatestab.
Clickon Download.
Wait for the updateto downloadandthen clickon Install Update

Openthe Main Menu > Site Administration > Updatestab.

ClickGetUpdateFileandchooseCopyLinkto Clipboard

Savehe linkto anexternaldrive soit canbe transferredto a computerwith Internet access.

Pastethe copiedlink into abrowseron a computerwith Internetaccessanduseit to downloadthe update
file.

Savehe updatefile to anexternaldrive,then copyit onto the offline client PC.

Onthe offline ClientPC ppenthe Main Menu > Site Administration > Updatestab.

Clickthe arrow onthe LatestAvailableUpdate menuandchooseBrowsefor UpdateFile

Inthe file browserthat opens,navigateto the externaldrive wherethe update file issavedandopenit to
start the update process.

It may be necessary to accept a newer version of the End User License Agreement (EULA) to proceed
with installation. An update can be canceled while it is being downloaded, but not while it is being
installed. After all
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online servers receive "Install" status; a confirmation dialog appears and prompts the client to restart the
updated version.

1.
2.
3.

Openthe Main Menu > Site Administration > Updatestab.

Clickonthe LatestAvailableUpdatemenuandchooseSpecificBuild.

Inthe dialogthat opens,enter the build numberandpasswordprovidedby the supportteam), then clickdSelect
Builcg.

Inthe Main Menu > Site Administration > Updatestab, clickGet Update FileandchooseCopyLinkto

Clipboard

Followsteps3 through 8 from Section6.5 ¢ Offline Updateto the LatestAvailableVersion

Navigation Panel

-
| Main Menu
!

@ New Layout 4 (Copy)* x

Resource Panel =i

t— Notification Panel

e
0]
©
©
9
©
9
9
©
9
©
© ow

fagaaaaadqad

Viewing Grid Item in Layout

Playback Panel

The central Viewing Grid can simultaneously display up to 64 individual items i live camera streams,
recorded video files, web pages, etc.

An arrangement of items in the viewing grid is called a layout. Layouts can be named and saved. Multiple
layouts can be opened at once, each displayed in a separate tab.

Panels on each side of the Viewing Grid provide management and display tools. These panels can be
resized by dragging the inner edge towards or away from the viewing area and hidden or opened using
directional arrows.

NavigationPanel(top) ¢ providesaccesgo the main menuE, tabsfor eachlayout,the DWCloud

connection form, the helite and standard window sizing controls.
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PlaybackPanel(bottom) ¢ controlsplaybaclof localvideosandlive streams.

Resource Panékft) ¢ displays all servers, devices (cameras, analog encoders, DVRs/NVRs, 10 modules),
layouts,showreelsweb pagespther Sites, andlocalfiles (videoandimagefiles)availableto the current

user (see Searching and Filtering in DW Spectfifor details about searching and filtering in the resource
panel.

Notification Pane{right) ¢ contains tabs that display tiles for notifications, motion detection, bookmarks,
events,andanalyticsobjects.See' Searchin@ndFilteringin DW Spectruni for detailsabout searchingand
filtering in the notification panel.

Each interface element has a Context Menu that provides shortcuts to key actions related to that
element. Throughout this manual, there are instructions to use these context menus to access
necessary tools. Right-click on an interface element to open its context menu.

Throughout the desktop client application, click on the contextual help icon L2 R toggle the mouse pointer into
a question mark, then click on an element to view related help information. Tooltips are also provided through
the application.

Preset lotkeyscan be used to quickly navigatetorexecutecommontasks.For more informationsee the
keyboardshortcutssection in this guide.

The Main Menu provides access to fundamental DW Spectrum settings for server connections, display
characteristics, user permissions, device controls, and layout configurations.

& Items listed in the Main Menu will vary depending on User Permissions and Site settings.

Click on the Main Menu button B in the upper left corner of the navigation panel to access the following:

Connecto (Another)Server(Ctrl + Shift + C) ¢ disconnects the current Site connection and allows the user to swit

to viewing a different Site. For more informati@ge” Connectindo Sitefrom the WelcomeScreefi.

Disconnectrom Server(Ctrl + Shift + D) ¢ disconnects the current Site connection aetlrns the user to the
Welcome Screen.

New¢ select from the following options to create a new instanceiewing tab in th&W Spectrunadesktop client.
" Layoutg createsanewemptytabin the tab navigator(see"LayoutTabs)

Window ¢ opensa new window of DW Spectrum(see"Workingwith Multiple DW Spectrum
Windows)
WelcomeScreer, opensthe welcomescreenin a new windowof DW Spectrum(see"Workingwith
Multiple DW Spectrum Windowk

Openc select from the following optionstoopeh 2 OF f @A RS2 FAt Sazr GASe I F2f
File(s)and Folderc openandplay backselectedliocalvideo filesor all videofilesin afolder,
respectively (seePlaying Local Video Files in DW Spectjum

Web Admin ¢ opensawebbrowserto anDW SpectrumWeb Adminlogindialog(see 'Opening
DW Spectrum Web Admit

Start ScreerRecording(Alt + R ¢ togglesscreenrecordingof an entire window (see 'Screen
RecordingdWindows Only)

SiteAdministration (Ctrl + Alt + A) ¢ opensatabbeddialogfor Siterelatedsettings(see" Site Wide
Configuration®)

35



UserManagementc opensa dialogfor managingusersandusergroups(see"Usersand Groups)
LocalSettingsc opensa dialogfor localclient settings(see" Customizindg ookand Feelof DW Spectrunt)
Audit Trail ¢ opensalogthat displaysall usersessionsactions,anddeviceactivity (see"Audit Trailof User
Actions)
BookmarkLog(Ctrl + B)¢ opensalogto view,searchand managebookmarkgsee"Searchindookmarky)
Addc select to add new devices, users, or web pages viewing.

" Devicec opensthe dialogto specifyor searchfor aconnecteddevice by server(see"AddingDevices

Manually’)

Userg createsa new userprofile

VideoWall ¢ createsnewvideowall (see"VideoWallManagement)

Integration ¢ createsaweb pageframethat caninteractwith the desktopclient

WebPagec createsa newlayoutitem for aweb page For more informationsee"ManagindVebPages

andIntegrations

Showreek; createsa newtab containinga showreellayout(see"ShowreelTourCycle)

Virtual Camerag createsanew virtual cameradevice(see" SettingUp a Virtual Camerd)
Merge Sites ¢ allowsfor mergingof multi-serverSites (see" ConfiguringVulti-ServerEnvironment)
About (F1)¢ displaysproductversion,hardware,anddriverinformation (see" CollectingAdditional
Information")

Usermanual ¢ Opengthe usermanual
SaveWindow Configurationg allowsfor retainingandrestoringsettingsfor multiple desktopclient
windows at a time (seeRetained Settingsor more information)

Exit(Alt + F4) ¢ closesDW Spectrunclientsession

The DW Spectrum desktop client can be customized in a specific way. These settings are local and
apply to the current client instance only.

Openthe Main Menu > LocalSettings> Lookand Feelto setthe followingglobaldisplaycharacteristics:

Languagec selectthe preferreddisplaylanguagdrom the pull-down menu.DW Spectrummustbe restarted
for this change to take effect.

TimeMode ¢ whenthe clientandserverarein different time zones usethisto selectwhether Servefimeor
Client Timewill apply in client displays (e.gimeline timestamps in event logs and trail, etc.). S&arle
Synchronization in a Mulserver Environmefit

Showadditional info in tree ¢ checkthis boxto includethe IPaddressof devicesandservers.

Showaim overlayfor PTZcamerasg checkthis boxto enablethe alternativeUl for PTZontrols,this mode

is off by default (seeAlternate PTZ Contrdls

Tourcycleq setsthe time, in secondsthat eachitem in a Tourwill be displayed.

Backgroundmage( togglethis switchto addanimage,suchasalogoor mapof cameraplacementthat will
display on the viewing grid under all layouts. Once an image is selected, use this switch to toggle the
background image on and off.

1. ClickBrowseto selectanimagefile

2. Openthe Mode dropdownandselectthe desireddisplaymode: Stretch Fit, or Crop

3. Setthe Intensity level(0%,completelytransparentto 100% completelyopaque)
Click OK to save changes and exit the dialog or click Apply to save change and remain in the setting
dialog or click Cancel to discard changes and exit the dialog. If any changes require a restart, a prompt
will appear asking to Restart Now , Restart Later , or to Cancel .
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& The viewing grid background applies to all layouts i a background image can be applied to
a single layout (see "_Layout Backgrounds (E-Mapping)").

Panels in the user interface can be shown or hidden at will.
Use the arrow buttons at the perimeter of the viewing grid to show or hide individual panels.

Press F11 to simultaneously hide all panels and zoom DW Spectrum to fill the screen. Press F11 again to
show all panels i The product window remains maximized.

Fullscreen Mode can be used to simultaneously hide all four sliding panels and expand the display of a
single Item to fill the entire layout.

DW Spectrum enables users to search and filter data (Audit Trail of User Actions, Event Log, Device
List, Users, etc.). Use the search box to activate a search. Search results appear immediately as
characters are entered. This is because camera ID strings contain so many characters they could flood
search results without this limitation.

The search functionality in the resource panel is a little different than anywhere else in DW Spectrum.
The resource panel display can be filtered in two ways, by type and by text, and these two filters can be
applied separately or together. By using this function, the following items can be searched: servers,
devices (/0O modules, cameras, etc.), layouts, showreels, video walls, web pages, users, local files, and
groups.

& The display of server and device IP addresses will change according to the setting of the
Show additional info in tree option, see the Customizing the Look and Feel section for more
information.

Only one resource type can be selected at a time. The type filter can be applied by clicking on the
magnifying glass (E) in the search field to open a dropdown menu. When a filter is applied, the tree
structure changes i all elements become grouped by type, and are displayed without nested elements of
a different type (for example, cameras under layouts under users).

Select a group from the search results (Shift + Click) or select multiple items separately (Ctrl + Click) .
Items can be added from the search results to the existing layout (Enter) or add all selected items to a

new layout (Right -click > Open in New Tab) . Note that the cursor must be in the search field for these
add-to-layout functions to be available.

Any text entered in the search field filters the existing resource display. Multiple keywords are treated as
a Boolean "AND". For example, entering abc def returns only resources which have abc and def. If the
filter returns

many results, only the first 64 results will be displayed. Camera ID fields are only searched if a query is
4 symbols or longer.

Search syntax in DW Spectrum search fields is generally the same across all DW Spectrum resources.
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The standard search syntax includes the following:

Singleword search(not casesensitive)
Twoword search(not casesensitiveandthe searchii S Nafdei@oesnot matter)

ServeWebAdmin
DesktopClient
" Resourcepanel
Eventrules(Indexedfield: source)
& Events with more than one camera set will show up in any search results if one of
the cameras match the search term, but the exact camera name will not be visible until the
list of cameras for that event is clicked.

Eventlog (Indexedfield: description)

Camerdist (Indexedfields:name,vendor,model,firmware, IP,andMACaddress)

Audittrail (Indexedfields:cameraname,user,IP,activity, description sessiorends)
CloudPortal

The following places in the desktop client have an exception or additional search features.

UserManual
" Twoword searchtermswill provideresultsfor both searchtermstogetherandseparately.

Anasterisk(*) canbe usedin anypositionto representanycombinationof symbols.
Aguestionmark(?)canbe usedto substitutea singlecharacter.
Ahyphen(-) canbe usedn front of the secondsearchterm to searchfor linesthat containthe first
term but not the second term.

UserManagement
Unliketwo-word searchescrossother resourcespnly resultsmatchingthe exactorder of search
terms will show up.

Aguestionmark canbe usedto substitutea singlecharacter.
Anasteriskcanbe usedin any positionto representany combinationof symbols.
BookmarK. ogc (Indexedfields:name,description,andtags)
" Quotationscanbe usedto find resultswith the searchtermsin the order specified.
NotificationPane] Bookmarkgab (Indexedfields:name,description,andtags)and Objectstab (Indexed
fields: object type and object text attributes)

Quotationscanbe usedto find resultswith the searchtermsin the order specified.

The Navigation Panel provides access to important tools and features and navigation of Layout tabs.

The navigation panel contains the following controls:

= ConfigurefundamentalbehaviorsuchasSite Administration Usersand

i Groups Local Settings, etc.
Main Menu

Allopentabsaredisplayedandcanbe navigatedthrough
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LayoutTabs

Connects to DW Cloud. This button indicates the current DW Cloud
connectionstatusandallowsthe userto connectto or disconnecfrom DW
Cloud and open th®W Cloud Portal

()
CloudConnecButton

2 | Toggleghe cursorinto a (?)that will openarelatedhelptopic whenclicked

HelbBUtt on a user interface element
elpButton

Standardvindow sizingbuttons

Minimize,maximize exit

The Resource Panel displays all servers, cameras and devices, layouts, Showreels, Video Walls, web
pages, local files and other Sites available to the current user according to their set permissions.

& To access the resource panel from the Web Admin, open the View tab.

Levels can be expanded to show additional information. For example, servers at the top-level expand
to show each server in the Site, and expanding a server shows all the devices connected to it. Use
Ctrl + F to search through the resource panel. The + and i hotkeys can be used to expand/collapse
resource panel sections, and the arrow keys can be used to navigate and select resources.

Resources that are placed in the active layout are bolded in the resource panel list. The currently
selected resource is shown in blue in the resource panel. The display of server and device IP addresses
can be toggled on or off in the Look and Feel dialog.

Each resource and resource type has a related context menu. Highlight the name and press F2 as a
shortcut to rename a resource.

Liststhe serversregisteredin the Site Aservermayhaveseveralnetworkinterfacesso it is
possible for different IP addresses to be displayed for the same server. Server icons
Servers indicate the following statuses:

Clientis connectedto this server

Serveris offline

]

Servewersionisincompatiblewith other serversn the Site(see"UpdatingDW Spectrunt)

Server is unauthorized. The password does not match those of the other servers, so if
unable to connect to th&ite To fix this issue, open tigerver WelPagein the server
contextmenu,openthe serversettings,selectthe correspondingerverandclickon Reset
to Defaults and then reconnect to th8ite(see 'Using a Server's Web Interfaye
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Devices (various icons): Each server shows a list of the attached devices. Hover the mouse cursor over
a device icon in the resource panel to show a thumbnail of a frame taken by that device (thumbnails
update every 2-3 seconds). Devices attached to a server can include:

Cameras
lo)
VirtualCameras
I/O Modules
P
_— Multi-ChannelCameras
Recorders
Groups:Twoor more of the abovedevicesorganizednto a group. Tocreatea group,select
two or more resources, rightlick the selection, and clickreate Group
- Devicesoffline (see"Diagnosingffline Devices)
Cx x
L Deviceisunauthorized(see"ConfigurindDevice'sAuthentication)
Ca <
L] Devicescurrentlyin recordingmode
- Devices configuredfor recordingbut is not recordingnow
o Indicatescamerais not recordingbut there arecordedArchiveis available
! Devices experiencingietworkissueqsee"DeviceDisconnection/Malfunctiohor "Working
Around Device Issues (Expert Settifgs)

& A Pr evsio@w d antessage is displayed over the video preview thumbnail of a device if
the thumbnail has not been updated in over 15 minutes.

Containgesourcegdevicesandlocalfiles).Ownedby the user.

Layouts
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Layoutghat are availableto the userfrom within the Cloudportal.
CloudLayouts
> Layoutscreatedby anadministratorandmadeavailableto a useror groupsof users.
Shared_ayouts
Layoutghat cannotbe changedsee"Lockind_ayouts).
Locked_ayouts
Cycledisplaythroughasequenceof layouts(see” Showree(TourCycle).
Showreels
Showthe viewingcellscontaininganintegration(see"Addinga WebPageasan
Integratiort’).
Integrations
Showthe viewingcellscontainingaweb page(see"Addinga WebPageasan Item").
WebPages
S5 Controlmultiple displaygemotely (see"VideoWallManagement).
VideoWalls
Showsserversn the localnetwork that belongto different Sites,andthe availableCloudSites
(see 'Configuring MultiServer Environmeti}.
OtherSites
Displayghe followingfile types:
LocaNideofiles(see"Playind.ocalNideoFilesin DW Spectrurl).
ExportedVideoFiles(see"Exportingvideo").
LocalFiles ExportedMulti-VideoFiles(see"Multi-VideoExport).
ScreerRecordingg¢see"ScreerRecording).
Images.
Screenshot¢seedT akingScreenshots 0

The Playback Panel provides Archive and local file playback controls, extensive search capabilities, and
seamless transition from live to Archived footage.
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Timeline
Display Buttons

Current Time

Playback Buttons

CurrentTime ¢ displayghe currenttime from the computer.

PlaybackButtons ¢start, stop,andcontrol playbackspeed.

SpeedSliderq alternatecontrol for playbackspeed.

Timelineg controlsnavigationthrough Archivefootage.See'Usingthe Timelin€'.
Thumbnailsc dragthe upperedgeof the Timelineupwardto displaypreviewthumbnails.See
"UsingThumbnails.

DisplayButtons:
LIVE; switchesselectedcamera(sjo live playbackmode.See"Partsof the Timeliné'.
SYNG performstime synchronizatiorof all cameradisplayedon the current layout.See
"Synchronizing Playbdtk

E=1 ¢ Show/hidethumbnailsabovethe Timeline

¢ Show/hidecalendarfor navigatinghrough Archives See"Usingthe Calendat.
Volume@ntrol ¢ adjustsaudiovolumeof the clientapplication.Se€'AdjustingvVolumeé'.

& Users must have the Play Audio permission, either directly assigned, or through group membership
to play audio.

The notification panel provides centralized access to Site information, with separate tabs for:

Notificationsg alerts users to system and device events.
Motion ¢ enablesmotion detection search

Bookmarks; use to find and view bookmarked archive video.
Eventg; lists recent system, device, and analytic events.
Objects; enables object identification and analytics search.

Detected events can be searched, filtered, and controlled without leaving playback mode and without
opening another window that might interfere with the layout display.

The notification panel has three main sections:

Tabsg use to navigate between the Notifications, Motion, Bookmarks, Events, and Oieggitiees in the Notification
panel.
Filtersc use to refine search results.

Tilesg provides thumbnail and abbreviated information relevant to the corresponding tab.
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KN Tabs

Filters

DWC-XSTDOSMF

) Motion on Camera ' Tiles

The notification panel can be minimized/maximized by clicking on the arrow on the
outer edge.

Right-clicking on the background in any tab opens a generic context menu:

EventlLogg see"Viewingand Exportingthe EventlLod
EventRules; see"EventRule$
Filterc see"GlobalNotifications

Only one tab can be active at a time. Each tab can be searched and filtered independently by time,
camera, or other parameters applicable to the given tab. Tab visibility depends on the state of the Site
and user permissions. For example, the motion tab is only available if the user has permission to view
Archive; the objects tab is only visible if there is an analytics plugin on the Site which can detect objects,
or if there is a Database of detected objects from a previously attached plugin.

The filter section has a set of controls which will differ by tab. The state of filter controls is independent
and persistent for each tab when configured in the notification panel. The filter options to choose from
are time, camera, area for motion detection, event type for events, object type, and area selector for
objects. See "Searching and Filtering in DW Spectrum" for more details.

Click on a filter control to open a menu of options. When a filter is applied it will be highlighted. Some
filters can also be added by selecting an item outside of the notification panel, such as clicking on a
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camera tile or selecting an area on a camera tile to filter motion detection. Click on the X to clear a filter.

Timeselector¢ Thefollowingoptionsare available:
* Anytime (default)
Lastday
Last7 days
Last30days

& If a segment is selected on the Timeline, that segment becomes the time filter and is
applied to all tabs.

Cameraselectorg Thefollowingoptionsare available:

Anycamera(default)

Currentcamera

Camerasn layout

Choose&ameras
Areaselectorg Availableto the objectsandmotion tabsonly, with the prompt to"Select arean the videoto
filter results if an area is not selected, or in filtered stale ‘Selected ar€a In the motion and objects tab,
selecting an area simultaneously selects the related camera.

Event selector;, Available foithe eventstab only andhasatwo-levelmenuwhere thesecondevelmenu
options are dependent on the tejevel selection. Available events are:

Anyevent

Motion on Camera

Input Signabn Camera

Softtrigger

PluginDiagnosticvent

Genericevent

AnalyticsEvent

Camerdssues

Serverevents
Pluginselectorg Onlyavailablewhile in the objectstab. Its optionsdependentirely on the third-party
products integrated with the DW Spectrugite
Objectselectorg Onlyavailablewhile in the objectstab. Its optionsdependentirely on the third-party
products integrated with the DW SpectruBite

The event counter shows the number of events displayed in the tiles section. Click the image button (E) to

toggle =
thumbnails on and off, and in the objects tab, click the information button ( ) to toggle thumbnail
information on and off.

The tile display always shows the most recent tile on top. If the source camera is not in the current layout,
double-click to add it to the current layout or open it in a new layout tab using the context menu. If the
source camera is open in the active layout and SYNC mode is turned on, the Archive playback for all
items in the layout will be synchronized to that camera's Timeline. Clicking on a tile opens the related
Archive and moves the Timeline marker to the start of the bookmark.

All tiles have one of four priority types, as indicated with color:

Default
Success
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Alert
Critical

The notifications and event tabs handle tiles differently depending on the event type. A natification tile
may open because of an event and then close, or may open and only close when the triggering event
ends or the triggering Site state changes. However, notifications with the "Force Acknowledgment"
setting cannot be closed until the required action is complete.

Input text to filter out results so only the tiles that meet the search criteria are displayed.

In the Notifications tab, hovering the cursor over a notification displays additional information according to the
notification type.

Clicking on a notification displays additional information and triggers a corresponding action. For
example, clickingonafi Ne t vissue énd e v i notification displays the last frame received from that
device and opens the Device Settings dialog.

Users can select to receive any notifications, one of two types of notifications, or a customized list of selected
notifications by clicking on the notification type.

1 Event Notificationgare generated when an event rule is true and valid.

9 Site Notifications@re generated when specific Site conditions are present.
o Site Notifications arpinned to the top of the tile section display and include the state of a Site component
0 Most tiles will open the related settings or dialog screen when clicked.
0 Resolution suggestions are provided where possible.

& Users can disable selected notifications using the Natification Suppression dialog.

Any Noetification
Event Notifications

Site Motifications

Choose Types... is not set for 3

Sites that are connected within a common Organization will display notifications and informers from all
Sites in the organization when cross Site notifications are enabled.

Key features of the cross-site notification service:
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Useranustbe loggedinto the Cloudto receivecrossSitenatifications.

Thedesktopclientwill only displaycommunicationsrom Sitesthat the currentuserhasaccesgo.
ThecrossSitenotification selectoris only displayedwhile loggedinto the Cloudandwhencompatible
Sites are available.

CrossSitenotificationsmust be enabledeachtime the desktopclientis restartedc this settingis not
saved.

Notificationfooters are prefixedwith the SitelD insteadof the cameralP Addressprovidedwith local
Notifications.

CrossSiteNotificationsareinitiated by the eventaction ShowDesktopNotificationandadhereto other
event rules (distribution, timing).

& If 2FA is required on a Site that is generating a esd@ssotification,and the receiving user is not
authenticated, then the user will be provided with an informative dialog and the option to authenticate and enable
receipt of notifications from the Site generating (2FA) notifications.

1. Selecthe notificationstab in the right panel.
2. SelectAll Sitesto enableor CurrentSiteto disablecrossSitenotifications.

Current System

All Systems

The following Site Notifications serve to inform users when current settings or operational factors may limit
Site features or performance.

Natifications Common to All Versions
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Notification Title

Additional Information

Click on Notification Action

Email address is not sel

Email delivery of notifications to the
logged in user are not possible.

Opens Edit User dialog windo
dismiss the notification.

Email server is not set

The Site cannot send Email notificatic
until an outgoing Email server is
configured.

Opens the Email server
configuration dialog or dismiss
the naotification.

Some user have not sef
their email addresses

Provides a list of users without valid
email addresses.

user-1
user-2

Opens the user dialog window
for the first user in the list or
dismiss the notification.

Error while sending emg

Outgoing message were not process¢
by the Email server.

Opens the Email server
configuration dialog or dismiss
the informer.

Storage is not configure

Provides a list of server where storag
not configured.

server-1
server-2

Opens storage management
dialog or dismiss the
notification.

Rebuilding the archive
index is complete

Provides a list of servevhere archive
index has been rebuilt.

Opens storage management
dialog or dismiss the
notification.

Rebuilding the archive
index is canceled by usi

Provides a list of server where archivt
index rebuild was canceled before
completion.

Opens storage management
dialog or dismiss the
notification.

Archive integrity probler
detected

Event occurs when archive files are
removed, renamed, manually change
or when a file has a incorrect time dat

Dismiss the notification

Site has no internet
access for time
synchronization

No online server in the site has intern
access for time synchronization

Opens time settings dialog or
dismiss the notification.

Backup storage is not
configured

Provides a list of server where backuj
storage is not configured.

server-1
server-2

Opens storage management
dialog or dismiss the
notification.

Camera recording
schedule is invalid

Some cameras are set to record in a
mode they do not support.

Opens camera settings windo
dismiss the notification.

Storage for analytical
data not set

A storage location for analytical data
has not been configured.

Opens storage management
dialog or dismiss the
notification.

System partition is useq
for analytics data

Analytics data can take up large
amounts of space. We recommend
choosing another location for it inste:
of the system partition.

Opens storage management
dialog or dismiss the
notification.

Intercom call

Incoming intercom call (signal) receiv

Opens intercom dialog

Intercom call missed

An incoming intercom event was not
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answered.

Recording disabled

Recording is disable

Notifications Common tdEnterprise Version

Notification Title

Additional Information

Click on Notification Action

Local recording servicey
overused

The number of services in use exceel
the number of services available

Cloud storage services
overused

The number of services in use exceel
the number of services available

Paid integration service|
overused

The number of services in use exceel
the number of services available

Site suspended

The Site has been suspendedontact
your channel partner for assistance

Site shutdown

The Site has been suspendedontact
your channel partner for assistance

Site will stop functioning
soon

Site is schedule to be suspended or
shutdown in less than 30 days

Cloud storage backup
disabled

Cloud backup is configured, yet disak

Paid integration service|
disabled

A paid integration services is availabl
yet currently disabled and not in use

Professional Version

Notification Title

Additional Information

Click on Notification Action

Remote archive
synchronization failed

Remote archive synchronization has
been started for resource: {device.ID}

No licenses

No licenses are available and recordi
is prohibited.

Opens the license configuratic
dialog or dismiss the
notification.

Deprecated Notifications; May Appear in Historical Logs

Site Notification Title

Additional Information

Click on Notification Action

Archive Backup Finishe

N /A

Remote archive Remote archive synchronization has| N/A
synchronization failed been started for resource: {device.ID}
Remote Archive Started synchronization of data on N /A
Synchronization remote device to the Site archive.

Site in Safe Mode. Site operating in safe mode after N /A

experiencing an unanticipated event.

Individual event notification can be disabled by the user without effecting the event rules or notifications
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received by other users of the Site. This can reduce use distractions related to certain domains at the risk
missing a relevant notification and thus should be used with caution.

To select the displayed notifications for a user, first select the Alerts tab in the Notification Panel and then
open the label below the natifications tab and select one of the following choices from the menu:

1 Any notification to automatically select ti&how all notificationsheckbox atop the list of notifications

1 Event notifications to automatically select all event notifications and deselect all Site notifications.

1 Site notifications to automatically select all Site notifications and deselect all event notifications.

1 Choose Types... to open the individual notification selection dialog.
& The checkbox for Show All Notifications must be disabled/unchecked to allow individual notification
type selection.

Select Motification Types - DW Spectrum Client
[0 show all notifications

Events

Camera IP Conflict
Fan Failure

Generic Event
Integration Diagnostic
LDAP Sync Issue
License Issue

Motion on Camera
Metwork Issue

PoE Over Budget

rver Conflict

#
#
#
[
%
%
%
%
%
%
%
%
%
[ !
#
#
[ !
#
W S

When the Motion tab is active, the client enters Motion Search mode. Conversely, any other method of
entering motion search mode will launch the motion tab. In this mode, items in the active layout are
overlaid with a semi-transparent motion smart search grid. The default filter display is any time and the
currently selected camera.

& Motion search is limited to a single device at a time.
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Traffic Cam

By clicking and dragging on an item display, a red rectangular area is created in which motion will be
detected for that camera. Multiple search areas can be created by holding down the Ctrl key while
drawing. Selecting a detection area also sets the filters to the states Selected Camera and Selected

Area.
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Archive segments on the Timeline that have motion in the selected area are highlighted in red. There
can be a motion detection area in as many items on the layout as desired. When switching to a different
camera, the motion search display switches accordingly.

10 August 2024 1 PM | 10 August 2024 2 PM

1. Rightclickonthe item andclickthe ShowMotion/Smart Searchoption from the contextmenu.

2. Clickthe SmartMotion Searchbutton (@) in the top right of the item tile.
3. Presghe M key.

The Bookmarks tab in the notification panel provides a visual interface for searching and viewing
bookmarks. All information from the bookmark dialog is displayed with a thumbnail image for
approximately the middle of the bookmarked video.

When a camera tile is selected, bookmarks in the Archive will be shown in descending order by Archive
timestamp. Clicking on a bookmark will move the Timeline marker to the start of that bookmark. The
default filter display is any time for any camera on the layout. The search field can search through the
bookmark name, description, and tags (see "Searching and Filtering in DW Spectrum” for more details).
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. Motion on 13
192.168.101.13)

Motlonon 13

(192.168.101.13)

When the Bookmarks tab is active, blue bookmark segments will display in the Timeline (see "Using
Bookmarks" for more details.)

22 August 2024 11 AM

The Events tab is only available to users who have permission to view the event log. It provides a visual
display of the events log content (see "Viewing and Exporting the Event Log"). The default filter display

is any time, any camera, and any type of event.
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a== Server Conflict

) Motion on Camera

DWC-XSTDOSMF

&= Server Conflict

Server #1: 1

The Objects tab provides access to the configuration controls and display of object-based analytic
searches. Options and controls are dependent on the permissions granted to the current user and the
abilities of the available plugin.

1

Visibility of the Objects tab depends on the existence and type of analytics in the Site and the
user's permission level.

When an analytics plugin is enabled, newly detected objects will appear as tiles if a camera is
open and being viewed, or a camera is recording.

Previously detected objects stored in the Archive will also appear as tiles.
Detections not recorded to the Archive will be lost after closing the desktop client.

Detected objects are outlined by bounding boxes that can be seen in the thumbnail that appears
when hovering over the tile.

The color used for bounding boxes can vary between object types and analytics plugins.

Some analytics plugins allow the bounding box color for object types to be customized.
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9 The object filter can be used to filter for a specific object type, but defaults to "Any type".

1 Depending on the analytics plugin being used, different selectable object types (car, human,
bicycle, etc.) may be available.

1 The Search tool can search through object types and object text attributes (color, make, travel speed,
etc.). See "Searching and Filtering in DW Spectrum" and "Analytics: Region of Interest (ROI)" for more
details.

& The device filter in Advanced Search inherits the device filter from the Objects tab and is limited to
one device when using a Cross-Site Layout.

Advanced...

cted camera - GENERIC_RTSP.. X

D~

£

Black, Green

GENERIC_RTSP-4d98112b-
{408-60e6-488b-8299d21d%aeb

&5 Car

& Fieldsfrom an AnalyticsEventcanbe usedto automaticallyfill in certainparameterswvhencreatingan

HTTHReques{see"DoHTTP(slRequest for more information.)

The default filter displays at any time and the cameras on the layout. The area selector filter is always
available and defaults to "Select area" when filtering is not applied. Click and drag over any device to
create an area and change the filter to "In selected area” for the selected camera.

Detected objects are indicated with yellow segments in the Timeline.
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For more granular control over the filtered object type, click Advanced to open the Advanced Object
Search dialog. This dialog displays objects from the objects tab in two or more columns (depending on
window size) and allows for easier switching between enabled plugins via the tabs at the top and
configuring other selected options such as object type in the menu on the left. To see the selected
search result in the main window, click the play icon and view a bookmarked position in the Archive.

1

1
1
1

Advanced Object Search provides filters and options that enable the viewing of specific results.

Avalilable plugns and integrations are listed across the dialog header in &b selection control.

The left side panel contains all of the Advanced Object Search parameters for the active plugin or integr:

Additional panels in the Advanced Object Search Dialog include the results panel (center) and the previe

panel (right side).

The results presented in the center panel can be either a card view (image and metadata) or a table viev

removes the images makes room for additional results.

The preview panel includes available metadata provided by the plugin or integration service.

Data and columns in the table view can be organized by using the Settings (gear) icon on the table view

0 Settings/Gear icon is only available when Object Type is selected

o / K2A0Sa F2NI ¢l o6fS @GASs FYyR [/ IFNR OASH | NB AYyR!
Table)

o Only shovys Attribute§ that are available for the currently selected Object Type. When 2 object types
AKFNB a42YS OGGNROGdzGS 6 A S bthelatibute YK Be Qisife foF hotR. !

Hover over a card to display additional playback options (speed, jump points) that may be available.

The preview panel will play the entire duration that the object is visible, including 4 seconds before and &
the after object was detected.

Left side panel can be1szed to present an alternate view of the filter and tiles
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< Preview

& Car &> Car
GENERIC_RTSP-4d98112b-1408-60e6-488b-8.. GENERIC_RTSP-4d98112b-f408-60e6-488b-8
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TR

-

-

- —

£ Car &> Car

GENERIC_RTSP-4d98112b-1408-60e6-488b-8. GENERIC_RTSP-4d98112b-1408-60e6-488b-8

When a result is selected and Preview is clicked, a sidebar will open within the dialog, showing that portion of
the Archive. Click Show on Layout to go back to the main window and view that position in the Archive.

1. Select theDbjects Talirom within the Notification Panel

2. Click on theAdvancedbutton to open the Advanced Object Search dialog.

3. Select the active plugn from header menu or seleétll Pluginsg all plugins may not support all select object
attributes.

4. Configure the search and filter paramete&rsesults will update as parameters are adjusted.
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<o Preview
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& Selected camera ... X ﬁ

& Car
GENERIC_RTSP-4d98112b-1408-6006-488.

[FSnewreae]

4) i 1 »

Car
GENERIC_RTSP-4d98112b-f408-60e6-488b-8299d21d9aeb

Toggle the viewing option between Card (image based) and List (text based) formats.
Click on the Settings (gear icon) to adjust the fields shown in the results panel.
Select a card or list item to open the preview panel.

w0 DdPE

Click Show on Layout to return to the main view and align the playback with the search result.

Multiple DW Spectrum client windows can be open at once.

To open a new window, click the Main Menu > New > Window . Items can be selected from the resource
panel or viewing grid and dragged to the new window (only administrators can add items to a predefined
layout).

An item can also be opened directly in a new window:

1. Selectesireditemsin the resourcepanelor onthe viewinggrid.
2. SelectOpenin New Window from the contextmenu.

The video wall feature provides further control of multiple displays and broadcast capability (see "Video Wall
Management").

These keyboard shortcuts are for Windows and Ubuntu Linux, but most will also work for Mac OS by
replacing "Ctrl" with "Command" key. Keyboard shortcuts only affect the active item.

Action Windows Shortcut macOS Shortcut
About F1 F1

Alarm / Event Rules CTRL+E CMD + E
Archive selection end ] ]

Archive selection start [ [
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Action Windows Shortcut macOS Shortcut
Bookmark Log CTRL+B CMD + B

Exit item's fullscreen mode Esc Esc

Check File Watermark Alt+C Option + C
Close layout CTRL+W CMD +W
Connect to another Server CTRL + Shift + C CMD + Shift + C
Create new Layout CTRL+T CMD+T
Device List CTRL+ M CMD + M

Disconnect from Server

CTRL + Shift+ D

CMD + Shift+ D

Duplicate item on layout

CTRL + dragnd-drop

CMD + dragand-drop

Enable Smart Search

Shift + Left click + drag area

Shift + Left click

Enable/disable Image Enhancement Alt +J Option +J
Event Log CTRL+L CMD + L
Exit Desktop client Alt + F4 Option + F4
Fisheye dewarping (toggle) D D

Hide all panels and switch to Fullscreen Mod F11 F11
Hotspot toggle H H
Information on Item (toggle) I [
Maximize/minimize item Enter Enter

Move entire scene Alt + arrows Option + arrows
Move PTZ/fisheye camera angle ?,?,2,7? ?,?,2,7?
Mute U U

Next layout in tour ?, ?, PgDn, Space, or Enter

Next recorded chunk X X

Open Bookmarks tab (from Notification Pandg CTRL + B CMD + B
Open Events dialog CTRL+E CMD + E
Open local file CTRL+O CMD + 0O

Open Motion tab (from Notification Panel)
Smart Search Toggle

M | Alt + M to toggle

M | Option + M to toggle

Open new window CTRL+ N CMD + N
Open Noaotifications tab (from Notification Pary N N

Open Objects tab (from Notification Panel) (0] @]
Play/Pause video Space Space
Playback slow down (on play) / previous frar] CTRL # CMD +2
(on pause)

Playback speed up (on play) / next frame (o CTRL # CMD +?

pause)
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Action Windows Shortcut macOS Shortcut
Playbaclc forward 10 seconds ? ?

Playbaclc rewind 10 seconds ? ?

Previous layout in tour ?, ?, PgUp, Backspace

Previous recorded chunk z z

PTZ (toggle) P P

Remove item from layout Delete Delete

Rename Resource F2 F2

Rotate item

Alt + Clickand-drag

Option + Clicland-drag

Rotate with 15degree step

CTRL Alt + Clickand-drag

CMD +Option + Clicland-
drag

Save layout CTRL+S CMD +S

Save layout as CTRL + Shift+ S CMD + Shift + S
Screen Recording (toggle)Vindows Only Alt + R Option + R
Screenshofrom selected item Alt+S Option + S
Search Resource Panel CTRL +F CMD + F

Select camera on layout

Shift + ?, 2,2, ?

Shift + ?, 2,2, ?

Shift selection in Resource Panel ?,? ?,?

Start tour on layout Alt+T Option + T
Switch Layout CTRL + Tab CMD + Tab
Switch to LIVE L L

SYNC on/off S S

Site Administration CTRL +Alt+ A CMD +Option + A
Volume down CTRL ® CMD +?

Volume up CTRL? CMD +?
Windowed mode/Fullscreen Alt + Enter Option + Enter

Zoom infout on PTZ or a fisheye camera [+]or [] + Mouse Scroll Whee] [+]or [] + Mouse Scroll Whe

Zoom window (create) w W

DW Spectrum includes a context-sensitive help Site.

To launch the help Site, click on the Help button "?" in the navigation panel, then click on the desired interface
element. This manual will open in a web browser to the topic most relevant to the clicked element.

Press the F1 key to open the About DW Spectrum dialog, which displays important Site and network
configuration information (see "Collecting Additional Information™).
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DW Cloud is an important part of DW Spectrum that extends functionality of DW Spectrum Sites.

Once a Site is linked to DW Cloud, the Site can be accessed from virtually any Internet browser.
Depending on the Site configuration, the DW Cloud can display bookmarks and Cloud layouts that
contain devices from different Sites. See "Connecting Site to DW Cloud" and "Logging in to DW Cloud".

The Cloud portal menus and options are contextually aware and will change based on selections made, Site
configuration, and user permissions.

Theheaderincludestabsfor enabledfunctions(View,Layout BookmarksSettings Jnformation,Monitoring,
Servicep

The tabs displayed will vary depending on the version of software and permission of the active user.
Theleft panelshowssecondlevelmenuschoicesfilters, or resourceselectioncontrols.

Informationrefined by the menuselectiongsdisplayedn the centerdisplaypanel.

SYSTEMS

&= IM-SP6-Server003 View Settings Information Monitoring

Server IM-SP6-Server003 # U

System Administration
IP Address 192.168.101.24
Cameras 0s linux_x64

Version 6.0.0.39148
a Users

Servers Restart

Server IM-SP6-Server003 — 192.168.101.24

Settings

Improve the security of a DW Cloud account and prevent unauthorized access by enabling Two-Factor
Authentication (2FA). Logging into an account with 2FA turned on requires a verification code generated
by a mobile authentication app (e.g. Google Authenticator, Microsoft Authenticator, or Duo Mobile) in
addition to the DW Cloud password

InstallGoogleAuthenticator,Microsoft Authenticator,or DuoMobile onthe dza Snbbiladevice.
OpenDW_CloudPortalandlogin to the dza Sasdauint.
Openthe AccountSettingsdropdownmenuandclickSecurity
EnableTwo-factor Authentication.
Enterthe dz& SDNIT#udaccountpassword.
Openthe mobile authenticationappandscanthe QRcode.
Enterthe TOTRrerificationcodegeneratedby the mobile authenticationapp.
ClickVerify to completethe setupprocess.
For additionakecurity,enableAsk forverificationcode onevery logn with DW Cloudaccount,or
generatesingleusebackupcodesto keepsomewheresafethat canbe usedto login if accesgo the mobile
authentication app is lost.

Wovouosrwpe
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Open DW Cloud and log in as a Site Administrator.

Navigate to theSite Administration > Security page

Select the option Mandatory twofactor authentication for cloud userCloud users without twdactor
authentication will not be able to log into the Site. This setting does not affect local and LDAP users.

Open DW Cloud Portal and log in to your account.

Open theAccount Settingdrop-down menu and clicBecurity

Click theDisablebox.

Enter the TOTP verification code generated by the mobile authentication app.
Click theDisablebox to complete the action or sele€ancel

Backup codes can be used when DW Spectrum Mobile cannot be used.

1.

a s~ wn

W

@

Open DW Cloud Portal and log in to your account.

Open theAccount Settingdrop-down menu and clickecurity

Click theGenerate Backup Coddmitton.

Click theCopy Allbutton to copy the backup codes to the clipboard.

Paste the backup codes into a recovery file and save it to a secure location.

Any previously generated backup codes will be invalidated.

Open DW Cloud Portal and log in to your account.

. When prompted for the verification code, click the link at the bottom of the dialog box laldestcess to

authentication app?
Enter one of the previously generated and saved backup codes
Click theLog Inbutton.

The DW Spectrum Web Admin provides a method to access local Sites using a simple and lightweight
browser interface.

The Cloud portal menus and options are contextually aware and will change based on selections made, Site

configuration, and user permissions.

Theheaderincludestabsfor enabledfunctions:View, Settings Information Monitoring.
Theleft panelshowssecondlevelmenus filters, or resourceselectioncontrols.
Informationrefined by the menuselectiongsdisplayedn the centerdisplaypanel.
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A IM-SP6-Server003 i Settings Information Monitoring

H Alerts Az v IM-SP6-Server003 Info
4 System
Name IM-SP6-Server003
E Servers Servers 1
Camera channels 8
© Cameras Storage locations 6
Users 6
& Storage Locations System version 6.0.0.39148
Cloud system ID -
] Network Interfaces

The Site Administration dialog (Ctrl + Alt + A) is used to manage users, configure devices, maintain licenses
or allocate services, set up outgoing email services, and create events DW Spectrum will track.

The dialog contains the following tabs and sections:

General
" EventRules; opensthe dialogto configureeventsandcorrespondingactions
Eventl ogg opensthe listof pastevents
DeviceCameralist¢ opensthe list of devicesn the Site
Audit Trail¢ opensthe list of users'actions.Canbe enabledanddisabled
Bookmarks; opensthe bookmarklog
SiteSettings; selectableoptionsdisplayedon the generaltab:
Yy EnableAutomaticDeviceDiscovery
Yy Sendanonymoususageandcrashstatistics
Yy PreventindDW Spectrumfrom ChangindeviceSettings
Yy Customlanguagedor Cloudnatifications.
UserManagement; accesghe configurationdialogsfor usersandgroups
Updatesg toolsto manageversionsand updates
Licensesg view, activateandmanageSitelicenses
Emailg enablethe Cloudemailserviceor configureanoutgoingemailserver
Security:
© Useonly HTTP$ connectto cameras
Forceserverdo acceptonly encryptedconnections
Encryptvideotraffic
Addinga UserWatermark
Enableaudit trail
Limitsessiorlength
Archiveencryption
DWCloudc createor connectto a Cloudaccount
TimeSyng; synchronizeservertime
Routingg showsSiteserversandtheir IPaddresses
Pluging list of the analyticspluginson the Site in alphabeticabrder by devicemanufacturer
Advanced
Backupand Restorec, createsor restoresa backupDatabaseof the Siteconfiguration(serverand
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camera settings, users, event rules, etc.)
LogdVlanagement; enablesusersto specifyloglevelsanddownloadlogfiles

Connecting a Site to a Cloud account will enable DW Cloud features and additional connection methods.
Sites can be connected using the desktop client or the DW Spectrum Web Admin interface.

Users logged into DW Cloud can access all the Sites connected to their DW Cloud account (see
"Connecting to Site from the Welcome Screen").

The following can be done with the Cloud:

Loginto anyCloudSitewithout reenteringcredentials
Shareaccesgo DWCloudwith other Cloud Uses
ShareSiteswith usersandaddusersto groups.Thisactionisloggedin the Audit Trailof UserActions

It is necessary to have a DW Cloud account first (see "Creating a DW Cloud Account".)

1.

2.
3.

Openthe Main Menu > Site Administration andclickthe DW Cloudtab
ClickConnectSiteto DW Cloudandloginto the DW Cloudaccount towhichthe Sitewill be
connected

Openthe WebAdminandlogin

ClickConnect to DW Cloudnd log in to the DW Cloud account to which Sieewill be connected

Onceconnectedthe Sitewill be displayedn the DW CloudPortalandwill be accessiblevhenloggedinto the

Cloud.

ﬂ IMPORTANT: Disconnecting a Site will remove access for all Cloud Users that Site is shared with.

PR

Login asa Siteadministrator

Openthe Main Menu > Site Administration andgoto the DW Cloudtab
ClickDisconnectSitefrom DW Cloudandauthenticatewhen prompted
Confirmdisconnectiorandthe removalof all Cloud Usesfrom the Site
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4 isaacm@digital-watchdog.com

Disconnect System from DW Cloud Open DW Cloud Portal

Openthe WebAdminandloginasa Siteadministrator

Clickthe Settingstab in the headermenu

SelectSite Administration > Generalon the left panel
ClickDisconnectSitefrom DW Cloudandauthenticateif prompted
Confirmdisconnectiorandthe removalof all Cloud Usesfrom the Site

kb PE

Connectinga Siteto an Organizatiorwill upgradeDW Spectrunto supportSubscriptiorServicesKey

considerations before connectingSateto an organization:

1. Eachrecordinglicensekeywill be convertedinto a24-month creditfor alocalrecordingservice.
2. Itisnot possibleto recoverlicensekeysoncethey are convertedinto subscriptiorservicecredits.
3. Sitesthat aredisconnectedrom anorganizationwill require new recordinglicensekeys.

Contact your local DW Spectrum reseller or Digital Watchdog customer service team for more information on
the benefits of using organizations.

There are two ways to connect a Site to an organization:

TransferOwnershipof a CloudconnectedSitefrom a Cloudaccountto anorganization.
ConnectalocalSiteto anorganization.

Both methods require a Site administrator and an organization administrator to complete the transfer.

Anorganizatiormustbe available.
TheSiteto betransferredmustbe accessibleiathe Cloudportal.

Openthe Cloudportal andconnectto the Siteto betransferred.

Switchto the Settingstab in the Cloudportal.

Click(change)Ownerunderthe Sitename.

SelecfToOrganizationin the TransferOwnershipdialog.

Selecthe organizatiorto whichthe Sitewill be transferred.

Confirmthe transferaction.

ASiteadministratorandthe organizationradministratorare requiredto authenticate.

No o hkowbhE
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Login to the Siteasanadministrator.

Openthe Main Menu > Site Administration andclickthe DW Cloudtab.
ClickConnectSiteto DW Cloudandlogin to DWCloud.

Clickthe ConnectSiteto Cloudbutton.

Selecthe organizatiorto whichthe Sitewill be connected.
ASiteadministratorandthe organizatioradministratorare requiredto authenticate.

© gk wh R

Loginto the Siteasanadministrator

Openthe WebAdminandlogin.

Goto Settings> Site Administration>General

ClickConnectto DW Cloudandloginasanorganizationadministrator

Selecthe Organizationdile.

Selecthe organizatiorthe Sitewill be connectedto.

ASiteadministratorandthe organizationradministratorare requiredto authenticate.

Once connected, the Site will be displayed in the DW Cloud Portal and will be accessible by Cloud
Users granted access to the Site.

No oahsMdwDdhpRE

Q IMPORTANT: Disconnecting a Site will remove access for all Cloud Users that Site is shared with and
termination of all used services.

The process of disconnection is the same as Disconnecting a Site from DW Cloud.

This topic provides instructions to change the owner of a Cloud Site to another account.

9 This process will assign a new owner to an existing Cloud Site.

9 Ownership of a Cloud Site cannot change is the Site is part of an Organization.
9 The toebe Cloud System must be an existing user of the Site to transfer.

9 The current owner will be removed from the Site during the transfer process.

1 Previous owner must be added as a new user to regain access to the Site.

Navigate to the DW Cloud portal and log in as the current Site Owner.

Select theSettingstab in heading menu.

Select theGeneraltab under theSystem Administratioheading on the left.

In the middle of the screen, you'll see the system name followed by the text "owyer (change)".
Click onlchange)to open the new owner selection dialog.

Select the To user (new owner) field and enter or select the new Cloud Owner email address.
Select Transfer and authenticate as the current Cloud Site owner.

No ok wwbdRE
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8. The new owner of the Cloud Site will receive an email to accept the ownership transfer.

Open the email account associated with your DW Cloud account.

Locate the automated email generated when the current Owner requested ownership transfer.
Navigate to the DW Cloud portal and log in with the new Site owner account.

Select theShared with metab in the heading menu,

Select the Site where ownership is being transferred.

SelectAcceptto finalize the transfer; or Reject to refuse the Site ownership transfer.

The previous Cloud System Owner receives an email after the transfer is accepted.

Wiuooswne

Optionally add the previous Site owner as a new user, and set their permissions, if they will retain acces
the Site.

This topic outlines the process to upgrade an existing Cloud-Connected Professional Edition Site to an
Enterprise Edition Site.

1 Once a Professional Edition Site is upgraded to an Enterprise Site, it cannot be undone.
1 The Professional to Enterprise upgrade can only be performed in the Cloud Portal.
9 Upgrades can only be performed by Organization Administrators.
9 Each Professional License will be converted intondfths of Subscription credits.
1 Only the Enterprise Editions provides these features, and more:

o Unified notifications across all Sites in an Organization.

o Unified user management and Site access controls.

0 Access to management tools for Subscription Services.

o VideoWall licenses are included with Enterprise Edition.

o Unlimited Site scalability using the Organization structure.

o Designed to support new features, services, and integrations.

Change the Cloud Ownef the Professional Site to an Organization Administrator.
Log in to the DW Cloud Portal as an Organization Administrator.

Navigate to the Professional Edition Site that will be upgraded to Enterprise Edition.
Select theSettingstab in heading menu.

Select theGeneraltab under theSystem Administratioheading on the left.

Click theUpgrade to Enterpriséutton found just below the Site name.

Review the summary of benefits and support options; dlekt

Select an Organization to join from the list provided; dNelkt

Accept the transfer terms by clicking thieansferbutton.

10.A confirmation screen will be presented after successful transfer.

© 0N O RANE
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DW Spectrum allows users to create layouts displaying live video feeds and perform Site configuration tasks
immediately after installation. Some advanced features related to recording, archiving and analyzing video
require either a License Key or a Subscription Service.

The highlights listed below outline the primary differences between the licensing and services model to assist
with planning and preparation for Site migration. Please contact the customer service team for more
information.

Servicesre pooledwithin anorganizatiorand easilymovedbetweendeviceswithin the sameorganization.
Recordingservicesare consideredn usewhenattachedto a cameraghere is no billingfor servicesot
attached to a camera.

Eachrecordinglicenseis convertedinto 24 monthsof localrecordingservicewhena Siteconnectsto an
organization

Organizatioawide reportsshowoverallserviceaisageandchangego servicesovertime.

Thetotal numberof availableservicexanquicklybe adjustedto matchthe needsof achangingSite
configuration.
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Eachinstallationcomeswith four free, 30-daylicensekeysto recordvideo.

Licensekeysare activatedandlinkedto serversusinguniquehardwareidentifiers.

Keyanustbe activatedoverthe Internet or by usingan offline, emaitbasedactivationservice.
License&keyscanbecomeinvalidwhenthe linkedhardwareis offline; thesecanbe recovered.
Licensekeysare consideredn usewhenassignedo aserver,evenif the function enabledby the licenseis
not active.

& Live streams that are not connected to either a subscription service (Enterprise Edition) or a
perpetual recording key (Professional Edition) will be interrupted every 10 minutes by a banner displaying
"Live Streaming Time Limit Reached" and a 30-second countdown timer.

Live video from any source can be viewed in DW Spectrum without any services being available.
However, a recording service is required for each channel that will have recording enabled.

1. TheSitemustbe part of anorganization Se€"Connecting Siteto an Organizatioh.
2. Theremustbe servicesavailableto the Site

One recording service is marked as in-use for each camera where recording is enabled. Sites that are
connected to an organization have a tab labeled Services within the Site Administration dialog. This tab
displays the state of the services, the names of available services, and a count of total and used services for
each service type.

& Remove services from Site devices before an organization administrator changes the amount of
total available services to prevent the Site from auto-selecting the devices where services are removed.

Active

Services Usage

Name

)| Recordis

State FunctionalDescription

Thisisthe fully operationalstate for Sitesin anorganization.

Alluserscanaccessheir Sitesviathe Cloudportal, the desktopclient,andthe Web Admin
Active (when on the same local network as tBée).

Recordingservicesarerunningasconfiguredwithin the camerasettings.

Suspended Limitsaccesgo Siteswhile keepingall servicesunning.
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Useracceswiathe Cloudportal is not permitted. Onlythe desktopclientor Web Admin
interface can be used to acceSses over the local network.

Stopsall servicesanddisablesall Cloudportal access.

Shutdown |Sitecanonly be accessedby usingthe desktopclientor Web Admin(whenon the same local
network as the Site).

The Professional Edition of DW Spectrum uses perpetual License Keys to provides a suite of services,
include on that enables the recording of a device stream.

One License is required to record video from a device i One License enables one video stream from an IP
camera, an RTSP stream, or an HTTP link to be recorded, therefore one Recording License is needed per
Camera.

Atrial licenseis acomplimentary time-basedicensewhichexpiresafter a certainlengthof time.

A Professionalicensewill not expire.

I/0 modulesrequirea specifictype of license See" SettingUp I/0 Modules..

A specifictype of licenseis also requiredor videowalls.Eachicense allows videowallto be extendedo 2
monitors. For instance, 4 licenses allow a video wall to be displayed on 8 monitory/iGee Wall

Managemenit.

Every DW Spectrum license, when activated, is locked to the hardware ID of the computing device upon
which it is installed. The hardware ID is a unique 34-digit identifier generated when the server is installed
on a Windows, Ubuntu Linux, or ARM device. The hardware ID is based on the following:

Motherboard
MACaddress

After installing DW Spectrum on a server, any modification in the components above will result in a change to
the hardware ID and invalidation of licenses attached to that device (see "Expired and Invalid License Keys").

Inthe DW Spectrumdesktopclient,openMain Menu > Site Administration.

Goto the Licensedab.

Selectalicenseattachedto the server.

Clickthe Detailsbutton.

TheLicensdetailsdialogthat openswill display theLicensel'ype Licens&ey HardwarelD,andthe number
of Archived streams allowed on that device.

a s wDN e

6. Tocopythe licenseinformation clickthe Copyto Clipboardbutton.
& Licenses cannot be accessed through the Web Admin page.
The following sections describe how to obtain, activate, and deactivate licenses:

Obtainingand ActivatingLicenses
ExpiredandInvalidLicense&Keys
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DW Spectrum comes with four trial licenses. A trial license is active for 30 days.

© IMPORTANT: Licenses for servers in a multiple server Site are activated on the server to which the client
is currently connected. If this server is offline, those licenses will be invalid until the server is back online.

& Licenses that are activated on different servers will be combined if the servers are merged into a
single Site.

To get additional licenses, contact your local DW Spectrum reseller or Digital Watchdog customer service.

1. Openthe Main Menu > Site Administration andclickthe Licensedab.
2. ClickActivate FreeLicense

1. OpenSettings>Licenses.
2. ClickActivate FreeLicense.

& There will be a warning when a free license is about to expire.

The server the client is connected to (as indicated by the current server = icon in the resource panel)
will have the license key bound to it. If a license key must be activated on a different server, disconnect
and connect to the correct one. If DW Spectrum is not connected to the Internet, then licenses can be
activated offline.

1. Selecthe Licensedab in Site Administration.
Goto the Internet Activation tab.
3. Enteror pastein the licensekeyvalueandclickActivate License

N

1. OpenSettings>Licenses
2. Enteror pastein the licensekeyvalueandclickLicense

In situations where an DW Spectrum Site is installed on a device that does not have Internet access,
users will be required to perform an offline (or manual) license activation. Launch the DW Spectrum
client and connect to the server that requires offline activation. The DW Spectrum desktop client is
required 1 mobile or Web Admin pages do not have the ability to locate licensing information.

1. Clickthe Licensegab in Site Administration.

2. Clickthe Manual Activation tab.

3. Clickthe Copybutton to copythe hardwarelD.

4. EmailDigitalWatchdogcustomerserviceto request aractivationkey.Include the hardward¢D andthe
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licensekeythat you received in the email.
5. Afterreceivingthe activationkey,clickBrowseto import it to the target computer.

A list of license keys can be exported in either a CSV or HTML file. This file may be necessary, for instance, if
re-activation is needed. To do so, click Export (near the upper right corner) and select the target file.

DW Spectrum allows for license deactivation as well. See "Expired and Invalid License Keys".

& When recording is enabled for a device, the license is considered in use even if the
device is not currently recording (as indicated by the empty circle  icon to the left of the device in
the Resource Panel).

An error message or information banner will appear when there are insufficient licenses to support the
selected configuration.

Under some circumstances, a license may become invalid, such as when a server is removed from the
Site or goes offline. When the server comes back online or reconnects to the Site, the license will
become active again.

However, if a server change results in a hardware ID update, all licenses tied to the previous hardware
ID will become invalid and can only be reactivated by contacting support. If a hardware change is
planned, the best approach is to contact support prior to the update so licenses can be intentionally
deactivated before the hardware change, while they are still active and valid, and reactivated once the
new hardware ID is established.

& A trial license cannot be deactivated nor reactivated once it expires.

Under certain conditions, such as when a recording license is invalidated, or when a server fails in a
failover-enabled Site (see Configuring Failover), a 30-day grace period is granted to prevent gaps in
recording and allow enough time to resolve the server or license issue. Once the original server comes
back online, or the license issue has been resolved, the recording will continue normally with the original
license(s).

Similar functionality exists for video wall licenses, where a seven day grace period is granted to prevent any
interruptions in the video wall and allow enough time to resolve the license issue (see Video Wall Mode).

Users can deactivate and move a license a maximum of 3 times. The operation must be performed from
the desktop client and requires an active Internet connection. Trial licenses cannot be deactivated.

1. Clickthe Licensegab in Site Administration.

2. SelectlicenseclickDeactivateandconfirmthe actionin the dialogthat opens.

3. Enteryourname,emailaddressandselectthe reasonfor deactivationfrom the drop-downist to confirm
and explain the action.

The license key can now be activated on another computer.
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If a license is no longer needed, it can be removed. Only invalid (red) licenses can be removed.

1. Clickthe Licensegab in Site Administration.
2. Selecthe licenseto be removedand clickthe Removebutton.

DW Spectrum provides HTTPS encryption for client-server data exchange and, separately, for RTSP video
traffic streams.

HyperText Transfer Protocol (HTTP) is a universally agreed upon convention for network information
exchange that is easy to intercept and read. HyperText Transfer Protocol Secure (HTTPS) is a safer
connection that includes encryption to protect the information exchanged over networks. The encryption is
performed using a Secure Sockets Layer (SSL) or TLS (Transport Layer Security) certificate. When an
SSL/TLS certificate is issued it means the sending and receiving websites have been authenticated, and a
secure connection has been established between the web Server and the browser that connects to it. When
you have a secure connection, the website's URL is prefixed with "https" instead of "http," and a padlock icon
will display on the address bar.

By default, DW Spectrum encryption is disabled. Without encryption, API requests and the Server Web Admin
interface can be intercepted and analyzed, and video streams (live and playback) can be intercepted and
viewed.

The Allow only secure connections  checkbox forces all servers in the Site to accept only secure HTTPS
connections. When it is enabled, you have the option to also force video traffic encryption.

The Encrypt video traffic  checkbox applies encryption to RTSP/S format, HLS format, and requests that

start with a /media prefix.
& Encrypted video transfer requires intensive CPU processing, so overall Site performance can be sever
impacted, particularly on smaller or weaker hardware such as ARM devices.

@ IMPORTANTDUueto selfsigned certificates, explicit HTTP integrations, or other configuration settings, all
integrations configured to work with HTTP need to be tested, and may need to be updated for compatibility with
feature. For example, you will need to disablTTPS support in order to merge a secured Site with one that does «
supports HTTP. Similarly, some thiakrty products may not support RTSPS and may therefore cause integration
issues.

DW Spectrum includes many protections for Site communications over both secure (e.g. LAN/WAN/VPN) and
insecure (e.g. Internet) networks:

AuthorizedCertificateon the server
SecureConnectiongo CameragverHTTPS
SecureConnectiondbetweenclientandserver
VideoTrafficEncryption

ArchiveEncryption

Thebasicsecurityconfigurationcanbe doneat the Initial Site Configuratiorstage.ClickAdvancedSite settings
and choose&security Level

G 9 y OuidBoltdiffic to desktopandmobileO f A iSdfsdbied
Cameraredentialsare shownin the camerasettingsdialog
ServerPis shownin APIresponses
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G 9 y OwidBoltiffic to desktopandmobileO t A iSefiabléd
Cameraredentialsare not shownin camerasettings
ServeirlPis not shownin APIresponses

@ IMPORTANT: The security level cannot be changed after the initial configuration.

By default, the DW Spectrum Server is installed with a generated self-signed certificate with the lowest
security level. Connecting to the server with a web browser using HTTPS while using this certificate will
cause a warning message to appear stating that the connection to the site is not secure (see "Server
Certificate Validation™).

Even though a secure connection is used, the self-signed certificate is not recommended. Instead, it is
recommended to obtain a certificate from an authorized certificate provider and install it on the server
that is used for access from outside of the local network.

1. Obtainacertificatefrom any certificateprovider(for instance seethe list of top oneshere:
https://www.techradar.com/news/bestsstcertificateprovider).

2. Createafile cert.pemwith the Private KegndEntireTrust Chairfseethe instructionson the certificate
provider's web site).

3. Placethe cert.pemfile in the followingfolder:

Windows:C: \ Windows\ Site 32\ config \ Site profile \ AppData \ Local \ Digital
Watchdog \ Digital Watchdog Media Server \ ssi

Linux:/opt/digitalwatchdog/mediaserver/var/ssl
4. Restartthe server.
For servers within the local network, it is recommended to install the self-signed SSL certificate into the
Trusted Root Certificate Authorities Store (https://learn.microsoft.com/en-us/windows-
hardware/drivers/install/trusted-root-certification-authorities-certificate-store)

1. Rightclickon aserverandselectServerSettings

2. Findthe Certificatefield andclickonthe DW Spectrumhyperlink

3. Adialogdisplayinghe followinginformationaboutthe SSicertificatewill appear:
1 Certificatesigner(e.g.selfor trusted CA)

Fingerprints

Certificatedata

Expirationdate

= —a -

This option prevents the desktop client from connecting to untrusted servers and those lacking a valid
security certificate. This is set individually for each instance of the desktop client.

1. Openthe Main Menu > LocalSettings> Advancedab.
2. Clickonthe Servercertificate validation dropdownmenuandchooseone of the followingoptions:
9 Disabled; Anycertificateisallowed.Nowarningsare displayed.
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(1) IMPORTANTT hismayleadto privacyissues.

1 Recommended Confirmationwill be requestedto pin selfsignedcertificates.
9 Strictg Onlytrusted ¢ not selfsigned certificatesareallowed.
3. Applychanges.

& If a certificate is invalid, the "Server Certificate Error" event will be triggered.

This setting will ensure the server only connects to cameras using HTTPS, preventing management traffic
between the camera and Server from being intercepted and analyzed.

1. OpenMainMenu> SiteAdministration>Securitytab
2. Checkhe Useonly HTTP$o connectto camerascheckbox
3. Applychanges

@ IMPORTANT: Any cameras on the Site that do not support HTTPS will be dropped and appear offline.

Forcing secure connections ensures clients only connect to servers in the Site using HTTPS to prevent
management traffic (user accounts, device access credentials, Web Admin) from being intercepted.

This setting is enabled by default.

1. Openthe Main Menu > Site Administration > Securitytab
Checkhe Forceserversto acceptonly encryptedconnectionscheckbox
3. Applychanges

N

1. OpenSettings> Site Administration >General
2. Checkhe Allow only secureconnectionscheckbox
3. Applychanges

& This setting is turned on by default and will affect the following:
Genericeventsshouldbe reconfiguredn the externalSite
Allintegrationsconfiguredto work with HTTP need to be updated and tested.
APICallsg All externalSites that use API for integrations should becanfigured to use HTTPS and then
tested.

Once HTTPS is enabled, the browser may initially show a warning about a bad certificate or insecure
connection duringt he first attempt to |l og in to a serveréos
might be trying to steal your information..."). This is not the case. The warning is a safety feature due to the
self-signed certificate on the server. The connection will, in fact, be more secure.
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& Most browsers will generate a prompt or confirmation dialog to proceed using an HTTPS
connection. While the specific text will vary by browser version, a common sequence is to click on the
word Advanced , then click the Proceed to [xxx.x.x.X] (unsafe) link to log in. The local machine and
application define when this authorization must be repeated.

This setting prevents video streams from being intercepted and viewed by third parties. This option is
only available on Sites that are configured to use Secure Connections.

This setting prevents video streams (Live and Playback) from being intercepted and viewed by third parties.
This option is only available for sites that are configured to use Secure Connections.

1. Openthe Main Menu > Site Administration > Securitytab
Checkhe Encryptvideotraffic to desktopand mobile clientscheckbox
3. Applychanges

n

1. OpenSettings> SiteAdministration>General
2. Checkhe Encryptvideotraffic to desktopand mobile clientscheckbox
3. Applychanges

© IMPORTANT: Encrypting video traffic will significantly increase CPU usage on the server and should
not be used if a Site has servers installed on low power computers.

DW Spectrum stores recorded video without access controls, that can be viewed by anyone with access
to the files. Enabling archive encryption will prevent the recorded archive from being viewed outside of a
DW Spectrum Client instance.

1. Openthe Main Menu > Site Administration > Securitytab.

Togglehe Archiveencryption switch

3. Set a password to encrypt the Archive. The encryptiasswordwill be requiredto restore the Archive on
another Sitebut will not be requiredto enter the encryptionpasswordo viewthe video Archivewithin the
Site

N

@ IMPORTANT: This password cannot be reset. If it is lost, the Archive will be unrecoverable.

An email service must be configured for the Site to be able to send emails (see "Mail Notifications").

DW Spectrum provides a Cloud-based solution to send email notifications to users, or a private SMTP
service can be configured to deliver email notifications using an authorized email account and
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corresponding password.

& Review the terms and conditions published by the SMTP email service provider to ensure the
account is not rate limited or employ a rolling password that could delay or prevent email notifications
from being sent.

Openthe Main Menu > Site Administration > Emailtab.

SelectRoutevia Cloudin the drop-downmenu

EnterasignatureandsupportURLfor the notificationmessages

ClickApplyto commitchangesandkeepdialogopenor clickOKto save and:losethe dialog.

AN

Message delivery will immediately be enabled.

%

When using the Route via Cloud service, only Cloud Users added to the Site will receive emails.
Local Users and additional recipients (configured in the Event Rules menu) will not receive emails.

Route via DW Cloud

Route via SMTP server 01g emalis immeciate

Email Settings

https://digital-watchdog.com/contact-tech-support/

1. Openthe Main Menu > Site Administration > Emailtab.
2. Enterthe following:
1 Mail from ¢ Emailaddresgo usefor outgoingmail
Username; Emailor loginof the outgoingaccountonthe emailserver
Password; Passwordor the outgoingemailaccount
ServelAddress; Emailserveraddressor Gateway
SecurityProtocolg ChoosesecureconnectionusingTLSsecureconnectionusingSSLor aninsecure
connection
1 SiteSignatureg UserdefinedSitedescriptionthat will identify the Sitein outboundemails
1 SupportSignatureg Supportwebsitefor the DW Spectruminstallation
3. Clickthe Checlbutton to testthe emailserverconnection
4. Clickthe Apply button to savechangego the emailserverconfiguration

= 4 -4 A
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Not configured

Connection Settings
support@supportemail.com
support_emailer

smtp.supportemail.com

Insecure Vv

Email Settings
This is a system generated notification

https://digital-watchdog.com/contact-

In addition to the settings that are entered during initial configuration, administrators can view and edit
these other server parameters.

See the following topics for advanced information concerning DW Spectrum storage behavior:

9 Archive Distribution and Retention

9 Archive Indexing
9 Archive Reindex and Scan
9 Archive Backup

To configure server parameters, select the desired server in the resource panel, open its context menu,
and choose Server Settings .

Namec the servercanbe renamedhereor in the resourcepanel

IP Address; cannotbe changedIPaddresdisplayin the resourcepanelcanbe turned on or off usingthe
Show additional info in tre#tag)

Pingc initiatesa serverstatuscheck.If the serveris not respondingthis canhelp checkavailabilityof the
computer on which the server is hosted

Port¢ this valuecanonly be changedrom the Web Admin

Certificatec the serverutilizesthis SSicertificateto authenticateits identity
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AutodetectUSBand web camerasc if enabled, DW Spectrumautomaticallydiscoversuilt-in and
USBw~ebcams

Failoverg setupandturn failoveron or off (see"Configuring=ailover). At least2 serversarerequired
ServeWebPage¢ providesa convenientlink to the serverweb page

Storagelocationsg addand configuremain, externalandbackupstoragelocations(see"ConfiguringServer
and NAS Storag€onfiguring Backup and Redundant StoragdConfiguring Analytics Stordje
RelndexArchiveor RelndexBackupg restoresrecordedfootageif it hasbeenmoved(see"Relndexing
andFastScanning Archivés

& Displayed statistics will refresh periodically i a manual refresh button is also provided along
the right side of the header menu.

Toview detailedstoragestatistics(see"Analyzincgand PredictingStorageUsagé).

Storagebackupduplicateshe footagein Archiveandsavest to other availablelocations(see" Configuring
Backup and Redundant Stordye

Video from a camera is always written on the server to which the camera is connected. Cameras can be
moved between servers, but the recorded video stays where it was and never moves with the camera.
New video is written on the new server. Recorded video is called Archive.

If a server has multiple drives, the video Archive is divided between them to improve reliability and
balance the load on each drive. Nevertheless, even when different parts of the Archive are stored on
different drives or on different servers, video playback is seamless.

Other data is storage space occupied by data that isn't from the VMS. This storage space is never
recorded on. In addition, a certain amount of the total capacity is reserved space that will not be used for
recording. Numbers vary depending on the software version and server configuration; typically, 10-30 GB
is reserved for local storage, and 50-100 GB is reserved for external storage.

The remaining disk storage is considered available space i whether it is currently recorded on or is
currently free space. Archive is recorded according to available space.

If there is no free space on a given storage device, the Site will automatically delete outdated recordings
to free space for new Archive. By default, the oldest Archive is deleted first. However, there are two
special properties a given camera can be granted that affect Archive retention. One prevents Archive
from being deleted before a certain number of days has elapsed. The other requires that Archive be
deleted after a certain number of days has elapsed. These are the only cases in which the Site will
actively determine storage deletion.

Schematically, storage life cycle can be illustrated like this:
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Servers can have any number of storage devices. Recording to some can be disabled manually, or

automatically if they are too small or are the main OS partition. USB drives are disabled by default but

can be enabled manually (though for ARM devices they can be enabled by default).

Enabled drives can be one of two types i main or backup. Main storage is used to record Archive,

backup is used to store extra copies of some recordings. A drive can be assigned only one type at a time,
but because it is possible to change a drive's type, different types of recordings (main and backup) can

exist on one drive.

If there are multiple storage locations of the same type (main or backup) on a server, recorded Archive will be

split between them in proportion to their available space, as shown below:

2 ° 3 % 2 %3 %

2

2,

& When there are multiple storage locations of the same type on a server, recorded Archive is

distributed separately by type in proportion to the available space for each type.

Write bitrate (the amount of data that is processed per unit of time) will correlate with the amount of the

available space i in the illustration above disk 1 will have a higher bitrate than the others.

Remember that the distribution of recorded data is dependent on the amount of available space, not free
space. If two similar drives are installed, but part of drive #2 is occupied by some other data, recording

speed will be higher for drive #1 because the amount of available space for this drive is higher. Also,
because Archive recorded by the Site does not reduce the amount of available space, recording speed

doesndét depend on how much available space

S
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For example, two similar drives are installed, and both are already full. A third drive is added with the
same amount of available space as the first two but is completely empty. The distribution of recorded
data is dependent on the amount of available space, so new recordings will be distributed evenly
between all three drives. Even though there is plenty of free space on the third drive, outdated footage on
the first two drives will be deleted to free up space for new recordings i Archive must be split evenly
between all three drives because they have the same amount of available space.

2 3 ° PP @ 2 3 °

This is done to balance drive usage and to avoid a situation where all cameras are being written to one
drive, which might not have enough speed to record so much data.

It is possible to set up recording from multiple servers to the same drive. However, it is very important to
split the drive into different partitions and attach separate partitions to each server so that Archive written
by one server cannot be deleted by another.

By adding one partition to multiple servers, they both will treat free space on that drive as available and
will use it for recording. Data recorded by one server will be considered fi o t ¢h & by e other server,
and will reduce the amount of available space but will not be overwritten. However, if multiple servers use
the same folder and the Archive for any one of them is reindexed (see "Reindexing Archive") Archive
footage from the other servers can be deleted.

If different servers have different recording speeds, it will lead to a situation where storage is divided
unequally. After storage is filled with Archive, each server will manage only the space that is occupied by
its own data, as shown in the diagram below.

[

o o C— C—
o C— C— C—
L ] — ] G ]
| — Available space for server 1

Available space for server 2
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The Archive Index is a special Database that stores mapping information for video Archive. This
Database includes which cameras are Archived, for which times, and in which chunks exactly the
Archive is stored. Chunks are the building blocks of video storage, see "Find Archive on a storage
device".

The client application pulls storage chunks to the Timeline based on the information in the Archive Index
Database. By clicking on the Timeline to play a given recorded segment, the client sends the server a
request for that video. The server checks the Archive Index to determine where video for that moment is
stored 1 on which drive and in which exact chunks. The server reads that video and sends it to the client
to display.

I Client

== — Server

E _ Archive Index database

S Storage disk

= =

==

S @ @

There can be situations when information in the Archive Index does not reflect the actual video Archive.
For example, if Archive has been deleted or manually relocated, the information about that Archive will
still be in the Index Database, but the server will not be able to read it because it is no longer where the
Archive Index last found it.

—
e |
=
e ]
[——
~
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Similarly, sometimes there is no information in the Archive Index about Archive that does exist in storage.
This can happen if the Index Database file is corrupted or deleted, or when Archive video is added to a
storage location manually.

)

These problems can be fixed by Archive reindexing. During this process, the server will scan all
recordings on all drives and update the Archive Index Database with the current information. Archive
reindexing is initiated from the storage management dialog for each server, and can be performed for
main or backup storage locations (see "Relndexing and Fast-Scanning Archives").

(

Some disks on a server can be designated as Backup Storage. When designated, the selected disks
will store a copy of the Archives recorded to the main storage on the same server.

& Only Archives from main storage of a given server will be backed up. If there is Archive on
some other server to be backed up, backup storage should be configured for that server as well.

With backups enabled, the bandwidth restrictions can be configured in three ways: No Limit, Schedule, or
Fixed

(see "Configuring Backup and Redundant Storage" for details).

L ¢ Client

= G Server
g G Archivelndexdatabase

g ¢ Storagedisk

Backupst
B2 @@ |

Because large amounts of data are being copied during backup, bandwidth can be limited, or backups
can be performed only at specific times to minimize the negative impact of loading the network.

With the No Limit bandwidth option enabled, the existing Archive will be backed up. Afterward, live
streams will be continuously recorded in backup storage.
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Outdated Archive is deleted from backup drives in the same way as main ones, but independently of
the main storage. In other words, if the backup storage has higher capacity, the maximum Archive age

on it will also be greater.

2,

B @

The opposite is also true T if backup storage is smaller, Archive age will be lower.

&

B 2

To save storage space, a Site can be configured to only backup Archive from certain cameras or only
certain streams (see Configuring Backup and Redundant Storage for details). Camera recording is

backed up only if the camera is selected in backup settings and backup storage is configured on the

server to which that camera is connected.

Each server can use an unlimited number of local and network storage paths. If more than one storage

location is used, the media server will automatically balance space consumption across drives (see

"Background: Archive Distribution and Retention™). Each local hard disk partition is considered a storage

location. If enabled, network attached storage (NAS) and USB storage are also supported. Usage is

directly related to storage availability.

Displayed statistics will refresh periodically i a manual refresh button is also provided along the right

side of the header menu.

83



Each local hard disk partition is considered a possible, least preferred, storage location.

It is recommended to NOT use a primary drive for any archive, index, or analytical data storage i Use
an independent partition on a separate physical drive for best results.

1 Alocal drive with a single partition containing an operating environment can be used for recording.

E ]

10% of available space is preserved on each storage location.

1 Storage locations must be detected by the operating environment and be available to DW Spectrum
applications.

9 Storage device activity levels (read, write, scan, clear) are directly related to storage availability, as
less capacity generates more frequent reuse of a smaller space.

Cloud storage can only be used as a backup location.

When local storage is added to a server, and an extended patrtition is created with 5 times the storage
capacity than the primary storage, or if the total sum of available (non-primary) storage capacity is 5
times that of the primary storage, the primary partition will be disabled for recording and DW
Spectrum will record data to the extended partition(s).

9 If a primary partition is used, the "Local storage is used for analytic and motion data (Site)" event will
be triggered.

LocalStorageg harddrive in the serverPC Detectedautomaticallyby the DW Spectrum Servesnce
detected in the OS. Can be used for Archive and analytics data.

USBStorageg hardor portable drive connectedvia USB Detectedautomaticallyby the DW Spectrum
Serveronce detected in the OS. Can be used for Archive, but not analytics data.

ExternalStorage(Network) ¢ anystorageconnectedoverthe network (SambaCIFSNFS)Shouldbe
added manually (see below). Can be used for Archive, but not for analytics data.

See "Configuring Analytics Storage" for more information.

VideoArchive( the recorded audio-video streams provided by a device or camera.

IndexData ¢ Motion, Bookmarks andother proprietarymetadata residesn the same drive as the
corresponding archive.

Analytical Datac Bydefault,the largestlocal nonprimaryis usedfor analytial datastorage

(see 'Configuring Analytics Storafe

0 Exclusive; the server carread all folders, mse old data from all folders, and writaly to its own folder.
9 This is default setting for all local storage.

o Sharedc the server can read all folders, but can only write or erase old data within its own folder.
9 This setting cannot be applied to local storage.

o Isolatedc the server can only read, write, or erase datdts own folder.
1 This is the default option for all nelocal storage locations.

© IMPORTANT: When using a NAS device as additional storage, make sure the device is available and
accessible through the same subnetwork on which the computer server is installed.
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Local storage cannaise the Shared policy.

Cloud storage can only be configured with the Isolated policy.

The readwrite policy for reserved storagmakes the location available foonfiguration

A warning message and alert icon will be displayed whenlocal storage has conflicting readtite

policies applied by different servengthin a Site.

10-30 GBof free spaceis alwaysreservedon eachlocalstoragelocation.ForNASstorage this amount

may vary between 50 and 100 GB depending on storage capacity (recommended va3ag)is 1

If only one Sitepartition (wherethe OSsinstalled)is present,then DW Spectrumwill usethis

partition for recording.

When another disks added and an extended partition is created with 5 tintiesstoragecapacity than

the Sitestorage, or if the total sum of available (n&ite) storage capacity i timesthat of the Site

storage the Sitepartition will be disabledfor recordingand DW Spectrumwill recorddatato the

extended partition(s).

It isrecommendedo NOTusea Sitepartition for anyArchive, Indexor analyticsdatastorage Instead,

use an independent partition on a separate physical drive.

o IfaSitepartitionisused,the "Localstorageis usedfor analyticandmotion data(Site)" eventwill be
triggered.

& USB storage is not enabled by default. DW Spectrum will show a warning when a user is
attempting to record to a removable drive (USB).

1. Dooneof the following:
1 DesktopClient Openthe servercontextmenuandgoto ServerSettings> StorageManagement
tab.

1 WebAdmin/ CloudPortat OpenSettings>Serversandselecta server.

DW Spectrunwill display all knowrmand discovered resources available as
local storage
2. Use the dropdown menu to select the purpose and pglior each storage location.
3. Use the siich/toggle to enable or disable each storage location.
4. In the example shown belaw
I The computer has 3 partitions.
DiskCcurrently disatked andis not usedbecauset is a Sitethat hosts theserve@ operating system
Disk D is the main storage partition
SMBdiskW 6 | O dzLJ(i SstanfgareédasBadkiujQtorage
TheSitedisk drive wilbe usedf it is theonly storage location on a server or the total sum of
available storage space (excluding @igepartition) is less thanbthe Sitepartition size.

= =4 -4
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Storage Locations

Path Purpose

Mair

Backup v

Add External Storage... Reindex Archive Reindex Backup

There must always be at least one Main storage location. Once a main storage location is configured,
any other storage location you may have can be set as Main or Backup .

At least one drive must be defined as Backup for archive backup to be possible.

DW Spectrum will check all storage locations for validity and confirm the ability to write to each. If a
drive is not available or has insufficient space, a warning will be displayed.

Displayed statistics will refresh periodically and may have a small lag i a manual Refresh button
provided in the header menu.

Some cameras record directly to their own internal storage, DW Spectrum must periodically download
archive from the camera's internal storage to DW Spectrum servers. See "Remote Archive
Synchronization".

Recycling bins and similar concepts (Trashboxes, trash bins) must be disabled as a part of the
configuration step. DW Spectrum Server will start overwriting data when the "Reserved Space" limit is
reached. To do that, it sends standard SMB-delete requests to the NAS drive. NAS will put files in the
bin if the recycle bin is enabled. The DW Spectrum Server will not get the necessary space, sending
new delete commands instead. Eventually, it will end up with a full drive and the inability to record data
until the recycle bin is emptied.

External storage must use one of the supported storage protocols: CIFS, SMB, NFS, or iSCSI.

@ IMPORTANT: Make sure NAS is available and accessible through the network on which the server is
installed.

1.

Doone of the following:

1 DesktopClient:Openthe server'scontextmenuandopen ServerSettings> StorageManagement
tab.

1 WebAdmin/ CloudPortat OpenSettings> Serversandselecta server.

ClickAdd ExternalStorage

Choosehe desiredoption from the Protocolmenu,andenter the storagepath (URL, Login and
Passwordor the externalstoragedevice.

ClickOKto acceptthe entriesandaddthe newdeviceto the list of storagelocations.
Clickthe button at the endof the row to toggleit on or off.
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The storage structure on a partition is as follows:

<drive>/DWSpectrunMedia/$Resolution/$ID/$YYYY/$MM/$DD/$HH
where:

$Resolutiorg canbe hi_quality(highresolutionstreams)or low_quality(low resolutionstreams)
$ID¢ if reported, the MACaddressof the recordeddevice otherwisethe cameralD

$YYYX yearrecorded

$MM ¢ month recorded

$DD¢ dayrecorded

$HH¢ hourrecorded

Storage Backup duplicates the footage in the Archive and saves it to other available locations, Backup
locations can be local HDDs, SSDs, NAS, IPSAN, DAS, or even off-site Cloud-based locations such as
FTP sites.

1 TheDW Spectrum Enterprise Edition csglecta cloud storagesewvice forvideo clip backup.
Each server onlgerformsbackups from its own storage Archive

Every Server in a mulsierver Sitanustspecifya location for storage backup use this feature
Backupsanbe executedin reaktime or asscheduled.

Backupganbe configuredto copycapturedlow-resolutionstreams or all streams.

1 Backupganbe configuredfor specificcameras.

= =4 —a A

Once a backup has been executed, backup Archives can still be directly played and accessed via the
client. For example, a Site might have local storage for 7 days of footage and backup storage for 30 days.
If local storage is backed up once per week, video can still be played from all backed up video.

@ IMPORTANT: To configure either backup or redundant storage, at least one main and one backup
storage location must be defined as described in "Configuring Server and NAS Storage".

& The analytics Database cannot be stored in a backup storage location.

Verify the storage location has been added to the server. Backup settings cannot be changed if a backup
storage location is not defined or is not currently attached. A small alert displays under the Backup
Archive section of Server Settings > Storage Management if there is no backup storage drive or if no
cameras have been selected.

1. Rightclickonaserverin the resourcepanelandchooseServerSettings
2. Selecthe Backuptab within the ServerSettingsdialog
3. Selecthe camerador backup by togglinghe switchon the right sideToggle theNew addeddevicesoption
to automatically begin backing up a device once it has been added itie
4. Usethe What to backupmenuto selectwhat aspectof the camera'sArchiveshouldbe backedup:
" AllArchive
Motion
Objects
Bookmarks
Motion and Objects
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Motion and Bookmarks
Objectsand Bookmarks
Motion, Bookmarksand Objects

5. Usethe Quality menuto selectwhichstreamsto backup:
All streams
Lowres

6. UseBandwidthLimitto setthe bandwidthlimit for backups:

" NoLimitg Footageiswritten to both mainandbackuplocation(s)immediatelyand simultaneously

with no bandwidth restriction.
Schedule Backup is performed only during the selected days and hours. Fill in the cells of the
scheduleusingthe following options: Unlimited, No backup andLimitedto (limit to a certainspeed
in megabits per seconglMbit/s ¢ but too tight a bandwidth constraint cazause the entire backup
to fail). The footage will be backed up since the last time backup was completed. If network
bandwidthis insufficientthe backupmaynot be fullycompletedwithin the specifiedime frame.In
this case, the date and timd the footage that was backed up will be clearly indicatectkive
backup complete until)..

Fixedg Thebandwidthislockedat a specifiedspeedacrossall daysandtimes.

& If SkipCurrentQueuseis clicked the backupprocesawill ignoreexistingfootageandonly backup
recordings after that point.

After the backup is finished, an internal Archive integrity check occurs so that if an Archive file is changed
or removed, users who are actively viewing that Archive will be notified. See "Archive Integrity Check
Failure".

With this structure, each Server will back up footage to all other servers in the Site. This will reduce the overall
amount of stored footage but provides healthy redundancy.

& Each Server backs up the archive for selected cameras, but if a camera is moved to a different
server, backup will include only the portion archived before the camera was moved.

1. Make sure each Server is available and accessible through the network.

On each server, create a shared foldasérvel shared on a separate HDD to prevent Site malfunction.
Make\\ servei sharedaccessible through the network with the WRITE permission.

Go toServer Settingand add all shared folders as NAS devices.

Set toBackupfor each one added.

Repeat the above steps on all servers.

Configure backup parameters as described above.dést that servers perform their backup at different times,
otherwise recording speed may be too low. When many servers use the same drive for recording it can lea
I/O errors or insufficient write speed.

No g bk~ wbd

By default, DW Spectrum utilizes the largest available local storage for storing analytical data. However,
there may be instances where using a different drive is preferred.

& Network storage cannot be used for storing analytic data.

Particularly in Sites with a high volume of events, it is better to use a faster drive specifically for this
purpose. For example, SSD or NVMe drives offer significantly faster read/write speeds compared to
common HDDs, enabling them to effectively handle the incoming analytic events.
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DW Spectrum can predict the storage usage based on the current data recorded. See "Analyzing and
Predicting Storage Usage" for details.

1. Openthe ServerSettingsmenu,andclickthe StorageManagementtab.
2. Hoverthe mousecursoroverthe availabledrivesandselectUseto storeanalyticsand motion data.
3. Ifanydatahasbeenrecordedto the previousdrive,chooseto Deleteor Keepthe current analyticsdata.

The errori St o tssug: Analytics storage DB error. Insufficient permissions onthe mountp oi nt o
typically occurs on Ubuntu servers when trying to store analytics data on a drive that the DW Spectrum
Server cannot properly access due to having inadequate permissions. The server is likely missing the
following permissions to the storage drive:

Readthe capabilityto viewthe contentsof the file)
Executgthe capabilityto run afile or viewthe contentsof a directory)
Fix the storage issue by enabling the option forceAnalyticsDbStoragePermissons in the DW Spectrum

Web Admin interface. This option grants the DW Spectrum Server the necessary read and execute
permissions for that storage drive.

By default, the option is enabled, but it may not be enabled if the server has been upgraded from a
previous version. To enable it manually:

1. Openthe DWSpectrumWeb Adminadvancedbage(i.e.,http://<server
ip>:<serveiport>/#/settings/advanced).

2. Loginto the administratoraccountto gainaccess.
3. Checkhe boxfor forceAnalyticsDbStoragePermissans
4. Clickthe Savebutton at the bottom of the page.

& If the server still does not have the appropriate permissions after enabling
forceAnalyticsDbStoragePermissions, the error i St o issug: Analytics storage DB error.
|l nsufficient permissions on the mount pointo wil/l

The DW Spectrum Server creates a Database that stores an Index mapping the relationship between
Archive filenames and the physical location of the Archive files on the storage drive.

When an Archive is damaged, administrators will receive a notification when attempting to view that
Archive, stating the storage path where the problem was detected.

& Archives can be saved to one or more backup storage locations to protect against the
possibility of complete loss or removal.

The reindex procedure restores the relationship between the Database and Archive files, and can take
up to several hours depending on the size of the Archive. The Site can still be used during this process
and will continue recording while the Archive is being reindexed as long as the storage drive has enough
capacity to do both simultaneously (performance may be affected).

Acamerais deleted
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A storagedeviceismoved,renamed,or deleted
AnArchivefile isremoved,renamed,hasanincorrecttimestamp,or is otherwisecorrupted.

1. Dooneof the following:
DesktopClient:Rightclickon a serverin the resourcepanel,chooseServerSettingsandgoto the

WebAdmin/ CloudPortat OpenSettings> Serversandselecta server.
2. ClickrRelndexArchiveto restorethe Indexfor all mainstoragelocations.ClickRelndexBackupto restorethe
Index for all backup storage locations.

3. A message will open with the warningdrd disk load will increase significantlyDepending on the size of
the Archivereindexingcantake upto severahours.TheSitewill continuerecordingwhile the Archiveis
beingreindexed, but performance may be affected.

4. ClickOKto continue.Whenthe window closesreindexingwill startin the backgroundA progresshar will
indicate status, and a message will appear wreindexingis either complete or has been canceled.

'j Relndexinganbe canceledat any point,whichwill triggerthe "RelndexindgirchiveCanceleti
event. However, an incompletely Indexed Archive may be partially or entirely inacceksgfdrongly
recommended that the Archiveeindexprocess be completed

5. Whenreindexingiscomplete,a"Relndexind\rchiveCompleté eventistriggered.

To protect against the possibility of complete loss or removal, Archives can be saved to one or more
backup storage locations. See "Configuring Backup and Redundant Storage".

A fast Archive scan checks that the Database is intact and matches the Archive. This process usually
only takes a few seconds and occurs automatically when the server is initially started or restarted at any
point afterward, an Archive file closed improperly, or the Index files cannot be read. During a fast Archive
scan, recording will be paused and resumed after the process is complete.

There are a few situations where a fast Archive scan may take much longer than anticipated, such as
when there is an extremely large Archive, the server Database was moved while the server was offline,
or an Archive from another server was transferred over to this server prior to its initial launch.

Due to differing stream bitrates, different cameras may require different amounts of storage space to
save data for the same time interval. DW Spectrum uses special algorithms to balance storage needs
so that cameras with high storage needs do not prevent Archive from other cameras from being
recorded. DW Spectrum storage analytics are available in the desktop client to help users estimate and
predict storage usage.

& For any given camera, administrators have the option of setting a minimum or maximum
number of days that data is Archived (see "Configuring Minimum and Maximum Archive Storage").

Some common ways storage analysis can be used:

Identify camera(s}hat streamat extremelyhighbitrates.

Estimatethe amountof time aservercanstore datafrom a givendevicein daysandhours.
Assesshe storagespacethat eachcameraconsumes.

Predictthe amountof time a servercanstorerecordingsf additionalstorageis added.
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Open Server Settings from the server context menu and open the Storage Analytics tab. The Current
Statistics tab shows the total number of cameras, total space used for Archive and total streaming rate at
the bottom of the list, and there is a link to open the server web page on the lower left corner of the page.

Camera = Calendar Days Current Bitrate

10 32GB 5days 1 hour 4.98 Mbps
@9 146.23 GB 5 days 1 hour 3.41 Mbps
©s 146.73 GB 5 days 1 hour 3.96 Mbps
©7 273.62 GB 5 days 1 hour 5.03 Mbps

Lo 273.51 GB 5 days 1 hour 5.11 Mbps
©s 271.86GB 5 days 1 hour 5.08 Mbps
©a 273.72GB S days 1 hour 5.06 Mbps
©a 274.16 GB 5 days 1 hour 5.11 Mbps
©2 273.83GB 5 days 1 hour 4.99 Mbps
T 272.73GB 5 days 1 hour 5.10 Mbps

0.00 GB 1.41 Mbps

&) Total - 10 cameras 2.337B 49.24 Mbps

Each of the columns can be sorted in ascending or descending order:

Camerag Cameraname

Space; the amountof storagecurrently consumedoy recordingsrom a givencamera
CalendaDaysc the amountof time recordeddatais availablefor this camera
CurrentBitrate ¢ the currentbitrate at whichthe camerais streaming

1. Clickonthe Forecasffor FullStorageUsagetab in ServerSettings> StorageAnalytics Thetotal numberof
cameras and total space required for Archive is shown at the bottom of the list.
Each of the columns can be sorted in ascending or descending order:
Camera; cameraname
Space; the amountof storagethat will be required
CalendaDaysg the amountof time that canbe recordedon the availablemainstorage
2. Inthe Baseforecaston datarecordedduring field, setthe window of historythat will be usedo calculate
future storage needs from the options:

Last5 minutes.

Last60 minutes.

Last24 hours.
Longesiperiodavailable.

3. Use theAdditional Storagefield or sliderto select aramount ofstoragethat would be addedjn terabytes
(TB).
The amount of space and Archive duration will update as values in the two settings change.
& Forecast data is only available for cameras with recording enabled.

& Displayed statistics will periodically refresh T a manual refresh button is provided along the right
side of the header menu.
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DW Spectrum provides a real time Server Health Monitor display that can be added to layouts, opened in
separate tabs or a new window.

Access to Site health monitors is granted to all Built-In Groups. The built-in group Site Health Monitor is
configured to only allow viewing of Site health monitors and notifications. Custom Groups can be granted
access to Site health monitors by using the Permission Resource control or adding the Site Health
Monitor Group as a member of the custom group.

Clickanddragthe serverfrom the Resourcd’anelinto a new or existinglayout.
Openthe servercontextmenuandchooseMonitor, Monitor in New Tal or Monitor in New Window to
open the monitor.
Multiple serverscanbe selectedat onceby usingCtrl + Clickto selectbeforeopeningaspreviously
described.

IM-SP6-Server001.(172.16.54.22) (up.14 minutes) ON= ?i) ), 4

The following traces are displayed by default and can be toggled off and on by clicking the checkbox in
the legend at the bottom of the display:

CPUoad

RAMmemoryusage

Harddiskpartition usage(for example,C:andD:)

Networkinterfacesusage
The following details can be toggled to always be displayed by clicking the (i) icon in the upper right
corner of the graph or by opening the graph context menu and selecting Show on Item > Info :

Servemameandcurrentup-time
Percentagef individualcomponentusagedisplayedon the right side
Legendsindchartcolorkey

1. Connecto the server

2. SelectMonitoring from the headermenu

3. Choosdo viewthe Graphor Log

& Review the "Health Monitoring" topic for additional options to monitor the performance of
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Site components.

DW Spectrum provides a simple and convenient way to control servers remotely through the server's
web interface.

To access a server's web interface from a browser, see "Opening DW Spectrum Web Admin".

& In merged Sites, a server web page may be inaccessible if it is located on a different network.
See Adding a Web Page as an Item for information on accessing these web pages via proxy.

1. Rightclickon aserverandchooseServerSettingsfrom the contextmenu.
2. Clickonthe ServerWeb Pagelink onthe bottom left of the dialog.
3. TheServerWebPagecanalsobe chosendirectly from the server'scontextmenu.

Seeall connectedserversanddevices
Viewlive andrecordedvideo

& See "Searching and Filtering in DW Spectrum" for information about searching and filtering
connected servers and devices.

RenameSite

MergeSites

Connecto DW Cloud

Allowonly secureconnections

Encryptvideotraffic

Limitsessiorduration

Disableaudit trail

Disableautomaticdevicediscovery

PreventindDW Spectrumfrom ChangindeviceSettings

Activatelicenses
Viewlicenseinformation

Selecimageaspecitratio
Selectimagerotation
Enableaudio
Editauthenticationcredentials
Configuremotion detection
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Deleteor RemovédJsers
Modify Userinformation (nameand Email)
ChangdJserpassword

Changeport

RestartServer

Restorefactory defaults
Detachfrom the Site
ChooseMain or Backupstorage
Addexternalstorage
Relndexmainstorage
Relndexackupstorage

ViewHealthMonitoringinformationanddownloada report

DownloadDW Spectrum
APldocumentation
DownloadSDK

DW Spectrum offers different authentication methods for the different aspects of DW Spectrum. HTTP
bearer session authentication is the default option due to its improved security over HTTP digest
authentication. Digest authentication is deprecated in DW Spectrum but still usable if enabled on a user-
by-user basis.

3.
4.
5.

@

OpenMain Menu > UserManagementanddo one of the following.
a. ClickAdd Userto add a new user with Digest Authentication
b. Clickonanexistinguserto edit their Digest Authenticatiogettings.
Click thethree verticaldotson the bottom left of the dialogand selectAllow insecure(digest)
authentication
Within the user properties dialog, tick the boxAdlow (insecure) digest authentication
A notification will show when Digest Authentication is enabled for a user.
Apply the changes.

Awarningwill appearin the securitytab (Main Menu > Site Administration) statingthat digest

authentication is not secure and the number of users with access to it.

2

The Username must blewercasewvhenusingDigest Authenticgon.
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DW Spectrum allows many servers to work together, in one or more Sites, for complete scalability.

Servers are identified and merged according to a localSystemld value that is assigned to a Server during
initial configuration in the Setup Wizard. If "Setup New Site" is selected in the Setup Wizard, a new
localSystemld is generated. If "Add to Existing Site" is selected, the localSystemld is taken from the remote
Site.

If servers are in different subnets, it is necessary to specify the other server's IP to allow them to merge in
separate networks (behind NAT or over the Internet).

When servers are merged, they constantly synchronize all settings so it doesn't matter which Server the client
is connected to. If video from a remote Server is requested, the client tries to connect directly to it and if it
fails, the current Server will act as a proxy between the client and the Server with the video data.

Licenses are combined as well; if 4 licenses were activated on Server A and 10 licenses were activated on
Server B, the Site will have 14 licenses total after the servers are merged.

Based on lab testing results, the maximum recommended scale for a single Site is approximately 10 servers
and 1,000 users. However, this will vary significantly depending on specific environmental factors and the
equipment in use.

It is recommended to contact the Presales Team for assistance with large-scale deployments and
performance optimizations.

The following topics this section describes how to manage multi-Server environments to maintain maximum
Site reliability and performance:

MovingOneServerto aDifferent Site

MergingSites

Detachinga Server

Configuringrailover

ConfigurindRoutingin a Multi-ServerEnvironment
ConfiguringlimeSynchronizatioiin a Multi-ServerEnvironment

Each Server has a unique identifier, the "systemid," that allows servers to group together. If a server
discovers another server, with the same Site name, in a local network, they will be merged automatically.

If Site names are different, the Sites will be added to the Resource Panel under = Other Sites.

If servers are in different subnets, it is necessary to specify the other server's IP to allow them to merge in
separate networks (behind NAT or over the Internet).

When servers are merged, they constantly synchronize all data so it doesn't matter which server the client is
connected to. If a video is requested from a remote server, the one the client is connected to will be proxying
the video traffic.

Licenses are shared as well: if 4 licenses were activated on Server A and 10 licenses were activated on
Server B, the Site will have 14 licenses total after the servers are merged.

Services are set at the Organization level and can be activated on any (Site) device within the Organization.

& DW Spectrum creates a database backup automatically before merging Sites. See "Backing up
and Restoring the Site Database".

Use this action to join a single server with a different Site in the same local network.

1. Expand~ OtherSitesinthe resourcepanelandlocatethe destinationSitewherethe serverwill be moved

to.
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2. Expandhe desiredSiteandlocatethe serverthat will be movedto the connectedSite
3. Openthe contextmenuof the serverto be movedandchooseMergeto CurrentlyConnectedSite
4. Enterthe adminpasswordof the destinationSite

@ NOTE: This method is not an option for joining several servers in a different Site to the current Site.
Also, this method won't work if the server that should be connected is outside the local network. For these

cases use "Merging Sites".

Section 13.27 Merging Sites

Two Sites of the same type i Site A contains several servers, and they are all to be joined to Site Bi or a
local Site and a Cloud Site T remote servers joining a current Site T can be merged. Sites that have one
or more servers with the same server ID in common cannot be merged. This happens when DW
Spectrum Site files are copied over to another server without removing the unique identifiers from the
original Site. @ IMPORTANT: Servers from a local Site can be merged to a Cloud Site, but not vice
versa.

Cloud-connected Sites can be merged as long as the same user has the Owner role on both Sites. A
merge of Cloud Sites can only be initiated from the Cloud Portal while logged into the Cloud
administrator (Owner) account.

See the diagram below for a visual representation of available options when trying to merge two Sites.
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Local Source Local 45}'5tcm
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To Merge Local Sites:
Desktop Client

1. LaunchDW Spectrunclientandconnectto anyserverin SiteA.

2. Rightclickonthe Sitenamein the resourcepanelandchooseMerge Sites from the contextmenu.

3. Inthe MergeSites dialog,enter the URLof the serverto be merged(any servein SiteBor aremote
server) in theServer URIield. Sites in the local network can be found in the drdpwn menu. For a
remote server, typéttp://<ip>:<port> , Where:
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<ip> ¢ IPaddresf the server(the clientshouldbe ableto connectto this server)
<port> ¢ network port of the server(default7001)
4. Enterthe Passwordor SiteB (or the remote server)andclickCheck
5. Selecthe Sitethat the otherswill mergeinto:
SiteA ¢ SiteBwill be mergedwith Site A
SiteB ¢ SiteAwill be mergedwith SiteB
6. ClickMergewith <SiteName>

7. Openawebbrowserandenter the IPaddressand port usinghttp://<ip>:<port> , where:

<ip> ¢ IPaddresof the server(the clientshouldbe ableto connectto this server)
<port> ¢ network port of the server(default7001)
1. Loginwith alocaladminusernameandpassword.
Clickthe Sitetab andclickMerge Sites.
3. Choose Sitefrom the drop-downlist (or enter the target SiteQ iaformation andclick Find Site)
then clickNext

N

Other SiteURL(<server_ip>:server_port>)

Other SiteOwnerlogin/password
4. Fillinthe currentpasswordfor this Site) field.
5. SelecwhichSiteQ @ameandadministratorpasswordwill be kept.
6. ClickMergeSites.

@ IMPORTANT: DW Spectrum creates a Site Database backup automatically before merging Sites.
See "Backing up and Restoring the Site Database".

OpenDWCloud.

Clickonthe Siteto startthe mergewith. ThatSiteQ dagewill open.
ClickMergewith Another Site

Chooséhe Siteto be mergedfrom the drop-downmenu.
Selectwhich Sitenameandsettingswill be keptandclickNext
Enterthe CloudaccountpasswordandclickMerge Sites.

ook whRE

See "Merge Local Sites".

You can create a backup of the database of Site settings, User rights and settings, and device configurations,
which can be restored in case of failure. If a User creates the backup in the Client, the file is saved as a *.db
file. DW Spectrum creates a database backup automatically every 7 days, whenever the product version is
updated, and when Sites are merged (see "Merging Sites"). If the backup is created automatically, the file is
saved as a *.backup file. More details about backups can be found on the Support Portal.

The Site database does not include archives, Server data, or local settings.

The default database backup location:
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C:\ Windows\ System32 \ config \ systemprofile \ AppData \ Local \ Digital
Watchdog \ Digital Watchdog Media Server \ backup

/opt/digitalwatchdog/mediaserver/var

& It is best to backup and restore the database on the same computer.

Go toMain Menu > Site Administration>Advanced.

In the Backup and Restorsection, cliciCreate Backup

In the dialog that opens, choose a file location and enter a file name for the backup.
ClickSave

N

Go toMain Menu > Site Administration>General.

In the Backup and Restomection, clickRestore from Backup

In the dialog that opens, find the desired database backup file (*.db), then(iek
ClickOKin the confirmation dialog to restore the database.

Servers will restart automatically when the Site is restored from backup.

P wnNPRE

& It may be necessary to restart DW Spectrum clients after restoring a database.

In some instances, it may be necessary to delete a server from the Site.

A server can only be deleted when it is offline. To delete a server, locate it in the resource panel, right -
click to open the context menu and select Delete.

@ IMPORTANT: All devices that are hosted on a deleted server will be deleted as well. Recorded data
willr emain in the serverés storage.

A server will automatically discover all devices and start operating once it is back online, and Archives
from previously attached cameras will remain available. However, storage settings and device
configurations are not saved and will have to be re-entered.

Detaching a Server can be useful if it is necessary to isolate a Server from the current Site. This operation is
rarely performed.

& If licenses have previously been activated on the server being detached, they will be
disabled with the error "Server not found.”

1. Loginto the WebAdmininterfaceof the serverthat shouldbe detachedfrom the current Site

2. Openthe Settingstab andclickDetachfrom the Site

3. Enterthe serverpasswordandconfirmthe action.

© IMPORTANTAIIDWCloud Usesincludingthe CloudSiteOwnerwill be deletedwhenaserveris unlinked
from the CloudSite Only the local Owner andlocal Uses will remain.
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1. Loginto the WebAdmininterfaceof the serverto be detached.
2. Goto the Settingstab andclickResetto Defaults.
3. Aconfirmationdialogboxwill appearanda serverpasswordnaybe required.

Automatic failover allows a server to automatically discover and attach devices from a failed server in the
same Site. When a server experiences a power, network, or storage failure, devices are transferred to
the first available failover-enabled server, and the client is automatically reconnected.

& A 30-day grace period is granted to the failover-enabled server to allow the cameras to
continue recording seamlessly (see Expired and Invalid License Keys).

Failover requires that at least two servers be enabled. However, to adequately protect a Site, all servers
should be failover-enabled. This is to protect any given server and because failover success depends on
the device capacity of the individual servers.

For example, in a Site with three servers:

ServelA hasa maximumcapacityof 256 camerasandis activelyrecordingl60cameras
ServeB hasamaximumcapacityof 256 camerasandis activelyrecordingl28cameras
ServerChasamaximumcapacityof 256 Camerasndis activelyrecordingl76cameras.

Therefore, Server A has a failover capacity of 96 devices (256 -160), Server B has a failover capacity of
128 devices (256-128), and Server C has a failover capacity of 80 devices (256-176).

If any one of these servers were to fail, both the other servers would be required to capture all the
disconnected devices. For example, a failure of Server A would require space for 160 devices. Server B
has failover capacity for 128 devices and Server C has failover capacity for 80 devices, so neither alone
would be sufficient. Similarly, A (96) plus C (80) are needed for the 128 cameras on B if it were to falil,
and A + B are needed for the 176 devices on C.

Failover takes approximately 1 minute to complete in the instance of a network or power failure. Archive
playback from the failed server will not function until the server holding the Archive becomes available.

The Failover Priority setting is a Site-wide option and is synced across all servers in the Site.

1. Rightclickonthe desiredserverin the resourcepanelandchooseServelSettings

2. Inthe Generatab of the ServeiSettingsdialog,enableFailover

3. Enterthe maximumnumberof cameraghat canbe attachedo the server (256naximumon Intel/AMD
CPUs, 12 maximum on ARM CPUSs).

4. Set theServerLocationID. By defaultthis value i for all serverswith failoverenabled.Serverdhat share
the same location ID can failover to one anotbet notto serverswith differentlocation IDs. Thisnsures

that failover occurs between appropriate servers (for example, set servers near one another to the same

location ID and servers that are further away to a different location ID).

5. ClickApplyor OK
6. Repeatstepsl ¢ 5to enableadditionalfailoverservers.

iFai IPo v eaan spegify the most important streams that will be transferred first, followed by those
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with lower priority.

By default, all cameras in a Site are set to "Medium" failover priority. To turn off the failover feature for a given
camera, set it to "Never".

1. Inthe Generaltab of the ServerSettingsdialog,clickthe FailoverPriority button.

2. Expanceachserverto list the attachedcamerasThedefaultsettingis medium.

3. Clickthe desiredcameraandclickone of the buttons¢ Never, Low, Medium, or High¢ at the bottom to set
the desired priority.

4. Repeatsteps2 ¢ 3 for all cameraghat shouldbe givenafailoverpriority.

ClickOKto applychangesn the failoverpriority dialog.

6. ClickOKor Applyin the serversettingdialog.

o

The automatic routing mechanism built into DW Spectrum enables users to seamlessly work with large
sites as a single cluster.

DW Spectrum starts by trying to discover all available server IP addresses, including public ones.
However, discovery is not always possible in some network environments; there may be custom network
configurations that require custom routing settings. Some servers may have multiple IP addresses i such
as a server with a public IP address connected via a 100 Mb NIC, and a 1 Gb local network connection i
that may necessitate restricting traffic flow. If it is not necessary to provide public access to this server, it
may be useful to restrict traffic flow through the public IP.

To add, enable, or disable routing, open Main Menu > Site Administration and click the Routing
Management

tab.

The left panel displays a list of all connected servers. Click on a server in this list to show all available
interfaces on the right side of the dialog.

Toaddanaddressmanually clickthe Add button andenter a URLusingthe format http://<ip>:<port>:
<ip> ¢ the desiredIPaddressor DNShameof server.
<port> ¢ networkport serverislisteningon (default7001).

Toallow/denytraffic viaa specificnetworkinterface,clickthe togglebutton for that connection.

In large Sites, different components may reside in different locations or even in different time zones. Time
settings are important for the following Site components:

Servers
DesktopClients
Cameras

Some Archive may become unavailable if the time difference between servers is greater than 10
seconds. DW Spectrum can be set to take the current time either from the Internet or from a given
server to which all other servers will synchronize.

1. OpenMain Menu > Site Administration.
2. Clickthe TimeSynchronizatiortab. Thecurrent Sitetime is displayedat the top.
I Tosynchronizesitetime with the Internet, enablethe Synctime with the Internet selector.Time cannot
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be synchronized if there is no Internet connection or if the time server is offline.

1 To synchronize witlocaltime on agivenserver,disable theSynctime with the Internet toggleand
click on the name of the desired server.

1 To alloweachserverto useits own localtime, choosethe Do not synctime among serversption
(not recommended).

3. Confirmchanges.

It is important to configure the time in the desktop client if it and the servers are in different time zones.

The desktop client can display its local time or server time when browsing the Archive, event logs, Audit
Trail of User Actions, etc.

To specify:
1. OpenMain Menu > LocalSettings>Lookand Feel

2. InTimeMode, chooseServelimeor ClientTime.
3. Confirmchanges.

& This should be done on each desktop client independently.

For Sites where time is not synchronized, offsets are displayed for both server time and VMS (global
Site) time.

The time offset is relative to the server the cursor is hovered over.

For Sites where time is synchronized with a local server, offsets are shown for server OS time only,
relative to the server OS time on the selected server.

Additionally, the time can be synchronized with attached cameras. See "Time Synchronization between
Servers and Cameras".

Sync Time with the Intemet

Not synchronized, Each server use

Server Server OS Time VMS Time
M-SP6-Server(( UTC-07:0C 2:36:23 PM 2:36:22 PM
M-SP6-Server003 UTC-07:00 8/20/2024 2:36:22 PM

DWC-XSTDOSMF UTC-07:00 8/20/202 2:36:22 PM

@ Do not sync time among servers

The following types of devices are supported in DW Spectrum:

Cameras
Encoders
DVRs
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1/0O modules
NVRs
VirtualCameras

The devices are listed in the Resource Panel and can be accessed, configured and

grouped there.
The following settings are required for a device to be able to record:

Settinga Recordindschedule
RecordindVode
Authentication

This section describes the following functions related to devices:

ViewingFullDevicel.ist

AddingDevices
Diagnosindffline Devices

UsingJoysticks

Movinga Deviceto aNewServer
Deletinga Device

SettingUp CameragandDevices

Q IMPORTANT: Most device parameters can only be configured by power users or administrators (see

"Users and Groups").

The Devices List (or fiCameras Listoif only cameras are present in the Site) enables viewing and

management of all devices registered in the DW Spectrum Site.

Openthe Site Administration dialogandselectCameraList(Ctrl + M).

Recording = Firmware IP/Name MAC address

DOSMF D tchdc

Recordingg currentrecordlngstate
Res$. See Recording Mode"

Namec Devicename

Vendorg Devicemanufacturer/makerWheninteractingwith a 3rd party devicevia ONVIRprotocol,

ONVIMevicdsdisplayed.

Model ¢ Model of the device
Firmwarec Thecurrentfirmware version
IP/Namec DevicelPaddress

only, Motion + Lo

MACAddress; DeviceMACaddresslf the MACaddresscannotbe determined,a uniqueidentifier is
shown (i.e.urn_uuid_207f19b2 - d5a6 - 407f - 8fec - 6265a311058b)

ID ¢ 1to 999999digitsfor LogicalD (see"ExpertDeviceSettings).
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Serverg Servermostingthe device

The following controls are available:

Sort data ¢ Datain eachof the columnscanbe sortedin ascendingr descendingrder by clickingon the
header.

Filter data ¢ Textenteredin the SearcHield appliesto all datain the list. Resultgefreshascharacters
are entered. To disable filtering, clear the field.

Select datag To selectultiple rowsuseCtrl +Clickor Shift+ Click UseCtrl + Ato select alldevices.

The following tools are available from tlamera Listontext menu:

Open¢ ChooseDpen Openin NewTah or Openin NewWindow.

Delete¢ Disconnectshe selecteddevice(s)or the serverhost.

CheclCameralssues; Openghe "EventLod' for the selecteddevice.

CameraRulesg Opensthe "EventRuled ist' for the selecteddevice

CameraSettingsc Opensthe camerasettingsdialogfor the chosendevice.lf multiple camerasre
selected before clicking this setting, the dialog that opens will be feature restricted.
SelectAll ¢ Selectsll the cameradn the list

ExportSelectiorto File¢ Opensthe Exportdialog Enterafile name andselectaformat (HTMLor CSV
text file).

CopySelectiorto Clipboardg Copieghe columndatafor eachselectedcamerato clipboard,from
which it can be pasted into a text editor or spreadsheet application.

& A camera can be renamed by opening the camera settings dialog for a single device and editing the
title.

Devices can be placed in Groups to organize how they are displayedResberce Pangthis is very useful for Sites with
many devices.

1 Are only used for the visual display and organization of resources within the Desktop Client.

1 Cannot be used for device settings or permission management.

1 Can be nested-&vels deep with the same Group name used at each level.

1 Cannot have a blank name; the Group hame must be at least one character and leading spaces will be remove
1 Do not support a single device being within multiple device groups.

1 Only Site Administrators and Power Users can create and modify device groups.

1. Right Click on a device or group in the Resource Panel to open the context menu, or use the hotkey (CTRL+G)
while a device or Group is selected.
2. Rename the Group or press Enter to accept the Site generated name.

Use drag-and-drop to move the device to the desired group.
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Use dragand-drop to move the device underneath the Server.

Right Click on a group to open the context menu and sé&etdteor use theDELhotkey.
NOTE Devices are moved up one group level when their current group is deleted.

This section provides information on how to add various devices (cameras, encoders, I/0 modules) to
the DW Spectrum resource list.

Choose one of the following methods:

9 Automatic Device Discovery

9 Adding Devices Manually

9 Adding Streams as Cameras

9 Adding a Webcam or Pi Camera

9 Replacing a Camera

9 Deleting a Device

See also:

9 Setting Up a Virtual Camera
9 Setting Up an I/O Module
9 Setting Up an Analog Camera

9 Device Groups

As soon as a server is started and connected to a Site, it automatically performs device discovery in its
network for devices that are accessible via broadcast. Once a device is discovered, it is displayed in the
Resource Panel.

By default, this feature is turned on but can be disabled during the Initial Site Configuration or later (see
below).

If a device does not transmit media data, it is considered offline, and all devices it is hosting are
automatically switched to the offline status.

Some devices require that a password be created or entered upon the first attempted access. They will
be displayed in the resource panel, but an error message will be displayed when attempting to view
streams from those devices.

If a device was deleted and reconnected, it will be re-discovered. See "Deleting a Device" for details.

& Once a device is discovered, DW Spectrum adjusts the manufacturer's preset image
quality settings and streaming configuration for optimal performance in the DW Spectrum Site. See
"Preventing DW Spectrum from Changing Manufacturer Settings" to disable these changes.

If auto-discovery is turned on, once a device is discovered it cannot be deleted unless physically
disconnected from the network. If deleted, it will be discovered and added back automatically.

To avoid that and add only desired devices, auto-discovery can be turned off.
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n

1.
2.
3.

Openthe Main Menu > Site Administration > Generaltab.
UncheckEnabledevicesand serversauto discoveryin the SiteSettingssection.
Whenfinished,pressOKto applyor Canceto discardchanges.

OpenSettings> Site Administration >General
Uncheckhe Enableauto discoveryof camerasand serverscheckbox.
Applychanges.

@ IMPORTANT: Once auto-discovery is disabled, new devices and servers will no longer be auto-
discovered. They will have to be added manually.

If a device is not accessible via broadcast i if it is in a different network or can only be accessed via the
Internet 7 it will not be discovered automatically. In this case DW Spectrum provides the option to add
devices manually by scanning a range of IP addresses, or specifying a single IP address, hostname, or
generic RTSP/HTTP/UDP link (see "Adding Multicast, RTSP or HTTP Streams as Cameras").

Openthe Add Devicedialogby doingone of the following:
0 OpenMain Menu andselectAdd>Device
0 Rightclickonthe desiredserverin the resourcepanelto openits contextmenu.
Selectthe desiredserverin the Tofield.
If required,specifyauthenticationparametersn the Loginand Passwordields.Oncea deviceis added,click
the Edit Credentialdutton in Camera Settings > Genettal change this password.

0 Somedevicesmaybe discoveredwithout specifyingcredentials but it isoften necessaryo specify
at least the default login and password.

0 Otherdevicesmaynot require credentialsfor discoverybut will requirecredentialswvhenthey are
accessed for the first time. In this case, they will be displayed in the resource panel, but request
credentials to view streams from these devices.

If needed,specifya Port. Thedefault Auto settingisrecommendedMost devicesare discoverecdn port 80.
Choosenne of the following:

0 Selecthe KnownAddresstab (to addasingledevice):

i.  Entereitherthe IP addresiostnameof the deviceoran RTSPHTTPor UDP linKor the
device in theAddressfield.

i. Hoverthe mouseoverthe @ iconnearthe addressield to seesomesyntaxexamples.

£ IM-SP6-Server001 (172.16.54.. v

¥ Default

0 Selecthe SubnetScantab (to addseveraldevicesat once):
i.  Enterthe desiredStartIPandEndIPvalues(Bydefault,addresse$-255of the samesubnet
are suggested so that the entire network will be scanned.)

ii.  ClickScanto initiate the search.Thiscantake sometime, especiallywhenanIPrangeis
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being scanned.

iii. Ifanydevicesarelocated,they will be displayedshowingthe brand,modelandIPaddresslf
a device is already registered it will appear in the lishdded Previously added devices,
that were later removed, may be 1&dded.

1 Selecthe desireddevicesandclickon Addall devices Thetotal numberof devicesbeingaddedwill be
displayed in a banner at the top of the window.

Occasionally, a camera may not be automatically discovered or will not work properly in DW Spectrum
because it is not fully compatible with ONVIF. These devices can instead be added using their RTSP,
HTTP, or UDP multicast stream address. Once added, that camera can be viewed and recorded in DW
Spectrum, including audio output over RTSP for devices that record audio.

Two streams can be added to an RTSP/HTTP camera, enabling dual streaming and adaptive scaling
(see "Dual Stream Processing"). Dual-stream cameras from RTSP, HTTP, or UDP streams allow for the
integration of third-party legacy IP cameras, DVRs, and NVRs with full DW Spectrum adaptive scaling
capabilities for reduced CPU and network usage.

© IMPORTANT: The exact RTSP/HTTP/UDP URL of the stream must be used. This information can
be found in the camera manual, on the camera web page, or by contacting the manufacturer.

Follow the steps described in "Adding Devices Manually" for a single device to add the desired stream
value in the Address field. Once added, the camera will be displayed in the resource panel as a
"GENERIC_stream type_stream name". Then click Edit Streams in Camera Settings > General to add
or edit either stream value. Not all RTSP devices are compatible with the quality and FPS selection
capability in the client.

Edit S&
W Streams Addresses - DW Spectrum Client

Image Primary Strea 81.136.174:7001/4d98112b-f408-60e6-488b-8299d21d%aeb?stream=0 [Jj copy

(
J) Copy

Auther

Edit Credentials

'3 If the lowest resolution is greater than 1024x768, software motion detection will not be available.

Non-IP cameras, such as USB webcams, are supported on Windows and Ubuntu Linux operating
systems with dual-streaming and audio support when the Autodetect USB and web cameras option is
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enabled (see "Configuring Server Settings").

These cameras will be automatically detected and added as a DW Spectrum resource available for live
and recorded viewing.

When the DW Spectrum Site is installed on a Raspberry Pi machine with a Raspberry Pi camera
module, the Site will function as a server with a smart IP camera, capable of operating as a stand-alone
Site for demonstrations or as part of a larger Site.

& Audio is not supported for the Raspberry Pi camera.

The camera replacement feature is used to replace an existing camera with another one while allowing
the new camera to continue using the original Archive. This can be useful for situations where the old
camera is broken, an upgrade is needed, or camera models from different parts of a building need to be
switched.

i Camera replacement is only supported for single-sensor cameras and can only be replaced by
another single-sensor camera on the same server.

1 This action can only be initiated by users with the Administrator and Power Users.

9 Camera replacement cannot be undoga repaired camera should never be reinstalled on it's previous server

9 Available options and a summary of the data transfer plan will be presented for acceptance before the trans
started.

1 The following data and settings can be transferred:

Archive.

/' YSNI Qa Yyl YSao

Access rights.

Analytics.

Event rules.

PTZ settings.

General settings

Recording settings.

Advanced settings.

O O 0O O O 0o o o o

1 The following data and settings cannot be transferred:
0 Motion Detection settings.
o TwoWay audio.
1 TheCamera Replacemefeature doesnot supportthe followingdevicetypes:

Multi-sensorcameras

Virtualcameras

Speakers

NVRs

Unauthorizeccameras

I/O modules

Offlinecameraghat appearedafter an ArchiveReindex and Scan was performed
Cameras that wereeplaced beforeéhe most recent software update

O O O OO0 O o o

1. Makesurethe camerato be replacedis disconnectedand appearsoffline in the Site
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Rightclickthe desiredoffline camerain the Resourcd’anel.
Selectthe ReplaceCameraoption.

Selecia camerato replacethe currentone.

Applychanges.

ks wnDn

Before the transfer starts, the following dialog will be displayed:

Advanced settings

Analytics
/ Recording settings
* PTZ settings
Event Rules

General settings

- Camera's name
/ Access rights

/ Camera Hotspots

Not all data and settings can be transferred to the new camera as the new camera may have technical
limitations. Motion detection and 2-way audio settings will not be transferred.

The following data and settings can be transferred:
/I YS hNIM& &
Accessights
Analytics
Eventrules
PTZsettings
Generakettings
Recordingsettings
Advancedsettings

& If the original camera is reconnected, the option to undo the replacement will be enabled.

1. Expand the servdrosting the desired device Resource Panel

2. Find and select the device.

3. Rightclickfor the context menu and choodeelete (or the Delbutton on a keyboard).
4. ClickDeleteto confirm.

If a camera is disconnected or deleted, its archived footage becomes unavailable. However, it can be restored (see
"Viewing Archive from Deleted Camefps
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& If a device is online it will be auttiscovered again unless it was added manually. To avoid auto discovery
either unplug the device ddisable automatic device discovery

If the device is back online, it will start working immediately and its recorded archive will be available. However, a U
will need to reconfigure th®eviceas its settings have been erased.

DW Spectrum can perform basic diagnostics to determine why a camera is offline. If the problem cannot be
fixed without outside tech support, run a diagnostic test prior to contacting support, and provide them with the
results.

A camera that is offline will have an offline icon (E'.;) in the resource panel and will display NO SIGNAL in
layout. Diagnostics can be invoked by pressing the Diagnostics button on the item:

ER@BEO O X

Once diagnosis is complete, the analysis and recommended actions will be displayed:

Confirming server availability

Confirming camera is accessible.

Diagnostics complete

Cancel

Follow the instructions to resolve the issue. If unsuccessful, contact support (see "Contacting Support").

© IMPORTANTMakesureto clickCopyto Clipboardand pastethe datainto the messageorior to sendingit to
support.

A joystick is a peripheral device that provides programmable hotkeys and accurate analog control over
the pan, tilt, and zoom functions of compatible PTZ cameras in DW Spectrum.

This functionality is officially supported on Microsoft Windows only . Using a joystick with a different
operating Site may work but issues might occur.
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The following joysticks are officially supported:
1 Axis T8311
1 Hanwha Techwin SPC-2000

Other USB joysticks are also supported, but may provide limited functionality.

1. Closethe desktopclient.

2. Plugthe joystickinto the computer.Windowswill automaticallydetectthe deviceandinstallthe necessary
drivers.

3. Openthe desktopclient.

4. OpenaPTZameraandclickonthe PTZcon.

5. Usethe joystickto pan,tilt, andzoomthe camera.

Stickmovementc controlsPTZ
Stickrotation ¢ controlszoomin/out

& When controlling a PTZ IP camera via analog joystick controls, expect latency from
physical movement of the joystick to the resulting PTZ action of the camera. PTZ actions are only
applied to items that are selected on the scene in the desktop client.

Supportedoystickscanaccessadditionalconfigurationsettingsin the desktopclient by openingMain Menu >
Joystick Settingsin which there are two tab®8asic ActiongndWith Maodifier.

Adjust PTZ sensitivity and configure joystick buttons in this tab. To adjust the sensitivity of PTZ controls,
move the slider to the left to reduce sensitivity and move the slider to the right to increase sensitivity.

& If the joystick has only two axes, zoom sensitivity control is not shown.

Each joystick button has a drop-down menu associated with it where it can be assigned one of the
following actions:

FocudNear

Focudar

Autofocus

Goto PTZosition(requiresselectingthe hotkey/PT2osition)
OpenLayout(requiresselectinga specifidayout)

Setto Fullscreen

NextCameraon Layout

PreviousCamereaon Layout

Modifier (requiresadditionalconfigurationin the With Modifier tab)

& All changes must be saved by clicking Apply or OK before exiting the settings dialog.
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£ Joystick Settings

SPC-2000 joystick

Go to PTZ Position Hotkey 9

Go to PTZ Position Hotkey 2 v
Go to PTZ Position Hotkey 3 v
Go to PTZ Position Hotkey 4 v
Open Layout 2 First floor
Go to PTZ Position Hotkey 5 v
Go to PTZ Position Hotkey 6 v
Go to PTZ Position Hotkey 7 v
Go to PTZ Position Hotkey 8
Focus Far

« Modifier

= No Action -

5 Reset to Default "— : Cancel

The With Modifier tab is disabled unless at least one of the joystick buttons is set as a modifier in the
Basic Actions tab. Select a secondary action for each joystick button in this tab. The secondary action
will activate while the modifier button is held down.

For example, button 1 can be configured to open a layout any time button 11 is held down. Button 1 will
still go to a PTZ position when button 11 is not held down.

& All changes must be saved by clicking Apply or OK before exiting the settings dialog.

The resource panel can be used to move a device from one server to another. When a device is moved
from one server to another, all predefined parameters are retained and Archive will be combined
seamlessly.

However, the device must be on the same local network as both servers to remain online, in which case
recording will restart automatically and the live stream can be viewed. If the servers are not attached to
the same network, moving a device will take it offline. In this case, the option to Move it anyway, Skip
(may be a specific camera if more than one is selected), or Cancel the operation will appear.

@

An offline cameraz() still uses a license, even though the device is not recording.
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Moving a device is helpful when too many devices are used on the network and an additional server is
needed for load balancing and redundancy purposes, as it allows for load-balancing to be performed
manually.

1. Selecthe desireddevice(s)n the resourcepanel.
2. Draganddropthe selecteddevicesoverthe nameof the desiredserver.

& Devices can also be automatically moved in the event of a server failure (see "Configuring
Failover" for details).

To delete a device:

1. Expandhe serverhostingthe desireddevicein the Resourc®anel
2. Rightclickthe deviceto openthe contextmenuandchooseDelete(or pressthe Delkey).
3. ClickDeleteto confirm.

If a camera is disconnected or deleted, its Archived footage becomes unavailable. However, it can be restored
(see "Viewing Archive from Deleted Cameras").

& If a device is online, it will be auto-discovered again unless it was added manually. To avoid
auto discovery, either unplug the device or Disable automatic device discovery.

If the device comes back online, it will start working immediately and its recorded Archive will be
available. However, a user will need to reconfigure the device as its settings have been erased.

Cameras and devices have internal settings specified by the manufacturer and Site settings that DW
Spectrum applies outside of the device. For instance, camera resolution is set within the camera while
camera hotspots are defined within the desktop client. Device settings and options available in the Site
will vary depending on device model, firmware installed, and compliance with industry standards.

Users must be a member of a group having Edit Device permissions or have been granted permission
to Edit a Device to perform the tasks outlined in this topic (see "Users and Groups").

& It is possible to configure image controls, audio, recording schedule, authentication
credentials,et c . for sever al d e v Applgiey Parameters to MuttiglecDe\vscésy .

Obtaining Basic Device Information
Device Authentication

Renaming a Device

Setting Camera Orientation
Setting Camera Aspect Ratio
Hot Spot and Camera Linking
Events Log

Event Rules List
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Image Enhancement

Pan, Tilt, and Zoom Controls

Dewarping Controls

Saving and Restoring PTZ Positions
Setting Up PTZ Tours

Configuring Audio on a Device

Setting Up a Virtual Camera
Setting Up an I/O Module
Setting Up an Analog Camera

Setting Up Motion Detectian

Setting a Recording Schedule

Recording Modes

Configuring Minimum and Maximum Archive Storage

The Camera Settings > General tab displays the unique camera ID and RTSP URLSs for primary and
secondary streams for each camera. Editable fields for streams, image quality, and related parameters
as also available for ONVIF-compliant cameras.

Cameranamec thisfield is editable

Vendor

Model

Firmware

IPaddresg; clickthe Pingbutton to test deviceaccessibility.

WebPageq this link launcheghe deviceweb pagein a browserto view andedit all device parameters.
Depending on the device, the device web page can also be launched and edited from within the DW
Spectrum client (seeConfiguring Device Advanced Settings Using DW Spégtrum

MACaddress

CamerdD¢ a UUIDthat the Siteassigngo eachcamera(ex.f93369ebe53027b7-78ba16978chd3061).
Virtual cameras also receive a unique camera ID.

PrimarystreamURL
SecondargtreamURL

All devices come with a predefined login and password combination. During the discovery process, DW
Spectrum attempts to use the manufacturerds defaul
streams. However, default login and passwords can vary between models or product lines, or may have
already been changed.

If DW Spectrum cannot access a device using the default authentication, the device is shown as

Unauthorized (Uﬁ) in the resource panel and the following message will appear when a user attempts
to view a live stream: "UNAUTHORIZED Please check authentication information."
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Some devices require that a non-default password be created if they are discovered using default
credentials. In this case, the device is displayed within the resource panel, but an "unauthorized"
message will be displayed when trying to view streams from such devices.

1. OpenCameraSettings> General

Clickon the EditCredentialsbutton.

3. EnterLoginandPasswordn the Authenticationsectionandclick Applyor OK Todiscardchangesglick
Cancel

N

When a device is discovered automatically, it is displayed in the resource panel as either "model" or
"manufacturer + model". As a result, all cameras with the same manufacturer and model will have the
same name i only the IP address will differ. Display of the IP address is optional (see "Show additional
info in tree™).

A device can be renamed for easier identification.

In the resource panel right-click on the device and use the context menu option Rename (F2), or from
Camera Settings > General click on the pencil icon in the camera name field to make it editable.

DW Spectrum can compensate for devices that are mounted upside down or rotated by 90, 180, or 270
degrees. Rotation correction requires the transcoding of video exported from a camera.

& Users must have the proper permissions to edit device settings granted directly or by group
membership (see "Users and Groups").

1. OpenCameraSettingsandclickthe Generaltab.
2. Inthe ImageControlsection,selectthe desiredrotation adjustmentfrom the Defaultrotation options:0
degrees90 degreesl80 degrees270 degrees

3. Applychanges.

1. OpenSettings>Camerasandselecta camera.

Openthe Rotationdropdownmenu.

3. Selecthe desiredrotation adjustmentfrom the defaultoptions:0 degrees90degrees180degrees270
degrees

N

4. Applychanges.

Occasionally, cameras will report an incorrect aspect ratio. If DW Spectrum cannot make an automatic it
can be done manually.

& This correction will require transcoding of videos that are exported from the camera.
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1. OpenCameraSettingsandclickthe Generaltab.

Inthe ImageControlsection,clickon the AspectRatiodropdownmenu.

3. Selecthe desiredaspectratio from the availableoptions:16:9, 1:1, or 4:3. SelectAuto for DW Spectrum
to determine the aspect ratio.

n

4. Applychanges.

1. OpenSettings> Camerasandselecta camera.

Clickonthe AspectRatiodropdownmenu.

3. Selecthe desiredaspectratio from the availableoptions:16:9, 1:1, or 4:3. SelectAuto for DW Spectrum
to determine the aspect ratio.

n

4. Applychanges.

& If the aspect ratio is set to Auto in the Camera Settings dialog, the aspect ratio of the
secondary stream will be modified to match the aspect ratio of the primary stream.

To simplify the configuration process, the same parameters can be applied to multiple devices at once.
Not all settings and devices can be changed this way.

1. Selecthe desireddevicesrom the resourcepanelor layout.
2. Openthe device contexinenuandgo toDeviceSettings Thefollowingsettingscanbe configuredvhen
multiple devices are selected:

Authenticationcredentials

AspectRatio

Defaultrotation

Audio(enabledor not)

LicenséActivation(Recordingn or off)

Recordingschedule

AllExperttab settingsexceptLogicalD (see"ExpertDeviceSetting$)
3.Enterthe desiredparameters.
4.Applychanges.

Hotspots are clickable icons placed over a video stream that allows users to quickly navigate to another
device or shared layout. This feature is useful for tracking an object of interest as it travels between the view
of multiple cameras or to quickly view a location from different perspectives.

9 Hotspot are moveable, freely positioned icons that reside on a video stream overlay.
9 Hotspot icons can includen optional directional pointer and color tint.
9 Only Administrators and Power Users can create, edit, or delete Hotspots.

9 While there is no limit to number of Hotspots created for a camera, only so many will Hotspot icons fit over a-
stream.
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9 All users who can view the device or camera can toggle the Hotspot layetUsees 'and Groups

1 Hotspots respond to mouse hover, mouse click, and will present a context menu on mousdicight

9 Hotspots are disabled by default and must be enabled for each device or camera in the SigefSeg Up
Cameras and Devic8s

1 Hotspots are only available in the Desktop Client and do not exist in other DW Spectrum clients or services.

9 Each instance of a camera or video stream can be independently be configured to have the Hotspot layer act
and displayed, or disabled and hidden.

1 Hotspots remain in a fixed-X position over the display and are not affectedrogge Controler Pan, Tilt, and
Zoom movements

0 Use a PTZ preset to record tb@mera position that is aligned with precisely placed Hotspots.

© IMPORTANT: Using PTZ controls to change the position of a camera can affect the accuracy of the
hotspot as hotspots do not track camera movements.

1. OpenCamera Settingby doing one of the following:
1 Navigate toMain Menu > Site Administration > Camera L#std either double click a camera, or right click
on a camera in theamera lisf and selecCamera Settings...
1 Rightclick on a camera name in the resource panel or rigick on a camera stream placed in a layout to
open the context menu, then sele€amera Settings...
2. Select to theHotspotstab in theCamera Settingdialog.
3. Set the switch foHotspotsto the on (visible and active) position.

Disabled Enabled

Hotspots Hotspots a

4. Click theAdd button and the next sequential Hotspot number is added to the center of the Camera display.
5. Drag the Hotspot to any available, nomerlapping location on the Camera display.
6. Select a Hotspot to configure from the list:
1 Select a target for the from the list of resources presented.
9 Choose a color tint for the Hotspot
1 If the Pointedicon feature is enabled, set the direction of the target.
7. Select a Hotspot from the list to configure it, and then a
a. Repeat this step to reconfigure any Hotspot labesdlect Camera
8. Applychanges to remain in the Hotspot dialog or clikto apply settings and exit th€amera Settingdialog.

& All created hotspots that are not linked to a camera will be removed when the Hotspot
dialog is closed.
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Hotspots

Camera Pointed

1 Un 4
2 D ™ [1] Delete

Cancel

1 If not displayed, activate the Hotspot layer uskgyboard Shortcut'H") or by Clicking the Hotspot icon in the
display title bar.

9 Hovering the mouse pointer over a camera Hotspot will present a preview of the target.

1 Hovering the mouse pointer over a Layout icon will display the title of the shared Layout. Layout Hotspots do nc
provide a preview or thumbnail.

1 Clicking on a camera Hotspot will highlight the target camera on the active layout, or add the target camera to tl
active layout if it is not already present.

1 Right Clicking will open a contextual menu based on where it is opened:
0 The context menu for a camera hotspot includes the option to open the camera, open the camera in a new ta

the active client), or open the camera in place (replace current grid item with the target camera).

0 The context menu for a shared layout hotspot offers to open the target layout in a new tab.

1. Opencamerasettingsby doingone of the following:
1 Main Menu > Site Administration>Cameralistanddoubleclickacamera.
I OpenCameraSettings...usingthe contextmenuon the viewinggrid or acameraname inthe
resource panel.
2. Changedo the hotspotstab in the CameraSettingsdialog.
3. ClickDeleteto removethe associatedotspot.

o IMPORTANTDeletedhotspotscannotbe restored.
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Item windows display basic device information and icons for powerful built-in functions. The information
and icons shown depend on whether the item is showing live or recorded video.

The upper left corner displays the camera name for live streams, or the file name for recorded video.

DW Cerritos Demo'/ DWG-PDS10Wi28A @ o B9 6 X
p Ao {~ : X N
Y A P TR ; Oy 8
; ':'-‘g P R

.

\ 2592x1944
0,00fps
0.00Mbps (P)
H264
Hi-Res

The upper right corner contains the following buttons:

Motion SmartSearch Pan Tilt, andZoomControlsif
supported by the device

Screenshot Hotspot

Createa ZoomWindow Rotate

DewarpingControls Information

ObjectSearch Close
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The bottom right corner indicates LIVE for live streams, or displays the date and running time for Archive,
and an icon for the current Recording Mode.

] ConstantRecordinggreencircle)

Motion Recordingredcircle)

@
P LowResolutioralwaysandHighResolutiorfor motion (red circlewith greendiagonalstripe)
O Not Recordinggraycircle)

If enabled and supported by the device, there may also be:

2-WayAudiobutton

u CustomSoftTriggers

Click on the information icon L2 or right-click on any selected item to open the context menu, and choose
Show On Item > Info (Alt + I) to display the following item information:

1280720
27.14fps

3.46Mbps
H264
Hi-Res

Resolutiorof the streamin pixels

Frameger second(FPSdf the stream

Bitrate of the stream irmegabitsper second(Mbps).The letterafter the bitrate value ishe video traffic
delivery method indicatog Direct Connect, NAT traversal (N) and Proxy (P)
Codeqe.g.,H.265,H.264,0r MIPEG)f "HardwareDecaoding (Intel QuickSyncNvidiaNVDECs enabled,
the stream will display the (HW) indicator to the right of the stream codec.

Streamin use¢ HirResor Lo-Res

OFFLINEee"Diagnosingffline Device’)

NODATA; Norecordingwasperformed;no datais available
Loadingg Awaitingdatafrom server

Unauthorized; Incorrect/missingoginor password
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Image enhancement applies a set of adjustments to improve overall image quality. Select an image and
open the image enhancement dialog using the context menu or hotkey (Alt + J).

Use the default adjustment parameters that DW Spectrum calculates using a standard gamma
correction algorithm or set the parameters manually. In most cases, the default settings are adequate.

1. Rightclickon the desiredimageandselectimageEnhancementAlt +J) in the contextmenu.

[ Enable image enhancement

Gamma 1.00

Restore Defaults

2. Inthe ImageEnhancementialogthat opens,clickthe Enableimageenhancementcheckboxo turn on
image enhancement. This will show any changes as they are made.

& This setting is persistent and will be applied to all images where manual adjustment is enabled.

3. Setthe following parameters:

1 Gammeag the lower the value the lightethe image willbe. CheckAuto to allow the gammavalueto change
to an optimal level as the other settings change.

1 BlackievelandWhite level¢ note the changein the graphunderthe sliders.It isbestto coverasmuchof the
graphpossible. If too much of the graph is clipped on the left or right sides, important graphic information
will be lost.

4. ClickRestoreDefaultsat anypointto restorethe defaultenhancemensettings.
5. ClickOKto savechangesr Cancelo discardthem.

& The current state of image enhancement is always applied to screenshots, and optionally to
exported video (it can be turned off in the export settings).

120



Some specialty lenses known as fisheye lenses capture a very large viewing area but also create a

highly distorted image. DW Spectrum provides a powerful dewarping algorithm that can be applied to

flatten a fish-eye image, making it much easier to view.

Dewarping requires some initial configuration. Once configured a viewer can click on the dewarping icon
when the camera is in a layout to toggle dewarp mode.

Configuring camera dewarp can only performed by users with the proper permissions to edit device
settings (see mode "Permissions Management").

1. Keepthe cameraopenin layoutto viewhow its imagechangesasthe dewarpsettingsare adjusted.
2. Selecthe desiredcameraandopenthe CameraSettingsdialogfrom the contextmenu.
3. Inthe Dewarpingtab, clickonthe Dewarpingtoggleto enablethe distortion correctionparameters.
* Dewarpingg selectdewarpingtype: Fisheyeor 360°Equirectangularf 360°Equirectangularthe
only parameters are Uand b for horizon correction.
Mount ¢ indicatethe mountingpositionof the camerato applythe properdewarpingalgorithmfor
the camera's orientationCeiling Wall, or Floor/Table.A wall mount setting allows for only a 180
degree panoramic view while ceiling and floor/table allow for a 360 degree panoramic view.
Angleg if the camerais not mountedin anexactverticalor horizontalposition,the mountingangle
can be adjusted byB80.0 to +30.0 degrees to fix the distortion.
LengProjectiong improvefisheyedewarpingprecisionby selectingthe most suitablelensprojection
type:
y  Equidistant
Yy Stereographic
y Equisolid

Dewarping @ Fisheye

Auto Calibration

Ceiling

Equidistant
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& The equidistant dewarping setting can also be used to dewarp compatible 360°
panoramic images and videos.

4. If necessarypositionthe orangecalibrationcircleoverthe camera'dield of viewasaccuratelyaspossible.
Click and drag to move the circle and use the mouse wheel to resize it.
5. ClickAuto Calibrationto applythe dewarpingalgorithm.
6. If needed the distortion settingscanbe manuallyadjusted:
Sizeg usethe slider,or mousewheel,to changethe sizeof the orangecircle.
X Offsetq usethe sliderto changethe positionof the circlehorizontally.
Y Offsetc usethe sliderto changethe positionof the circlevertically.
Ellipticityq usethe sliderto adjustthe shapeof the lens.
7. ClickApply or OKwhenfinished.TodiscardchangesclickCancel

& Using PTZ controls on a de-warped image does not cause the camera to move or change
PTZ position, only the calculated view is changed.

Once dewarp is configured and enabled, the dewarping . icon will appear on the camera image and
PTZ-style controls can be used to move around the dewarped image without changing the camera
position (see "Keyboard Shortcuts"). Dewarping mode is disabled while motion search is active, the
dewarping state remembered and reinstated when motion search is no longer active.

1 Zoomwindowscreatedfrom adewarpedimageare dewarpedautomatically.

1 Thecurrentdewarpingstateisappliedto screenshotsandit is possibleto applydewarpingto a
screenshot after it is captured: open théle Settinggialog from the context menu and select
Dewarping

1 Theoptionto applydewarpingto exportedvideocanbe turned on or off in the ExportVideodialogusing

1 Dewarpinga camerawill setits resolutionto High

1. Clickthe dewarping iconto toggledewarpingmodeon andoff:

¥ S // J

2. Click theChangeDewarping Modebutton in layout toshowthe imageasa 90, 180, or 360 deree
panoramic view, as indicated by the button.
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3. PTzstylecontrolscanbe usedto moveaboutthe dewarpedimagewithout changinghe cameraposition
(see 'Pan, Tilt, and Zoom Contrdjs

& Using PTZ controls on a de-warped image does not cause the camera to move or change
PTZ position, only the calculated view is changed.

1. Rightclickonthe imageor videofile to openthe contextmenuandselectCameraSettings
Clickon the Dewarpingtoggleto enable(sliderturns green)the distortion correctionparameters.
3. Configuredewarpingasdescribedabove.

N

& 360 degree panoramic mode is not available to cameras that are configured as wall mounted.
360° panorama content must use equidistant projection.

DW Spectrum will present a PTZ guide the first time PTZ controls are activated on a Site, unless the
alternate Ul for PTZ has been enabled. Once viewed, the PTZ guide will only be shown after navigating
to Main Menu > Local Settings > Advanced and clicking on the "Reset All Warnings " button.

To the extent supported by a particular ONVIF camera, PTZ controls (Pan, Tilt, and Zoom) are available
when the camera is in live mode. PTZ controls are also available on Archived footage for fisheye
cameras that have dewarping enabled (see "Dewarping Controls").

Cameraghat supportONVIFAbsoluteMove havethe followingfeatures:

Savincand RestorindP T ZAPositions
SettingUp PTZTours
RelativePTZ

When PTZ requirements are met and enabled, the PTZ icon 2 will display on the corresponding camera
item. See Adjusting PTZ Speed and Selecting PTZ Presets for more configuration options.

Native PTZ camera presetshose provided ircamerac for a specific camera can be used by checkiag
cameranative presetsin CameraSettings> Expert Toignoremanufacturersettingsin favor of DW Spectrum
settings, checklseSitepresetsinstead.

Depending on the camera model, one of the following modes is available upon clicking the PTZ icon

Simple (Zoom only) i Use the mouse wheel or +/- keys to zoom.
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Regular (Zoom and Point) i In addition to the zoom functionality from Simple mode, press the arrow
keys or drag over any part of the video to point (pan/tilt) the camera.

DWC-XPZAO3Mi W (R © 3 7 ‘3 %

pA S

Qa

Advanced PTZoom Pointandadditional featureg ¢ In addition to the zoom and point functionality from
Regulamode, Extendednoderequirescustomproductintegrationand ONVIFAbsoluteMove supportfrom the
camera. Extended mode allows the following additional controls:

Shift+ Clickanywherein the field of viewto re-centerat that position.
Shift+ Clickand draganddraw a zoomrectanglethat canbe positioneduntil the mousebutton isreleased.
Shift+ Doubleclickto zoomout all the way.
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Alternate PTZ Controls

Enable the alternative Ul for PTZ controls by selecting the checkbox next to "Show aim overlay for PTZ
cameras".

ENOTE: The PTZ guide will not be shown if the alternate Ul for PTZ is enabled.
Depending on the camera model, one of the following modes is available when clicking on the PTZ icon E]

Simple (Zoom only) i As shown in the image below, only the + and - buttons are available to zoom in and out.

DWC-XPZAO3Mi i+ @ © B O O X

Qa

Regular (Zoom and Point) i Use the + and - buttons to zoom in and out. Use the center circle as shown
below to click and drag the center of the image to the desired position.
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DWC-XPZAO3Mi

Extended (Zoom, Point and additional features)i Requires custom product integration and ONVIF
Absolute Move support from the camera. Allows zooming, repositioning, and the following additional controls:

s oS

DWC-XPZAO3Mi Y ke B © X

Clickanywherein the field of viewto re-centerat that position.
Clickand draganddraw a zoomrectanglethat canbe positioneduntil the mousebutton isreleased.
Doubleclickto zoomout all the way.

Once a PTZ position is set, press E] again to hide PTZ
controls.

Section 14.261 Saving and Restoring PTZ Positions

It is possible to establish predefined PTZ positions that can be restored in just a few clicks or with a
keyboard shortcut.
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Once defined, a preset PTZ position can serve as the home position for a device, or several presets can
be sequenced to create a PTZ tour (see "Setting Up PTZ Tours"). There is also an "Execute PTZ Preset"
action for event rules.

Clickonthe PTZcon’ " in layoutandgoto the desiredposition.

Fromthe cameraitem in layout,openthe contextmenuandselectPTZ> SaveCurrentPosition
Enteranameor acceptthe defaultname.

Optionally,selecta hot keyfor the position(0-9).

N\

1. Fromthe camerain the layout,openthe contextmenuandselectPTZ>Manage TheManagePTZlialog
can be moved so the camera is clearly visible in the layout.

2. TheNameandHotkeyfieldsin the ManagePT4ist are editable.

v/ Save Current Position -+ Create Tour

# Name Hotkey Home Details

Positions

3. Clickthe Homecheckboxo selectthe positionthe camerawill return to whenthe PTZpositionis not
changed for 2 minutes. (Click tio To Positiorbutton to preview a preset position.)

4. Anewpresetcanbe addedby clickingonthe PTZconl in layoutandclickingSaveCurrentPositionin the
ManagePTZialog.

5. ClickApplyor OKwhenfinished.TodiscardchangesglickCancel

Open the camera context menu and choose PTZ > <position name> or press the related hotkey (0-9).
The active position will be indicated in the PTZ context menu.

1. Openthe cameracontextmenuandselectPTZ> Manage
2. SelectadesiredpresetandclickDelete

& If a preset position is included in a PTZ tour, deleting it will make the tour invalid. The tour
will remain in the list in the Manage PTZ dialog but will not be available from the PTZ context menu.

3. ClickApplyor OKwhenfinished.TodiscardchangesclickCancel

A PTZ tour is a sequence of saved PTZ positions, useful for observing a broad field of coverage with a
single camera. The following requirements apply:

Canonly be appliedto a PTZor fisheyecamera
Must containat leasttwo positions
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Thesamepositionshouldnot be usedconsecutivelyor asboth the first andlast position. A warningwill
appear if a tour contains multiple instances of the same position. Instead, define slightly different
overlapping PTZ presets.

Rightclickon the cameraitem in the layoutand selectPTZ> Managefrom the contextmenu.

v/ Save Current Position =+ Go To Position =+ Create Tour

# Name Hotkey Home Details

Positions

Tours

New Tour 1 Tour Time: less than a minute.

Position

Saved Position 6

Saveat leasttwo positions.
Clickthe CreateTourbutton. A Tourssectionwill openat the end of the positionlist, with a defaultname
NewTour<#>

Inthe Detailsform, click the+ button to addthe firstpositionto the tour. Continue toclick+ until all the
desired positions have been added.

Eachtour positioncanbe edited asfollows:

" Clickonthe StayTimefield to selecthow longthe camerawill stayin that position.
Clickonthe Speedfield to sethow quicklythe camerawill movefrom one positionto the next.
Clickonthe Positionfield to selecta different position.

Usethe up and down arrows at the right to changethe order of a positionin the tour.
Clickthe + button to adda position.
Clickthe - button to deletea position.
ClickApplyto savethe tour andclickthe Start Tour button to test it.
Optionally,renamethe tour usingthe list Namefield or assignt a Hotkey.
Optionally,checkthe Homebox. Thehometour will be activatedon a cameraautomaticallyif there isno
active PTZ tour.

ClickApplyor OKwhenfinished.TodiscardchangesglickCancel

or
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1. Openthe contextmenufor acamerain the layoutandselectPTZ
Selecthe desiredtour from the list of savedtours belowthe list of savedpositions.

3. Alternatively,openthe contextmenu,selectPTZ>Manage highlightthe desiredtour in the listandclickon Start
Tour.

N

A PTZ tour cannot be toggled on and off; it must be replaced with a static PTZ position. Either enable
PTZ controls on the camera item and choose a PTZ position manually or choose a saved PTZ position
(select one from the context menu or use a hotkey).

DW Spectrum allows for audio recording from devices that have a microphone built in or connected i either
directly to the camera, or AodotnD®iSpectrami}ler adés mi cr op

A user must have the Play Audio permission and the device must have audio enabled for the audio service to
fully function. Users with the "Edit Settings" permission and members of the Built-In Administrators and Power
User groups can enable or disable audio on a device.

1. Openthe contextmenuby right-clickingthe cameraandselectCameraSettings> Generaltab.
2. Checkhe Enableaudiocheckboxandchoosebetweenthe two options:
1 Useaudiostreamfrom this camerag usethe audioinput from the currentcamera.
1 Useaudiostreamfrom another camerag selectacameraor devicewith audioinput to use
instead of the current camera's audio input.

3. Applychanges.

1. OpenSettings>Camerasandselecta camera.
2. Checkhe Enableaudiocheckboxandchoosebetweenthe two options:
1 Useaudiostreamfrom this camerag usethe audioinput from the currentcamera.
1 Useaudiostreamfrom another camerag selectacameraor devicewith audioinput to useinstead
of the current camera's audio input.
3. Applychanges.

& Only devices connected to the same server can provide their audio stream to another camera.

Offline video files can be imported (from wearable cameras, action cameras, drones, etc.) into DW
Spectrum Archive and be associated with a Virtual Camera that can be viewed and processed like any
other camera in the Site. Frames per second (FPS) and bitrate recording options are inactive with virtual
cameras.

& To be processed as a virtual camera, imported media must have been produced with
timestamp data.

As with any other camera, virtual cameras can be opened, deleted, and renamed. Virtual camera images
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can be rotated 0, 90, 180, or 270 degrees, dewarped, analyzed, and searched to detect motion. Like
camera streams recorded by DW Spectrum, videos uploaded using the virtual camera feature remain in
the Archive after the camera is removed from a Server.

@ IMPORTANT: Motion detection for virtual camera footage must be enabled when it is uploaded, or it
will not be available afterward.

Once storage blocks for a given period are filled with virtual camera content, they cannot be overwritten.
For example, if file "A" was recorded from 11:32 to 11:37, and file "B" was recorded from 11:35 to 11:38
on the same day, if one of the two has already been uploaded, the other file will not be, as they occupy
some of the same storage blocks in Archive. If the selected file covers a period for which the video is
already uploaded, it can be uploaded to a different virtual camera instead.

1. Dooneof the following:
Openthe Main Menu andselectAdd > Virtual Camera
Opena servercontextmenuandselectAdd > Virtual Camera
2. Inthe dialogthat opens,selecta serverfrom the pull-down menu.

@ IMPORTANT: Make sure the server has enough storage space for the files being uploaded (see
"Analyzing and Predicting Storage Usage"). If there is not enough available storage, the oldest existing
Archive may be deleted. Or, if the virtual camera footage is older than anything in Archive, it will be
uploaded and then deleted by the storage management subSite.

3. Enteranamefor the virtual camerain the Namefield.
& If a name is not entered, the default name "Virtual Camera" will be used with an integer
that increments by 1.

4. ClickOKto saveor Canceto exitwithout saving.
5. Inthe CameraSettingsdialogthat opens files canbe uploadedimmediatelyor later.

Once added, the virtual camera will be displayed in the server resource panel, and files can be uploaded.
© IMPORTANT: Once uploaded, virtual camera files cannot be overwritten.
1. Fromthe camera'scontextmenuchooseCameraSettings
© IMPORTANT: Make any changes to settings, including motion detection or fixed Archive
length, before uploading any files.

2. Usethe Defaultrotation option to rotate the virtual camerafootageby 90,1800r 270degrees

3. Use thelgnoretime zonein uploadedfiles option to make theuploadedfile usethe desktopOf A Sy (1 Q&
local time instead of the time information found in the file.

4. CheckEnableaudioto includeanyaudiotracksin the originalfootage.

5. Usethe FixedArchiveLengthfieldsto assigrhighor low priority to the virtual camera(see"Configuring
Minimum and Maximum Archive Stordge

If there is not enough room in server storage, settingia Daysvalue will cause Archived
contentwith lower priority to be deletedto uploadfilesfrom the higherpriority virtual camera.
This setting can be crucial for a virtual camera, since the oldest footage is deleted first, and the
virtual camera footage may be much older than material already in Archive.
Max. Dayssetsan Archiveduration after whichrecordswill not be savedfor the virtual camera.

6. Ifdesired,checkDetectmotion in uploadedvideo, whichwill parsemotion detectionduringfile upload.

& This option adds significant processing time.
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If motion detectionis checked Sensitivitycanbe adjusted(see” Settingup Motion Detectiort).

7. SelectUpIoad Fileto selecta singlefile or UploadFolderto selectall videofilesin that directory.
If there is limited storage space on the server, a prompt to continue or cancel will appear. The
uploadcanbe canceledat anytime after it hasbeenstartedfrom CameraSettings If the upload
is canceled, any files that have already been uploaded will remain in storage.
The upload will begin and run in the background once the file or folder is selected. An upload
progresshardisplaysat the top of the CameraSettingsdialog,and progresspercentageis also
shown in the resource panel.

8. Oncethe uploadis complete,the videowill launchandplayautomatically.
If only virtual cameras are open in the layout, fhienelinewill scale to show only the time
interval spanning Archive from those cameras. This is especially helpful when virtual camera
footageis old andwould be difficult to locatewith the Timelinefully expandedo the present.
If anaudiotrack existsbut is not audible,ensureEnableAudioin CameraSettings> Generalis
checked.

DW Spectrum handles 1/O devices as it does cameras, with some specific functionality adaptations. Like
all other devices, 1/0 modules are discovered automatically or with the user's help and then displayed in
the resource panel.

However, to work with an I1/O module, an 1/0O Module License must be active (otherwise the "Device
Disabled" message will be displayed). After the license is activated, the module will be displayed with
the available inputs and outputs.

I/0 module permissions vary depending on the user's role (see "Permissions Management").

Anyuserin the Sitethat hasaccesgo the I/O modulecanviewits inputsandoutputs.
Administrators power users,and customgroupsor userswith the "Editcamerasettings"permissioncan
configure I/O modules.

Administrators power users,advancedviewers,and customgroupsor userswith the "Userlnput”
permission can trigger 10 module outputs.

1. Rightclickonthe devicein the resourcepanelandclickon I/O Module Settings
2. Goto the I/0O ports tab andenter the following parameters:
Typecq Input or Output.
DefaultStateq Defaultstate of the circuitdependingon the I/O Module: Opencircuitor Grounded
Nameg¢ Nameof the port.
Onclick(outputonly)¢ Selectthe desiredactionto occuron button click.
Yy Impulse(requiresDuration)¢ Thelengthof time the signalwill be generated(in 100ms
increments). Clicking the button changes the port state to Duration time.
Yy Togglestate ¢ Clickinghe button changeghe port state until clickingthe button again.
Duration¢ Timein milliseconds.
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Type Default state Name On click Duration

Input “~  Opencircuit ~  Light Switch

Input ~  Opencircuit an Switch

Output Open circuit ights Toggle state  ~
Output Open circuit v 3 Toggle state v
Input e Open circuit Input 5

Input b Open circuit Input 6

Input Open circuit b d Input 7

Input Open circuit Input 8

After the 1/0O module is configured, input ports will appear on the left and output ports on the right. The
state of each port can be seen. The I/O module will be displayed as shown below:

Light Switch
Fan Switch
Input 5
Input 6

Input 7

Input 8

When using multiple inputs and outputs, the tile interface is recommended i enabled in the lower left
corner. This option will generate a tiled interface for the /O in the viewing grid, offering a different visual
experience for triggering ports and seeing their state.

Light Switch 3 Lights

@ ranSwitch

RecordAudiofrom I/O Module ¢ Onlyif amicrophoneis connected.See"RecordingModes' and"Audioin
DW Spectrurhfor details.
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PlaybackAudioArchiveRecordedrom I/O Module¢ Onlyif amicrophonewasconnectedduringrecording,
similar to viewing Archive from cameras (s@afts of theTimeling").

ViewInputsStatec Informationregardingthe A y* LJdiate@eépendingon the configuredsettings.For
example, the sensor turns green when grounded, or could be set to turn green when open.

TriggerOutput¢ Clickthe correspondindoutton to sendan output signafor the amount oftime specifiedin
the Pulse Timsetting unless the output is manually turned on/off.

CreateRules; Usingthe device'sinput andoutput ports asdescribedn Input Signabn DeviceandDevice
Output

An intercom is a visitor-side two-way communication device containing a camera and a microphone.
Connected intercoms constantly send audio and video to its DW Spectrum Site. DW Spectrum does not send
audio to intercoms unless the user is in an ongoing call with a visitor using an intercom.

The only supported intercom in DW Spectrum is the Hanwha Techwin TID-600R.

The TIB600R intercom has three preconfigured soft triggers:
9 Push to Talk requires the operator to activate a soft trigger to begin sending audidgsee2Way Audid.

9 Doorc¢ opens the relay for the door associated with the intercom.
9 Heaterc turns on the heater function.

When saving a layout containing an intercom or receiving a call, an intercom layout will appear in the Resource P

calledTID600R Layouwith the following icor@. An intercom layout cannot be deleted unless the intercom is
removed from the DW Spectrum Site first.

When the visitor initiates a call by clicking a button on the intercom, you will see a notification latelady..in the
Notification Panel. Click anywhere on the notification to be taken to the intercom layout (it will be automatically
created if it does not already exist), where you can click the Push to Talk soft trigger and begin sending audio to t
intercom. Réease the Push to Talk soft trigger or close the layout when done speaking to the visitor.

Typically, analog cameras are connected to analog recorders. If a recorder is connected to the
network, it can either be discovered automatically or added manually.

The following types of analog cameras are supported:

Analogcameraspluggedinto an encoder¢ Thesecamerasbehavelike any other camerain the Site
allowing them to function according toRecording Schedubnd useMotion Detection

Analogcameraluggedinto arecorder(DVRY, Thesecamerasarerecordedsomewhereelse,soDW
Spectrumonly pullsthe desiredstreamfrom the recorder,and cannot beconfiguredwith arecording
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schedule or motion detection.

The DW Spectrum Server can perform software motion detection, allowing for adaptive scaling i
dynamic resolution switching 1 that yields bandwidth savings and optimizes the processor load.

By default, the secondary stream will only be used for motion detection if its resolution is lower than
1024x768. If the secondary stream resolution is higher than this, the primary stream will be used if its
resolution is lower than 1024x768.

If both the primary and secondary stream's resolution is higher than 1024x768, then no motion detection will
be enabled.

@ IMPORTANT: If the secondary stream is high-resolution, motion decoding may use most or all of
the server CPU. See "Forcing Motion Detection to a Specific Stream" to adjust for this issue.

Software-side detection also makes it possible to define regions in which motion detection is performed,
with a range of sensitivity levels that include complete motion masking , where motion detection is
blocked. For cameras that perform in-device motion detection, DW Spectrum does not implement
software motion detection. With hardware motion detection , a motion mask can be applied, but no
other sensitivity levels are available. In some cases, it may be possible to use the Camera Settings >
General tab to instead configure device parameters (see "Configuring Device Advanced Settings Using

DW Spectrum™).

DW Spectrum shows a temporary red outline on grid cells where motion is detected. This feature is
especially useful for highlighting motion that is easily detected by cameras but often overlooked by
humans i for example, trees moving in the wind, the motion of shadows, sudden changes in light level,
etc.

1. Dooneof the following:
1 DesktopClient OpenCameraSettingsandgoto the Motion tab, then clickthe Motion Detection
button to enable detection (green) for the device.

T WebAdmin/ CloudPortat OpenSettings>Camerasandselecta cameraand Clickthe Enable
motion detection button.

© IMPORTANT: Cells in the motion detection grid are briefly highlighted in red when motion is
detected. The brighter these indicators are, the higher the level of motion detection that is set.

2. Clickonanumberin the Sensitivitysection,where0 isno sensitivityto motion (motion mask),1 is minimal
sensitivity, and is maximum sensitivity.
3. Themotion detectiongridis 42 x 32 cells.Usethe followingactionsto applythe selectedsensitivityto cells:
1 Clickanddragto selectarectangulararea.
91 Clickonacell(the entire areathat the cellisassociatedvith will befilled, not just the individual
cell).
4. Thesensitivitylevelremainsactiveuntil anew oneis selected.Continueto selectandapplysensitivitylevels
as desired. If necessary, clRESET return the entire field to the default level of 5.
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5. Applychanges.

The above image contains the following motion detection regions:

Grey(un-numbered)is motion mask

Blue(1) hasverylow sensitivityto motion

Yellow(5) will capturemotion with moderatesensitivity(5 isthe default setting)
Orange(7) will be highlysensitiveto motion, red (9) offersthe maximumsensitivity

Video archiving begins once recording is enabled, and image quality parameters and a recording schedule is
set.

© IMPORTANT: FPS and quality settings in the recording schedule dictate live stream settings.

Audio can be recorded as well as image if the device has or is connected to a microphone, and the
Enable Audio checkbox in Device Settings > General > Audio is checked (see "Configuring Audio on
a Device"). A recording schedule can be set for an I/O module as well (see "Setting Up I/O Modules").

When recording is enabled, DW Spectrum automatically seeks an available license or service. If one is
available, the stream from that device will be recorded. If not, a warning will appear stating that the
license or service limit is exceeded and only schedule copy will be available.

See Setting a Recording Schedule for details on the scheduling interface.

When recording is enabled, the device is marked with a small red circle to the left of its name in the
resource panel:

= Camerasrecording

o Arecordingschedules establishedut the camerais not currentlyrecording;alicenseor
recording service is still being used.

o Camerdsnot recordingbut recordedArchiveis available.
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The Recording Schedule defines when and at what quality a device will be recorded, using a weekly
calendar divided into 1-hour blocks.

The recording schedule is always based on VMS time. When Motion Detection is enabled, regions of
the image that will register motion, and how sensitive those regions are,canbes et (Settmcup i
Motion Detectiond ) .

& If recordingis not enabled motion detectionwill only be activewhenthe camerais beingviewedin a
layout.

& Remembethat imagequality settingsin the recordingscheduledictateimagequality in live playback
as well.

@IMPORTANT:I f no |license is availabl e, the "Lficense
recording schedule and prevent recording from being enabled. The recording schedule and settings
will be inaccessible until a valid license is added.

1. Selecthe desiredcamera(sjn the resourcepanelor in the layout.
ChooseCameraSettingsfrom the contextmenuandclickthe Recordingab.
3. Clickthe Recordingbutton in the upperleft to enablerecording.

n

& The total number of licenses available and the number of licenses in use is displayed
below this button. If there are not enough licenses, click the Activate License button and proceed
with activation.

4. Set the frameger-second FP$ rate andQuality (Low, Medium High orBest)that will apply to the
device(s)Whenavailable foithe selecteddevice the Bitrate canbe adjustedby clickingon More Settings

© IMPORTANT: If changes to streamed settings are prohibited at the Site level (see "Preventing
DW Spectrum from Changing Device Settings"), image quality settings in the recording schedule
are ignored (the FPS and Quality fields will be disabled).

5. Clickthe eyeiconto togglethe respectivevaluesof Quality and FPSn the recordingschedulecalendar.

6. Adjust the length of time that will be added to the recording befd?ee{Recording and after Post
Recording motion or anobjectis detected.Prerecordingcanbe setup to 90 secondsandpost-recording
can be set up to 300 seconds.

7. Usethe For...fieldsto assigrhighor low priority to the camera'sArchive.

© IMPORTANTI is bestto leaveMinimum andMaximum setto Auto unlessotherwiserequired(see
"Configuring Minimum and Maximum Archive Storgge

8. Selecthe recordingype ¢ Motion, Objectsor Motion & Objects Thisselectionwill change theype of
recording modes to choose from.
9. Selecthe desiredrecordingmode:
" RecordAlways.
Motion Only/ ObjectsOnly/ Motion & ObjectsOnly.
Motion + Lo-Red Objectst LoRed Motion & Objectst LoRes.
DoNot Record.
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An orange outline around the button indicates the active recording mode (see "Recording Modes").

10. Oncethe aboveparametersare set, clickhour blocksin the calendarto applyarecordingmode

© IMPORTANT: Set FPS, quality and bitrate values first, and then apply them to the calendar. Stream
setting values are not in effect until time block(s) are selected.

Clickanddragto selectmultiple time blocks

Clickon anhourto selectthat blockof time for anentire week
Yy Clickonthe nameof adayto selectanentire day.
y  ClickAll to selectthe entire week

& Use Alt + Click to copy the recording mode in one block so it can be applied to another block.
11. Repeathe abovestepsasdesiredto scheduleother recordingmodes.

& The quality settings are independent of the recording mode. (This is illustrated in the
example below, where some Motion + Lo-Res blocks are at 15 FPS/High quality and others are
at 10 FPS/Low quality.)

12. Applychanges.

Recording

Recording Schedule

[ORY 0

Keep Archive For... Motion & Objects Recording Copying Schedule
M Auto Copy Schedule to...

[ Auto

Cancel

This example uses the following settings:

Mon ¢ Thu,9:00AM-7:59PM ¢ RecordAlways 15 FPSHighquality.
Mon ¢ Thu,8:00PM-11:59PM¢ Motion +Lo-Res 15 FPSHighquality.
Fri& Sat,24 hours¢ Motion +Lo-Res 10 FPSLowquality.
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Sung Thu,12:00AM-8:59AM ¢ Motion Only,13 FPSBestquality.

The recording schedule provides the following modes, which can be applied in 1-hour blocks:

Py RecordAlwaysc Alwaysrecords

® Motion Only¢ Recordingwill start if motion occurs Requireghat the camerasupport
hardware or software motion detection.

P Motion + LeRes; Records at low resolution unless motion occurs, at which point it
automatically switches to recording at high resolution. The camera must support dual
streamingto be ableto usethis mode.If it doesnot, the followingwarningwill be displayed:
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DualStreamingand Motion Detectionis not availablefor this camera(see"DualStream
Processinyfor details).

O DoNot Record; Neverrecords,unlessconfiguredaspart of anevent.

Remember, image quality settings in the recording schedule dictate image quality during live playback.

For example, if the recording quality in the schedule is set to 4 frames per second and low quality, DW
Spectrum will stream the live image at those settings i even if the camera is capable of higher quality
playback. However, when recording is turned off in the schedule, DW Spectrum will stream live at the

maximum possible quality and frames per second settings for the device.

DW Spectrum provides the ability to set a maximum and minimum storage duration for the Archive of any
given camera, from the current time going backwards.

Before configuring a Keep Archive For setting, it is important to understand the impact it will have. The
default Auto setting means that Archived footage for a given camera is treated according to the standard
algorithm i the oldest data is deleted first; no controls are placed on when or which Archived footage is
deleted.

The Min and Max fields assign priority to a given camera i high priority for Min, low priority for Max. If
more than one camera is assigned high or low priority, storage results may not be predictable. Typically,
the Min setting is used for environments with limited storage capacity and a few high-importance
cameras, or when a regulation requires that certain footage be stored for a minimum amount of time.
Max is typically used for environments where storage is limited and there is no need to store records
beyond a certain age from certain cameras.

It is not possible to enter a Max value less than the Min value, and vice versa.

Min sets a minimum Archive length, in number of days, hours or minutes from the current date, for
which DW Spectrum gives highest priority to retention of records from a given camera over retention of
records from any camera that has the default (Auto) Archive setting.

For example, a Min. Days value of 120 for a given camera means DW Spectrum will attempt to preserve
the past 120 days of records from that camera.

© IMPORTANT: Be careful when setting a minimum days value. If more than one camera is assigned
a Min. Days value, those cameras will have the same priority level T in which case storage results
cannot be entirely guaranteed for any of them. If there is insufficient storage space, to retain footage
as specified with Min, DW Spectrum will first delete records from cameras that do not have a
minimum Archive length set, and then the Site may stop recording incoming signals from low and
average priority cameras. If storage space is at capacity, no other camera streams will be recorded.

Max sets an Archive duration after which records will not be saved for a given camera.
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1. Openthe camera'scontextmenufrom the resourcepanelor layoutandopenCameraSettings> Recording
tab (or the General tab for Virtual Cameras).

Inthe FixedArchiveLengthsection,uncheckthe Auto checkbox.

In Min, enter the amountof time for whichArchiveshouldbe retained.

In Max, enter the amountof time after which Archivewill be automaticallydeletedfrom storage.
ClickApplyto accept,OKto saveandclosethe dialog,or Canceto discardchanges.

ok wn

Once a recording schedule is configured for one device the settings can be copied to other devices.

& A license is required for each device to which the recording schedule is copied. As devices
are selected, a dynamic message will indicate how many licenses are in use and how many are
available.

1. Openthe contextmenufor the camerawherethe desiredschedules definedandselectCameraSettings
2. Inthe Recordingab, clickthe CopySchedulgo button.

sall

&= DWC-XSTDOSMF
© DWC-XSTDOSMF
== IM-SP6-Server001
1
2
O3
© 4
s
TUe
© 7

™ o

[ copy archive length settings

3. Inthe SelectCameradglialogthat opens,selectthe camera(sjo copythe scheduleto, or selectaserverto
copy the schedule to all cameras on that server.
Usethe Filterboxto filter the devicesearch(see"Searchin@nd Filteringin DW Spectrunf). Hover
the mouse cursor over a camera name to see a thumbnail of the camera's image.

4. CheckCopyArchivelengthsettingsif necessarysee"ConfiguringMinimum and MaximumArchive

Storagé).
5. Applychanges.

DW Spectrum provides advanced controls to view and configure manufacturer parameters such as video
stream configuration, image or audio settings, or network configurations either from within the desktop
client or by opening the manufacturer's device web page.
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This section describes the following features:

ConfigurindDeviceAdvancedSettingsJsingDW Spectrum
ConfigurindDeviceUsingWebPage
UpdatingCamera's-irmware

Resettingpr Rebootingg Camera

More device settings are explained in the "Expert Device Settings" section.

1. OpenCameraSettingsandclickthe Advancedab.
2. Availablecontrolsare determinedby the specificcameramodel. Settingsare groupedby category:
" VideoStreamsConfigurationg Useto control Codecand Resolutionfor the primaryandsecondary

streams in addition tditrate and FPSor the secondary stream. These values can be separately
Reset to Defaultdor each stream.
Imagingg AdjustExposureand ExtraSettings(suchasline frequency) if availablefor the camera.
Audioq Typicallyincludesaudio-in sensitivityandaudio-out volume.
Maintenancec Useto performvariouslevelsof camerareboot. Se€"ResettingCamera for details.

& If no device settings are displayed, the camieraot ONVHeompliant and cannot support custom
configuration.
In addition, DW Spectrum also provides a Web Page tab in the Camera Settings dialog. This tab

launches the device's web page, where additional proprietary device parameters such as in-camera
events, security controls, and network settings can be configured i see "Configuring Device Using Web

Page".

Additionally, firmware for certain camera models can be updated internally, see "Updating Camera's
Firmware".

For all camera vendors, DW Spectrum provides direct access to a camera's web page where users can
configure the camera'’s settings without leaving the desktop client. If the device cannot be accessible

from the computer the desktop client is running on, DW Spectrum Server acts like a proxy server to
retrieve the devicebs web page content and displ ay

& Only camera web pages that work in Chrome are supported.

In some cases, if a custom integration with a camera has been implemented, DW Spectrum pulls
proprietary device parameters such as authorization, network settings, and displays controls in the
desktop client where they can be configured directly. See the below image for one example of such a
web page (can vary depending on the manufacturer).

By default, the web page is available on the standard port (80). In case of using a hon-standard port, it should
be configured in a device's "Expert" tab (see "Device Expert Tab").

1 The DW Spectrum can be open most browlsased configuration interfaces that are embedded in devices.

1 Any configuration service or interface embedded or hosted within a device must be compatible the Google
Chrome.
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Configuration options provided by device hosted interfaces may differ from those available within DW Specti
clients and portals.

The Server functions as a proxy Server to retrieve the device web page content and display it within the Des
Client.

Use either the Web Page in the device settings dialogweh Pages and Integratéato web-page integrated to
a layout or scene.

Selecta cameraandopenthe CameraSettings>Generaltab.

If the device requires authentication, enter camera credentials inthtentication section (see
"ConfiguringDeviceAuthenticatior'). Theusermusthavethe "Editcamerasettings"permissionto perform
this function.

Clickon the Web Pagelink. The browsewill openthe R S @ Aw@lsh&g&.From here the userancontrol
settings such as display size, JPEG refresh rate, PTZ and focus speed, etc.

& To check device accessibility, click the Ping button prior to opening the web page.

Selectacameraandopenthe CameraSettings>Web Pagetab
Thedevice'sweb pagewill openwithin that tab.
Enterauthenticationparametersf required.

DW Spectrumallowsfor firmware updatesfrom within the application(for Digital Watchdogcamerasonly).

1.
2.

& If the list is empty, the camera is not ONVIF compliant, and does not support configuring.
3.

@ IMPORTANT: To enable this feature, the camera must have Internet access.

OpenCameraSettings> Advanced
Goto Maintenance> FirmwareUpgrade

Clickon CheckUpgrade The detailof the DigitalWatchdogFTP serveiAddressPort, LoginandPasswordl
are predefined.

If the camerahasinternetaccessthe applicationwill checkfor anyavailableupdatesautomatically.

If anewerversionof firmware isfound, clickOKto runthe updates.Theapplicationwill automatically reboot
once updates are completed.

It is also possible to upgrade camera firmware from its web page. See "Configuring Device Using Web
Page" for details.

ONVIF-compliant cameras can be reset to manufacturer defaults.

@ IMPORTANTRebootis performedinstantlyonceselected.

1.
2.

OpenCameraSettingsandselectAdvanced
Clickon MaintenanceunderCategory (If the categorylist isempty,the cameraisnot ONVIFcompliant.)
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3. Clickon one of the following:
" SiteRebootg rebootsthe camerabut savescurrentsettings.
SoftFactoryReset; rebootsthe cameraandrestoresall settingsrelatedto the imagebut not the IP
address.

HardFactoryResert; rebootsthe cameraandrestoresall settings(network, authorization,IP
address, etc.).

A camera can also be rebooted from its web page. See "Configuring Device Using Web Page".

DW Spectrum provides expert settings that can resolve some issues on the device side.

ConfigurindexpertStreamingSettings
TimeSynchronizatiometweenServersand Cameras
Assignind.ogicalD

AdjustingPTZSpeed

SelectinPTZPresets

Q IMPORTANT: Improper configuration may lead to serious Site malfunction! Do not change these
settings without being sure of their potential impact onthe Site6 s per f or manc e.

DW Spectrum Server automatically configures the optimal streaming parameters to configure how
devices will stream data.

However, in some cases the automatic settings may work improperly and require manual

tuning. This section describes how to set various streaming parameters manually.

© IMPORTANT: By default, DW Spectrum captures 2 streams from cameras (see "Background: Dual
Stream Processing"). Before changing the settings manually, please understand how the dual-streaming
works.

PreventindDW Spectrumfrom ChangindDeviceSettings
Configuring@DNVIRProfiles

Tuningup CameraStreaming

AdjustingAverageBitrate

ForcingMotion Detectionto a SpecificStream
DisablindqRecordingf a SpecificStream

Disablinca Secondanstream

Most IP cameras can provide multiple data streams, each at a different resolution and frame rate. DW
Spectrum requests two data streams: one high resolution and one low resolution, and switches between
them for the best image quality with the least impact on processing and network efficiency.

Thisadaptivescalingis one of the mostvaluedfeaturesof DW Spectrum:

Primary(HighResolution}, Streamsprovidebetter imagequality but require significantCPUcapacityand
network bandwidth to view.

Secondaryl owResolutionk Streamgequirefar lesscomputingpowerthantypicalhigh-resolutionstreams
but provide much lower image resolution at a slower frame rate.
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When a camera supports dual streaming, the Site tries to configure the low-resolution stream at or near
640x360 resolution at 7fps (though some cameras may set secondary stream resolution up to 720p).
The secondary stream is used for constant recording, for motion detection if the resolution is lower than
1024x768, and to save bandwidth and CPU during playback.

However, if the secondary stream resolution is larger than 1024x768, the media server will check the
primary stream resolution. If the resolution of the primary stream is lower than or equal to 1024x768, it
will be used for motion detection. If it's higher than 1024x768, motion detection will be disabled unless
Force motion detection for the stream is enabled in the Camera Settings > Expert tab.

Default DW Spectrum dual stream settings work well with most cameras. If not, a set of individual controls
can be used to manually control stream processing. It is important to understand how these settings
behave individually and together, as adjusting them can seriously affect server and display performance.

© IMPORTANT: Do not change image or stream quality settings without being sure of the likely impact on
theSite6s per for mance.

The server uses the low-resolution stream whenever possible for software motion detection and records
both streams to Archive unless a different behavior is specified. However, some cameras cannot comply
with default Site behavior, usually for one of these reasons:

Requestedettingsare not availablefrom the camera

Thelowestresolutionstreamis higherthan 1024x768

Asecondanyor low-resolutionstreamis not providedat all

Alow-resolutionstreamis providedasprimaryanda high-resolutionstreamassecondary

& If data is not received from the secondary stream for more than 10 seconds, the server will
re-initialize the camera.

In the client, stream resolution for viewing live or Archive video is selected automatically.

Highresolutionis displayedunderthe following conditions:
Networkbandwidthand CPUoadarewithin normalrange.
Anitem isopenedinto full screendisplay.

Lowresolutionis displayedunderthe following conditions:

* If network bandwidthbetweenclientandserverisinsufficient.

Imagequalityis of limited importance:itemssmallerthan 172 pixels,duringfast forward or fast
rewind playback.
Whenhighresolutionprocessinggompromiseslisplayquality or raisesCPUJsageto a highlevel
(frames are delayed or dropped during decoding if too many streams are open in a layout).

Motion detection is performed on the lowest resolution stream detected, to a threshold of 010 2 4 xABPves .
that, motion detection will not be performed.

Motion Detection¢ Togglesnotion detectionon andoff for agivencamera(see 'Settinga Recording
Schedul®).

Disablesecondanstreamc If enabled motion detectionwill not be performedfor the cameraandthe
secondary stream will not be Archived (s&isabling a Secondary Stregm

Forcemotion detectionfor stream¢ Occasionallya camerawill report its configurationincorrectlyand swap
the primary andsecondarystreams.If the secondary stream highresolution,motion detectionprocessing
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will create a very high CPU load. To correct this, motion detection can be forced for a specific stream (see
"Forcing Motion Detection to a Specific Stréam

When certain settings are applied, the server may or may not Archive high-resolution or low-resolution
streams.
Motion + LeResg Archives the higliesolution stream when motion is detected and the logsolution
streamwhenthere is no motion, sohigh-resolutionwill not alwaysbe availablefor playback(see" Settinga
Recording Schedule
Disablesecondanstreamc If checkedmotion detectiong 2 yb@ierformedfor the cameraandthe
aSO2YyRIFINE aGNBIY Dishingae@ndarWIegm@dS R 6 4SS b
Donot recordprimarystream /Donot Archivesecondarystream¢ Useto completely disable archivingf
one or both streams (sedisabling Recording of a Specific Str&am
Video Streams ConfiguratiqrDepending on the camera, camera stream settings may be configured in
either of thesetabs(CameraSettings> Advancedor CameraSettings>Web Pagetab). To controlstream
settings from one of these tabs, do one of the following:

OpenCameraSettings>ExpertandenableKeepcamerastreamand profile settingsto preventthe
internal optimization performed by DW Spectrum, and causes FPS and image quality settings in the
recording schedule to be ignored. Sé&éventing DW Spectrum from Changing Device Settings

OpenSite Administration > Generaand disableAllow Siteto optimize device settingsReferto
"ConfigurindDeviceAdvancedSettingsJsingDW Spectrumi and " ConfigurindDeviceUsingWebPagé for how
to useRestore Default§Expert Tab) to discard manual adjustments and return to native presets.

If performancehasdroppedsignificantlyafter alayoutwasopenedandsomecamerason layout havea fixed high-
resolution setting, the messag&&t layout resolution to "Auto" to increase performdhel display across that
layout so streaming quality can be improved.

When DW Spectrum discovers a camera, it captures the manufacturer's preset image quality settings
and streaming configuration, then adjusts these settings to optimize the device for the DW Spectrum
Site. Manufacturer settings can also be adjusted manually, such as FPS, quality, and bitrate when a
recording schedule is defined, or stream settings for a variety of reasons (see "Dual Stream
Processing").

However, in some cases, it may be preferable to keep the native settings. For instance, pre-existing FPS,
bitrate, and resolution settings may want to be maintained when connecting DW Spectrum to another
VMS Site, or the ONVIF implementation for a given camera diverges from standard ONVIF enough to
make it preferable, or even necessary, to keep the manufacturer settings.

The automatic optimization that DW Spectrum performs can be disabled to use native stream and profile
settings instead.

1. OpenCameraSettingsandclickthe Experttab.

3. Applychanges.

@ IMPORTANT: Enabling this flag means FPS and image quality settings in the recording schedule
will be ignored.
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& This setting is not available for RTSP/HTTP streams.

This can be done during the Initial Site Configuration. Afterward, it can be done as follows:

1. Openthe Main Menu andclickthe Site Administration> Generaltab.
2. Uncheckhe Allow Siteto optimize devicesettingscheckbox.
3. Applychanges.

& For each camera in the Site, use the web page to set desired image settings.

1. Openthe Settings> Site Administration >Generaltab.
2. Uncheckhe Allow Siteto optimize devicesettingscheckbox.
3. Applychanges.

DW Spectrum automatically discovers devices and configures the optimal streaming parameters to
fetch data from devices using the ONVIF protocol.

Thecommunicatioris configuredaccordingo the ONVIRNetwork Interfacespecification

DW Spectrum supports different ONVIF Network Interface specifications:

Media ¢ the older one (issupportedby all ONVIFlevices)
Media2 ¢ the newerone.

If the device reports that MediaZ2 is supported, DW Spectrum will try to use
it. The audio and video communication are configured through stream
profiles.

A profile describes the set of parameters related to audio/video transport from a device to the DW
Spectrum Server:

A/V Codec

Bitrate

Resolution
Additionalparameters.

Usually, cameras provide two independent stream profiles:

Primarystream(HiRes)
Secondanitream(Lores)¢ usedfor motion detection,browsingArchive etc. (see"DualStreamProcessing
for details).

Cameras may provide additional stream profiles (more than two) but DW Spectrum uses only primary
and secondary.

In some cases, the profiles can be fetched and identified incorrectly, making it necessary to configure
stream profiles manually.

Toaccesshosesettings,usethe camera'scontextmenuto openCameraSettings> Expert>Media Streaming

Primaryand SecondaryStreamProfiles¢ specifythe streamprofilesfor primaryandsecondarystreams.
The available profiles may vary depending on the vendor or model of the device used.
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By default, DW Spectrum configures the optimal parameters for the stream profiles, but it can be
turned off and the settings on camera can be used unchanged (see "Preventing DW Spectrum from
Changing Device Settings").

UseMedia2to fetch profiles ¢ Media2canwork incorrectly.In this case selectone of the followingoptions:
Neverc alwaysuseMediato configurestreamprofiles
Useif supported¢ useMedia2if the devicesupportsit
Auto ¢ usethe built-in methodto discoverif the devicesupportsMedia2.

The ONVIF Analytical Plugin integrates ONVIF Profile M analytics into DW Spectrum for compatible devices

Profile M enables reaime event subscriptions and ability to processes ONVIF event notifications.

The Primary functions are event parsing and topic tree management for analytics events.

Realtime PultPoint Notification Interface supports the latest and most common ONVIF subscription types.

The Plugin subscribes to all events, without any filtering, to receive any kind of event supported by a camere

Filtering is done inside plugin, allowing only those event types, which were mentioned ioraagzd event rules
& The profile M plugin is not a client and the exact functionally provided is defined by the available devic

Profile G devicesanrecord video and metadata locally, within a camera or edge device.

An option to enable the "Import from Device" service will appear inGhenera Settings > Expeeb for

supported devices.

Only camera or server offline periods that occurred after enabling this option will be imported automatically.
& If this option is disabled, any offline periods that have not yet been imported will be lost and cannot be
recovered later.
See also:

Disabling Recording of a Specific Stream

Disabling a Secondary Stream

By default, DW Spectrum automatically determines the optimal settings that it will use to pull video
streams from the camera. However, some cameras use their own proprietary settings that cannot be
properly determined, which may cause streaming to be unstable.

This can be set manually. To access those settings, use the camera's context menu to open Camera
Settings > Expert > Media Streaming .

© IMPORTANT: Do not change these settings without being sure of their potential impact on the Sited s
performance.

The following streaming settings can be manually specified:

RTPTransportc Bydefault, DW Spectrumautomaticallydeterminesthe optimal protocol (Auto).

Media Port ¢ 554isthe default port for RTSRommunication.

Trust camera timestamg By default (disabled), the server applies its own timestamps in the Archive,
overridingthe datacomingfrom camerasHowever jif the streamis intermittent, the servermayincorrectly

apply timestamps and potentially affect browsing of Archive. This option will make the server trust
timestamps coming from the camera, as long as the time difference between the server and camera is less
than 10 seconds. In this mode, network @ @ R2Say Qd I FF¥FSOG GKS dGAYSadl

147



Also, the server may apply time settings to cameras to make sure the timestamps are synchronized. This
is especially important for Edge cameras. See "Time Synchronization between Servers and Cameras".

Some camera models do not yield the best setting when DW Spectrum tries to configure a target bitrate,
resulting in poor image quality. In this case, adj

© IMPORTANT: This setting will significantly increase the bitrate. Use only if the picture quality is
noticeably poor.

1. Openthe CameraSettings> Experttab.
. CheclCalculatébitrate per GOFnsteadof bitrate per second
3. Applychanges.

& Thissettingisignoredwhen"Keepcamerastreamsand profiles settings' ischecked See
"Preventing DW Spectrum from Changing Manufacturer Settings

DW Spectrum performs motion detection on the server by analyzing and decoding the secondary stream
from a camera i usually a low-resolution stream. Occasionally, a camera will report its configuration
incorrectly and swap the primary and secondary streams. If this occurs and the secondary stream is
high-resolution, motion detection processing will create a very high CPU load.

To correct this, motion detection can be forced onto a specific stream.

1. Openthe CameraSettings> Experttab.
2. Check~orcemotion detection for streamandselectPrimaryor Secondary
3. Applychanges.

© IMPORTANT: Adjusting these settings can seriously affect server performance. See "Dual Stream
Processing" for details.

In some circumstances, it may be necessary to disable recording of the primary or secondary stream.

For instance, it may make sense to disable recording of the primary stream to save storage space and

instead set the recording type to "Motion Only" and "Low" quality. Or, if the secondary stream bitrate is
too high, it may make sense to disable recording so that the DW Spectrum Server still performs motion
detection, but does not record it.

1. Openthe CameraSettings> Experttab.
2. CheckDbonot Archiveprimary streamor Donot recordsecondarystream
3. Applychanges.

The secondary stream can be disabled entirely. This may be necessary, for example, for very old
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cameras where the secondary stream has motion detection but does not support H.264 or H.265 codec.
In this case it is helpful to reduce the demand on storage space by disabling the secondary stream.

& If the resolution of the primary stream is larger than 1024x768, software motion detection
will be disabled. If the primary stream resolution is lower than or equal to 1024x768, motion
detection can be performed there.

1. Openthe CameraSettings> Experttab.

2. CheclkDisablesecondarystream

3. Applychanges.

@ IMPORTANT: This setting is unavailable if "Allow Site to optimize cameras e t t is digalsledl. See
("Dual Stream Processing").

By default, all servers in a Site have the time synchronized (see "Time Synchronization in a Multi-Server
Environment"). This ensures smooth Archive recording, Indexing and fetching.

By default, the server ignores the time on cameras. However, in some cases it may be necessary,
especially for Edge cameras that record Archive to the internal storage. In this case, it is critical to have
the camera time synchronized with the server.

1. Openthe CameraSettings> Experttab.

2. UnchecklimeSettings>KeepCameralimeSettings

3. Applychanges.
Additionally, the server can be forced to use timestamps from cameras (may also be useful for Edge
cameras). See "Tuning up Camera Streaming" for details.

The DW Spectrum Server provides the option to assign a six-digit Logical ID that can be used instead of
the much longer Camera ID. The logical ID simplifies device identification when integrating with third-
party Sites, and is necessary in environments with input devices that are not capable of entering the full
camera ID. The logical ID can be used in API calls (including getting RTSP streams, etc.) to address
cameras. If one is assigned, the logical ID is displayed on the General tab of Camera Settings.

1. Openthe contextmenufor acameraandgoto CameraSettings>Expert
2. Enteranumberinthe LogicallDfield.

Click the Generate button to discover and display the smallest number available in an established Site
using 1 to 3 digit identifiers.

& A logical ID can be assigned to a layout, see "Configuring Layouts".

Click the Reset button. This sets the logical ID to zero, which the server equates to having no logical ID.
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The PTZ speed setting changes how fast the pan or tilt action is completed. The minimum value is 0.1
and the maximum value is 1.0.

In CameraSettings> Experttab, enableUsedifferent values forpanandetilt if different speeddor panandtilt
are needed.

The PTZ presets setting decides which presets the server will use. Some cameras ¢ a rs@vée or activate
PTZ presets through DW Spectrum (Site presets) and must process such requests directly on the
camera to function correctly (native presets).

Choosebetweentwo optionsin CameraSettings>Experttab:

UseSitepresets; Thepresetprofile andcoordinatesaresavedin it K S a4 BatiBeSdWRenthe PTZ

preset is activated, DW Spectrum sends the move request with the absolute coordinates.
Usecameranativepresets; Thepresetprofile and coordinatesare savedin the cameraitself. Whenthe PTZ
preset is activated, DW Spectrum sends the move request with the preset ID. The camera will check the
preset configuration by itself and move to the position.

DW Spectrum comes with plugins pre-installed for the most popular manufacturers devices. Plugins
allow for built-in video analytics and DW Spectrum to properly communicate with one another. Usually,
the initial set-up and configuration for built-in camera analytics must be done in the camera's dedicated
web page or the 3rd party software's settings, but can be done in the desktop client for compatible
cameras (see "Analytics: Region of Interest (ROI)" for details).

Plugins are a type of integration that provides an enhanced data connection between DW Spectrum and specific de
This enables the Desktop Client to receive analytical metadata directly from a a camera and control settings using &
common graphical usenterface. This is similar to howeb Page Integrationgrovide a method for the Desktop Client to
exchange data with external services.

Key Concepts

9 DW Spectrum automatically installs a set of plugins for popular cameras from worldwide vendors.

1 Plugin vendors, integration developers, and device OEMs provide installation and configuration instructions for
products.

1 The Desktop Client will only show plugins and integrations when compatible devices are connected and authori

1 The Integration vendor defines the level of functionality provided by their plugin and is responsible for applicatio
support.

1 Integrations can be independently installed, updated, configured, and removed from a Site.

1 Plugins directly access tiievent Ruleengine, APIs, and mediaserver SDK to provide custom analytics and data
processing.

9 Not all integrations are compatible with all DW Spectrum releases nor all device models and firmware versions.

9 Camera and device response time will vary with network traffic and the computational capacity of each device.
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& Refer to vendor provided instructions and devgpecific documentation for additional information.

The Stub Analytics Plugin will be used in the installation example below, but applies to any camera
plugin. The Stub Analytics Plugin is a sample plugin that attempts to utilize and demonstrate some of the
features present in DW Spectrum and is included by default in the
plugins_optional/stub_analytics_plugin directory.

To activate Stub Analytics Plugin perform the following steps:

1. Copyor move the plugirto the plugins/directory.Forthe Stubplugin,it canbe foundin the default
plugins_optional/ directory. The file namesample_analytics_plugin.ddh Windows and
plugins_optional/stub_analytics_plugin/libsample_analytics_plugin.s®n Linux.

RestartDW SpectrumServer.

Inthe DW Spectrundesktopclient, opena cameraon the layout. Make surethe videostartsplaying.
Rightclickthe cameraandselectCameraSettings

Clickthe Pluginstab.

Clickthe toggleto turn on/off the featureto be tested.

ook wbN

Stub: Object Actions

stub: Motion Metadata
Stub: Object Actions

Detectior

Video analytics plugin

Cancel

7. Applychanges.
8. Once gluginisenabledfor acamerathe serverwill feed videoframesinto the integratedvideo analytic
engine for analysis.

For example, enabling Stub: Best Shots on a camera will generate a simulated object with a bounding
box around it. This simulated object is detected by the analytics engine as it moves across the camera's
stream and each detection shows up as a thumbnail in the Objects tab if the camera is open in a layout.
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See Analytics Event for information on configuring events.

If an object is detected, the "Analytics Object Detected" event may be triggered.

& Users can find and modify the p | u gSitervdide settings in the analytics tab on the Site
administration dialog.

DigitalWatchdogAnalytics

Finally, DW Spectrum supports the Region of Interest (ROI) feature which allows configuring analytics
from the desktop client rather than 3rd party software settings or cameras' web pages.

& Currently only StubAnalyticscanbe configuredin the desktopclient.

Region of Interest (ROI) is a feature found in cameras with built-in video analytics or third-party software

products. Rather than various third-partys of t war e or camerasdé web pages,
used to configure special functions on cameras like line crossing, perimeter intrusion, bounding boxes,
and the minimum and maximum size of detected objects.

This can optimize resources for processing and analyzing video and make analytics setup more intuitive.
& Currently, onlyStub Analyticscan be configured in the Desktop Client.

9 Region of Interest (RAH a feature often found in cameras with btiiit video analysis services.

9 ROls represents an area or line placed over the cameageris part of a defined event or detection alarm.

1 A single camera can have multiple ROI and often each ROI has its own settings for sensitivity, time, direction of
etc.

9 For many cameras the DW Spectrum Desktop Cti@mtiefine ROIs and configure detection settings.

1 Only one camera stream can be used with the ROI functionality.

9 TheAnalytics Eventule can be used to trigger akctionbased on data provided by an integration.

& This section describes the basic ROI types available through the Stub integration. While these example

like many integrations, each integration vendor defines the tools and settings available through the Desktop Clien

directly through software embedded in the camera or device.

The Stub ROI integration provides the following use cases types as examples representing the options available in
integrations.

9 Theexclusion polygois an area that will be ignored by any other Stub ROI that overlaps the same area on the
camera image.

1 Polygonsare closed shapes of between three and six points that can be repositioned on the camera image.

1 Boxesare four sided shapes created with a click and drag operation. Boxes have the same configuration options
polygons and they can be-stzed and repositioned, but they cannot be rotated and must cor8idegreeangles
at each corner.

1 Linesare limited to twapoints of definition that typically include a direction of travel that is part of the event
detection configuration.

1 Polylinexan contain multiple points and are often used to define an ROI that aligns with a unique physical
environment that must be accommodated. A polyline can cross itself, but it will not create a closed shape and ¢
be converted into a polygon.

9 TheSize Constrairfinction provides a minimum and a maximum bounding box. An object must be between the |
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and max sizes to trigger a detection evehlie min and max bounding boxes do not need to ovegldpe minimum
box must always be smaller than the maximum box.

The following outline generally applies to all Stub ROI types while respecting that not all ROI types have the same
configuration options.

1. Open the context menu of a supported camera and selé€camera Settings Integrationto open the dialog.

2. Scroll through the available ROI types and locate the ROI type (Boxes, Lines, Polygon, Size) to be defined.
3. Enter an optional captiotabel for the ROI to be displayed when the ROI shape is set to be displayed.
4

. Click the empty camerframe that contains the text "Click to add", or a currently configured ROI snhapshot to ent
ROI definition mode.

a. Select a color to be applied to the ROI graphics that will be placed over the camera image.

b. Place sequential ROI points to create a line or create and close a palgtiok and drag to create a box or to-re
size miamax bounding boxes.

c. ClickClearto erase all points and start over, or cliokto save the ROI and close the definition dialog.
5. Checkbox to select if the ROI shapdigplayed on videas an overlay.
6. Set any configuration options for the ROI being defined.

The following steps apply to analytical models that support multiple ROIs.
1. Open the context menu of the camera containing the ROI and seféatrrera Settings Integrationto open the
dialog.
2. Locate the ROI to be configured.
3. Use thetAddand-Deletebuttons to add or remove additional ROIs.
4. Repeat the steps to Define a Region of Interest described in the previous section.

1. Open the context menu of the camera containing the ROI and seféatrrera Settings Integrationto open the
dialog.

2. Locate the ROI to be deleted.

3. Click on the trash can icon to remove the R@iis cannot be undone.

The Digital Watchdog analytics plugins are integrated into DW Spectrum using DW API version 4.0 or
later. Different settings may be available depending on the type of analytics provided by the camera.

9 The ONVIF Analytics Plugin integrates-timaé analytics events from compatible ONVIF cameras directly into DW
Spectrum.

1 Only events are supporteglobjects and metadata are not supported.

1 Requires cameras with ONVIF Profile M analytics capability.

9 Some event types may not be recognized due to camera design or implementation.

1. Connect Cameragidd an ONVHompatible camera to your Site
2. Auto-Discovery: The plugin automatically detects available analytics event types from the camera.
3. Create Rules: Set ilgvent Ruleto initiate Actionsbased on analytics events.
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4. Automatic Subscription: The plugin subscribes to camera notifications when you create rules.

In addition to the DW Spectrum Server Monitoring display, users with the Site Health Monitor permission
can view detailed metrics using the Web Admin or Cloud portal.

Site health metrics are parameters of different components of the Site that provide valuable information
about the state of each component. Metrics are aimed at helping investigate problems and tune
performance. Below are some examples of the parameters available for each component type:

Alerts¢ Site server,cameraandstoragerelatedalerts.Eventnotificationsare not shownhere.
Sitemetrics¢ Thenumberof serverscamerachannelsstoragelocationsandusers,etc.
Servemetrics¢ CPU/RAMisage camerachannelsserverthreadsandnetwork connectionsetc.
Cameranetricsq¢ Vendor,model,firmware andvideoquality settings,etc.

Storagd_ocations; Capacityread/write speedandissuesegtc.

NetworkInterfacesmetrics¢ IPaddressesndi/o rates,etc.

Connecto a Siteusingthe WebAdminor CloudPortal

Selecthe Information tabin the headingmenu.

Selecthe componentto monitor in the left panel.

Optionally,downloadthe full report for offline review,recordkeeping,or sharingwith technicalsupport.

b

& All metrics are erased after the server has been restarted.

Occurs when the server is the master-server and a selected cloud connection condition creates a trigger. This
is a default event.

1 Cloud Database this event is triggered when a connection to the Cloud Database could not be established.

1 Cloud Server Sockethis event is triggered upon a detected issue while listening on the server socket connectior
1 Cloud Mediatorg, this event is triggered when a mastserver is disconnected from all Cloud Mediators.

9 Cloud Relays this event is triggered when a mastserver is disconnected from all Cloud Relays.

& LT aSOSNIft @ltdzSa INBE aStSOGSR:E (KSy GKS O2yRA
where the event occurs if any condition is triggered for at least one selected value.

9 Event Scheduling

Alerts are representations of metrics presented to the user once metrics pass a threshold where they reach
values potentially detrimental to the Site.

Alerts can show what's wrong with the Site without needing to go into detail. Below are some examples
of the alerts for each component type:

Sitealerts¢ Maximumnumberof serversor channelgper Sitereached.

Servemlertsq Offlineevent,highCPU/RAMisage]ogginglevelstatus,encodingthreadsgreaterthan 2, etc.
Cameraalerts¢ Cameraoffline event,IPconflict,framedrop, etc.

Storagealerts¢ Storageinaccessibler offline, storageissuein the last24 hours,etc.
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& All alerts (including aggregated alerts) are erased after the server has been restarted.

TheSitetab containsthe following Sitelevelmetrics:

Servers, Thenumberof serversin the Site

Camerachannels; Thenumberof camerachannelsn the Site
Storagdocations¢ Thenumberof storagelocationsin the Site
Usersg Thenumberof usersin the Site

SiteVersiong TheDW Spectrum Serverersion

The Servers tab contains the following server-level metrics:

9 Statusg Current status of the sever (online/offline).
9 Events count: Server Offline (2¢Mlumber of times the Server went offline in the last 24 hours.
1 Uptime¢ Length of time the sever has been active.
1 Cloud masteserver(flag)g Is current server responsible for connecting to the Cloud (yes=true | no=false)
9 Cloud DB statusthe current Cloud DB state can be:
o Connected when current server is the masserver.
o {ErrorMessage} related to Cloud DB connection.
0 ¢ (dash) when current server is not the massarver.
1 Cloud DB failurescount of DB events in a rolling 2®ur window.
9 Cloud Socket statusthe current socket state.
9 Cloud Socket failurescount of socket events in a rolling -Pdbur window.
9 Cloud Mediator statug the current Mediator state.
9 Cloud Mediator failureg count of Mediator events in a rolling 2#bur window.
9 Cloud Mediator UR{_the current internet address of the Mediator.
1 Cloud Relay statusthe current Relay state.
1 Cloud Relay failurescount of Relay events in a rolling-Béur window.
1 Cloud Relay UR]Jthe current internet address of the Relay.

9 Total CPU Usage (%CPU usage of the entire machine.

9 CPU used by VMS Server{%P Uusage of the DW Spectrum Server application.

9 Total RAM Usage RAM usage of the entire machine in GB.

9 Total RAM Usage (%)RAM usage of the entire machine as a percentage.

1 RAM used by VMS SereeRAM usage of the DW Spectrum Server application in GB.

1 RAM used by VMS Server @RAM usage of the DW Spectrum Server application as a percentage.
9 Server threadg Number of threads inside Server processes.

9 Camera channelsNumber of device channels in the Site.

9 Decoding threads The number of running decoding threads.
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9 Decoding speed Total decoding speed in megapixels per second, including thumbnails encoding.
9 Encoding threadsThe number of running encoding threads.
1 Encoding speedTotal encoding speed in megapixels per second, including thumbnails encoding.

9 Outgoing Primary streamsThe number of primary media streams that are being taken from the Server (includin
audio-only streams, such as from an 1/0O module).

9 Outgoing Secondary streamd'he number of secondary media streams that are being taken from the server.
9 Incoming connections Number of open incoming sockets, including UDT (TCP over UDP).

9 Outgoing connections Number of open outgoing sockets, including UDT (TCP over UDP).

1 Logging levet The type of logging enabled on the server.

9 Public IR; Public IP of the server.

9 OS¢ Operating System installed on the server.

9 OS Time Time as reported by theperating System.

1 VMS Time; Time as reported by the DW Spectrum server application.

9 CPU Name Available manufacturer and model information for the CPU.

9 Cores; The reported number of cores in CPU.

1 RAM¢ Amount of RAM (GB) installed on the server.

1 Events count: Time Changed (24iNumber of times the server's time had to be synchronized.

9 Transactions per secomdRepresents activity with resources settings and information being changed in the intern
database (from a moving average over the last 60 seconds).

1 Event Rules activations per secanidumber of times Event Rules have been triggered (from a moving average o\
the last 60 seconds).

9 REST API calls per secqitlmber of HTTP REST API per second (from a moving average over the last 60 seco
This number does not include API calls for media streaming and data proxying between servers.

9 Thumbnails per secor@dNumber of thumbnails decoded per second (from a moving average over the last 60
seconds).

9 Active plugins list Numbered list of plugins that are currently working on the server.

The Cameras tab contains the following camera-level metrics:

9 Name¢ Name of the device.

9 Serverg Name of the Server the camera is connected to.

9 Typec The type of device: Camera, MuBensor Camera, Encoder, NVR, I/O module, or Horn Speaker.
9 IP¢ IP address of the device.

9 Recording; The recording status of the device: On, Scheduled, or Off.
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9 Statusc The connectivity status of the device: Offline, Online, Unauthorized, or Server Offline.
9 Events; Camera Offline (1) Number of times the camera went offline over the past hour.
9 Eventg; Stream Issues (1k)Number of times the stream had issues over the past hour.

1 Resolutiory, The resolution of the primary stream.
1 Actual FP& Frames Per Second (FPS) of the stream.

1 Avg FPS drop (10 minpifference between the FPS being targeted and the actual FPS (average over the last 10
minutes).

9 Resolutiorg, The resolution of the secondary stream.
9 Actual FP§ Frames Per Second (FPS) of the stream.

1 Avg PPS drop (10 mirg) Difference between the FPS being targeted (set in the Advanced tab) and the actual FPS
(average over the last 10 minutes).

9 Archiveg Length of all archived footage associated with this camera.
1 Recording Bitrate (5mirg) Bitrate for the Camera archive (based on the last 5 minutes of recorded archive).

The Storage tab contains the following storage-level metrics:

Nameg Storagdocationpath

Serverg Nameof the serverthe storageisinstalledon
Typeg Typesof storagebeingused(local,smb,etc.)

Statusg Currentstatusof the storagedrive
Onlineg Thestoragedriveis onlineandnot disabledby the user
Disabled; Thestoragedriveis online but disabledby the user
Inaccessible Thestorageis offline
ServelOffline ¢ Theserverthat the storagedrive belongsto is offline
Issueg24h)¢ Numberof storageissueeventswithin the last24 hours

ReadRate¢ Storagedrivereadrate per second(from a movingaverageoverthe last60 seconds)
Write Rateq Storagedrivewrite rate per second(from amovingaverageoverthe last60 seconds)
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Total ¢ Sizeof the storagein gigabyteqGB)
VMSMedia(%)¢ Amountof the storagespaceoccupiedby data(asa percentage)

TheNetworkInterfacegab containsthe followingnetwork-levelmetrics:

Namec¢ Nameof the network interface

Serverg Nameof the serverthe networkinterfaceisinstalledon
State¢ Statusof the networkinterface:Up (active),or Down(disconnectedr disabledin the OS)
IP¢ IPvd4addresof the networkinterface

IN Rate¢ Theamountof datareceivedon the networkinterfacein megabitsper second
OUTRate¢ Theamountof datasenton the network interfacein megabitsper second

An Event Rule is an event-action pair I when an event is detected, the related action is triggered.

An event rule is a one-to-one definition: a given event can have just one action. However, as many event
rules as needed can be created. For example, an event that detects motion can be defined to send an
email as an action, and a second event that detects motion on a camera creates a bookmark as an action.

1 Anevent ruleis a set of conditions that, when true, initiate a defirsction

1 Theevent typeselected defines the available parameters for both the event and the action.

1 Create multiple rules using the same event conditions to initiate multiple actions for a singular event.

1 An assortment of frequently used rules and actions are included with the DW Spectrum Desktop Client.

9 Lookup Listare a Sitewide set of values that enable multiple events and actions to updated at once.

1 Certain events will pulskighlight the device initiating an action to gain the users attention.

1 Authorized users can creatvent rulesandactionsthat useHTTP methodt interface with thirdparty services or
Site (API) endpoints.

9 Authorized users can create @greenSoft Triggeevents to test actions or enable users to manually start an
action at their discretion.

9 Most event rulesandactionscan be disabled, deleted, or set to only run on a defined, haathedule
1 Event rules with invalid settings are flagged in the event list and invalid options are flaggedEiretiteRule

Configurationdialog.
1 Most actions include an interval setting to limit the frequency of actions taken.

There are three types of event rules:

Usereventsc Customdefinedfor awide varietyof conditions,usingthe availableeventsandactions.
Sitegeneratedeventsc Existfor notification of criticalstorage andconnectionissuesa usercannot
configure or delete them.
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DefaultEvents; Preconfiguredeventsthat run in the backgroundvheneverDW Spectrumis open. Default
events are triggered b8itelevel circumstances such as storage issues, license issues, device
disconnection, etc.

Events are automatically recorded in the Site® Event Log (see "Viewing Events Log").

The "Write to Log" action can be used to write an event to the log without needing to perform an external
action such as playing a sound, sending an email, setting a bookmark, etc.

Site metadata (device ID, date/time, IP address) is available for use in select actions.

Use any of the following methods to open tBgent Rulelst and view a summary of all event rules.

9 Open the main menu, sele8ite Administration>Generaltab and click theevent Rule$utton.

9 Open the context menu from the Notifications panel and chdegent rules.

1 Use the device context menu and sel€zmera Ruleto display the rules that apply to that specific device.
1 Click on theCamera Rulebutton in theGeneral tab of the Camera Settingslog.

9 Press the hokey combination of CTRL + E (Windows) or CMD + E (macQOS).

The following actions are available within the dialog box for event rules.

9 When no existing rules are selected, thadd Ruleébutton is available to open a blafdvent Rule Form

1 Click on any exiting rule to open th&ent Rule Forwhere configuration changes can be made.

9 The button toduplicatea rule is available only when one checkbox next to an existing event rule is selected.
1 If multiple, existing rules are selected, the ev&uheduledelete, and enable/disable toggle is available.

Due to their importance, or simply to make an event noticeable in a dense layout, certain events provide
built-in visual indication when triggered. For critical events 1 storage issue or storage not configured,
server failure or conflict, device disconnected, etc. T red outlines will radiate from the perimeter of the
related item in layout. For other less critical events i motion on camera, input signal on device i yellow
outlines will radiate from the perimeter of the related item. The server monitor also provides a similar
visual indicator when a server issue is detected.

Using the Event Rule Lg©Once a rule is defined, it can be turnedor off usinga checkbox ithe event
ruleslist. Turningarule off meansthe eventwill not be detectedandthe correspondingactionwill not be
performed.

Usingthe Schedule Forany rule,detectionof the event carbe turned on or off in incrementsof one hour
using a weekly calendar (seBvent Schedulifg

UsingGlobalNotification¢ Notificationof a rule occurrence caite turnedon or off Sitewide (see
"Global Notification Settings The rule is still on, but notifications are not sent when it triggers.
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Rule configurations can be returned to their default settings:

2. Clickon Restoreall Rulesto Default
3. Clickresetto acceptchanges.

© IMPORTANT: All user-defined rules are discarded when default rules are restored.

See "Using the Event Rules List" and "Using the Event Rules Form".

Rightclickon asinglerule in the listandchooseDeletefrom the contextmenu
Usethe Deletebutton at the top of the dialog.

© IMPORTANT: There is no confirmation prompt before a rule is deleted.

The following events and actions are supported:

Events Actions

UserEvents p Bookmark

M AnalyticsEvent u DeviceOutput

K Generidevent u DeviceRecording

H Input Signabn Device 1 DOHTTP(siRequest
M Motion on Cameras 1 ExecutePTZPreset
M PluginDiagnosticEvent 1 ExitFullscreen

p SoftTrigger p OpenLayout
DefaultEvents 1 PanicRecording
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| DevicedDisconnected K PlaySound

| DevicedP Conflict K1 RepeatSound

M Licensdssue p SendEmail

M NetworklIssue p SendMobile Notification
K ServerConflict | Setto Fullscreen

K ServerFailure K1 ShowDesktopNotification
p ServerStarted M Showon AlarmLayout

| Storagelssue K1 ShowTextOverlay
Site-Generatedevents 1 Speak

p Archivelntegrity CheckFailure M Write to Log

p EmailAddresaNot Set

1 EmailNot Setfor Users

K1 EmailServemNot Configured

K Errorwhile Sendindgemail

1 LDAPSyndssue

K Licensesot Configured

M RelndexindirchiveCanceled

M RelndexindirchiveComplete

K1 RemoteArchiveSynchronization

K Storagenot Configured

p Sitein SafeMode

K TimeSynchronizatiofssue

Thereare severawaysto openthe EventRuledialog:

Openthe contextmenufrom the notificationspanelandchooseEventrules.

OpenSite Administration > Generaltab andclickthe EventRulesbutton.

Usethe devicecontextmenuandselectCameraRules(i.e.,DeviceRule$ to list just the rulesthat applyto
that specific device.

Clickonthe CameraRulesbutton in the CameraSettings(i.e.,DeviceSetting$ dialog.

Each row in the event rules list is a rule. A small dot in the left-most # column indicates that an event has
unsaved changes.
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+ Add — Delete = EventLog..

Action Interval of Action

p notification

R R R I

3

0On Camera Disconnected © <Any Camera> Show desktop notification ~ Administrators, Power Users Evervy 1 minute

)

n Camera Disconnected Do Show desktop notification

© <Any Camera>

-~ Administrators, Power Users

[ Force Acknowledgment

[ Schedule...

Restore All Rules to Default | ) Cancel

If a rule is not configured correctly, it will be highlighted in red.

The column headers can be clicked to sort rules in ascending or descending order by the values in that
column. The Filter field applies to devices (Source column) only. Filter results refresh as characters are
entered, and will include rules that apply to multiple devices if any one of the devices matches the
criteria. Rules that apply to <Any Device> will never be filtered out. To disable filtering, clear the field.

The event rules list provides basic editing functions. Clicking on any parameter in the list opens a pull-
down menu where that parameter can be edited. Right-clicking on any parameter opens a context menu
where a New rule can be added, Delete the selected rule, or set a Schedule for the selected rule.

Rule parameters can also be configured using the Advanced Settings Form on the lower half of the
dialog (see "Using the Event Rules Form").

The form opens in the lower half of the Event Rules dialog when a rule is selected from the list or when the
Add button is clicked. It may include parameters not available in the Event Rules list.

The follow setting and options are present for every event rule type while all other parameters are defined by the ev
type and action type selected.
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1 A title and comment field provides for unique labeling that can found using search tools.

1 Each event rule form includes a shsi@itch to enable or disable the event rule.

1 Click the schedule icon to opens a matrix of days and full hour increments to set when the event rule will be act
9 Alert icons are displayed near invalid settings in the configuration dialog.

1 The configuration dialog uses pdibwn menus for key attributes and multiptelection pick lists for devices and
users.

1 Selections may be lost when changing the event or action type to one that does not share the same options.

1. Click theAdd button (or right-clickon anexistingrule inthe listandclickNew in the contextmenu) The
form will open and a new line for the rule is added to the list.
2. Selecthe Eventto bemonitoredandthe Actionto executewhenthat eventoccurs.Eachrequiresoneor
more of these parameters:
ForEvents:
Yy Whenc Clickon thisfield in the form (or the Eventfield in the list)to selectfrom the menu
of events.
Yy Startsor Stops; Thepresenceof this parameteris dependenton the kind of event. Sets
when the event is triggered.
y At Clickonthisfieldin the form (or double-clickonthe Sourcefield in the list)to selectone
or more devices.
Yy Schedulg Clickon this button to opena calendarfor "Settinqup Scheduldor Tracking
Events.

ForActions:

Yy Doc Clickonthisfield in the form (or the Actionfield in the list)to selectfrom amenuof
actions.

y At The presencef this parameteris dependenton the kindof action.Clickonthis field in
the form (or theTargetfield in the list) to select one or more devices that will execute the
action. At least one device must be selected for a rule to be valid.

Yy Tog The presencef this parameter iglependenton the kindof action. Cliclon this fieldin
the form (or the Targetfield in the list) to selectone or more usergroupsasrecipientof the
action. At least one user must be selected for a rule to be valid.

Yy Intervalof actionand Fixedduration ¢ See"Instant, Intervalor FixedDurationActions"in the
below section.

3. Enteranydesiredremarksin the commentsfield.
4. Applychanges.

& If one or more rules are not correctly defined, the error message "Some rules are not
valid and may not work, OK?" will appear. Click Yes to disable the invalid rules (invalid rules remain
in the list but the respective On checkbox will not be checked). Click No to allow invalid rules to be
active (the respective On checkbox will be checked and the rule will be highlighted in red).

5. Inthe eventrulelist, setor clearthe Oncheckboxo enableor disablethe rule.
© IMPORTANT: Make sure notification for the event type is turned on in Global Notifications.

Event rules use selection lists to choose devices and users. Selection and filtering behavior, described in
the next topic, is consistent in both.
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Some events may be continuous, some can only be instant, and some may be either (generic or analytics
events).

Continuoug; Eventghat canoccurcontinuously suchasa motion on acamerarequire astate definitionof
either Startsor Stops.

Instantg Eventsthat occurinstantly,without duration,suchasa devicebeingdisconnectedr aserver
starting. For generic and analytics events, instant events are laedrs

The following parameters are available for most actions, depending on their intended behavior.

Interval of Actiorg Check this box to limit the frequency with which an action will occur in response to an
event.Enteranintegervalue (1¢ 999)in the No more than onceper field, andselecta correspondingime
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increment (sec, min, hrs, days). This feature is useful, for instance, with an action like show
notification where the triggering event may be continuous, but it is only necessary to be notified
periodically.

Instant¢ Uncheckhis option sothe actionwill executeeverytime the eventoccurs.

Fixed Duratiort Check this option to specify how long an action will last, typically in response to a
continuousevent.Enterthe durationin secondsZerois not avalidentry, anddependingon the actionthere
may be an upper limit to the duration.

For events, choose the device(s) that will trigger the rule. If no specific devices are selected (shown as
<Any Device>), the rule will apply to all devices.

For actions, choose the device(s) that will respond to the event. At least one device must be selected for
a rule to be valid.

Draganddrop devicesrom the resourcepanelinto the At field.
Alternately,usethe SelecDeviceglialogwhichlistsall serversin the Site andall devicesattachedto
them:

©) TD-5422E1-VT1

o= DW Cerritos Server2_Failover

= DWC-PDS10Wi28A 192.168.15.206
= DWC-PZ21M69TW 192.168.15.73
T DWC-MB4SWIAT
) DWC-MVD8WIi28TW
) DWC-MVDSWIATW
&= DW Cerritos Server3_BJAI
"i Al Server
& THERMAL+AI
= DW TAMPA Server BJDX

7 DWC-MVBSWIATW
1. Clickonthe At field in the advancedsettingsform to openthe SelecDeviceglialog.
Checkhe desiredindividualdevicespr clickad S NJ&Rkebkbbito selectall devicesonthat server.
3. Optionally,usethe Filter field to searchfor specificdevices All deviceparametervalues(name firmware,
vendor, etc.) are searched. The results update immediately as characters are entered in the field.

N

4. ClickApply changes.

For events, select the user(s) the event will be available to. At least one user must be selected for a rule
to be valid.

For actions, select the user(s) who will be recipients of the action. At least one user must be selected for
a rule to be valid.

Usethe SelectUsergdialogto selectoneor more users:

1. Clickonthe Tofield (alternatelylabeledFor,Availableto, Playto users,or Speako userg in the advanced
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settings form to open th&elect Userdialog.
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2. Checloneor more users,usergroups,or checkAll usersto selectall usersin the Site
ToseeindividualusernamesenableShowall users(green)andcheckthe desiredindividuals.

w

4. Usethe Searclfield to locateusername®r groupsthat containthe charactersentered.Filterresultsrefresh
as characters are entered.

For actions, choose the layout that will open in response to the event. The "Open layout" action allows
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Dolphin
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only one layout to be selected. The "Set to fullscreen” and "Exit fullscreen” actions allow more than one
layout to be selected, but the action will only take effect in the layout that is open at the time of the event

being triggered.
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By default, event monitoring is active 24 hours a day, 7 days a week. If an event only needs to be
monitored at certain times, it can be assigned to a schedule. Site-generated events cannot be placed
on a schedule since they are always on.

€4 A rule can be disabled entirely by unchecking the On box in the Event Rules list.

1. Selectaneventfrom the eventruleslist, andclickonthe Schedulébutton to openthe dialogshownbelow.
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Schedule

2. Clickthe Onor Off button to determinemonitoring behaviorin specificl-hour cellsfrom 12AMto 11PM.
3. Clickin acellto applythe selectedschedulesettingto cells,or usetheseshortcutsto applyto multiple cells:
Clickanddragto selectmultiple cells
Clickthe hour headingto selectanentire column
Clickthe dayof the weekto selectanentire row
ClickAll to selectall cells
4. ClickOKto acceptor Cancelo discardchanges.

Notification of a particular event type or Site alert can be turned on or off globally. The notification setting
does not affect event detection or action execution, only whether notifications are sent to the notification

panel.
© IMPORTANT: The window can be expanded to show all the options in the list.

1. OpenMain Menu > LocalSettings> Notifications or right-clickanyopenspacein the notification paneland
selectFilter.

2. Checkshowall notifications soall eventswill displayin the notification panel,or uncheckit to select
individual notification types to display

3. Applychanges.
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[} Show all notifications

Events

[ Motion on Camera
Input Signal on Camera
Camera Disconnected
Storage Issue
Network Issue
Camera IP Conflict

/4 Server Failure
i Server Conflict
Server Started
License Issue
i Soft Trigger
Analytics Event
i Plugin Diagnostic Event
PoE over Budget
Fan Error
Analytics Object Detected

v; Server Certificate Eror

LDAP Sync Issue

Generic Event

System Notifications

Email address is not set

No licenses

Email server is not set

Some users have not set their email addresses
Error while sending emall

Storage is not configured

Rebuilding archive index is completed
Rebuilding archive index is canceled by user
Archive integrity problem detected

The System has no internet access for time synchronization
Backup storage is not configured

Camera recording schedule is invalid

U C U CU A C U CU CU C U CU U C U EUBI CUBICY

Storage for analytics data Is not set

( Cancel

Each event that occurs in DW Spectrum is stored in the event log and displayed in the "Events Tab". The

event log makes it easy to navigate through past activity and diagnose device or server issues.

1. OpenMain Menu > Site Administration > Generaltab andclickon the EventLogbutton.
2. Openthe contextmenuby right-clickinganywhereon the notification panel,then chooseEventLog.
3. Usethe Ctrl+Lshortcut.

170



Use the search box at the top right of the event log to search descriptions of all logged events using keywords.

Events are displayed in the following columns. The column headers can be clicked to sort the log in ascending
or descending order:

Date/Timeg Dateandtime the eventoccurred

Eventg Thetype of event

Source; Theresourcethat initiatesthe event: device(motion detection,input signaletc.)or server(storage
issue, server failure, etc.)

Actiong Theactionthat is performedwhenthe eventoccurs

Target¢ Theuseror deviceghat receivethe action

Descriptiorn; Anyadditionalinformation. Formotion detectionevents,the descriptionincludesa hyperlink
that will open the device in a new layout and start playback of the event.

Start dateand Enddate ¢ Selecta dayin eachof thesecalendarfieldsto showonly eventghat occurred
during a particular period. The default display is the current day. Dates are shown in mm/dd/yy format.

Eventtype ¢ Fromthe pull-down menu,selectaneventcategory(AnyEvent AnyDevicelssue AnyServer
Issue, Analytics Event, Generic Eyenmtspecific type of event within those categories.

Deviceype¢ Displayeventsoccurringon a particulardeviceonly (appliesto Motion, Input and Device
Issues).

Actiong Displayonly the eventscausedby a particularaction.

Click the Clear Filter button to remove all filter conditions. Click the Refresh button to add any new log
entries to filtered results.

The context menu of an existing record can be used to filter the event log according to that record. For
example, right -click on a specific record and choose Filter Similar Rows i only the events occurring
on the same source and event will be displayed. To clear all existing filters, click Clear Filter at the top
right or open the context menu on an existing record and choose Clear Filter .

Device; Openthe devicecontextmenuandselectCheck{devicetype} Issues
Serverg Openthe ServercontextmenuandselectServerDiagnostics

Context menus in the event log provide different options, depending on the field (event, source, action,
etc.) from which they are opened. The following options are available from the context menu for all fields:

SelectAll (Ctrl + A) ¢ Selectsall entriesin the log.
ExportSelectiorio File¢ Saveghe selecteddatato anHTMLor CSMext file.
CopySelectiorio Clipboard; Copieghe selecteddatato the clipboard.

Context menus in the Source field provide several additional functions, depending on the device.

Click and drag the mouse or use Ctrl + Click or Shift + Click to select multiple entries and apply the
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desired option to multiple events.

Technical support may request an event log. See "Contacting Support".

1. OpenMainMenu>SiteAdministration>Generab> EventLog
If necessaryfilter by eventor camera.
Selecthe eventsto be exported,or usethe contextmenuto selectall.
Openthe contextmenuandchooseExportSelectionto File
Choosdhe savelocation,enter afilename,andselectthe file type:
.html
.CSV
6. Savehefile.

ar e

When events are paired with the Do HTTP(s) Request action, they can contain parameters in the HTTP
content section, which are replaced by the appropriate fields automatically.

Analytics Events have four placeholders that can be used in the Do HTTP action:

{event.camerald§ Replacedy the selectedcamera's<CamerdD.

{event.cameraName} Replacedythe selectedcamera'sname(usingthe dropdownlist nextto "At").
{event.eventType¢ Replacedy the selectedeventtype (usingthe dropdownlist nextto "EventType").
{event.eventName§ Replacedy the objector line name.

{event.camerald}
{event.cameraName}

{event eventType}
{event.eventMame}

Generic Events have three placeholders that can be used in the Do HTTP action:

{event.source}, Replacedy the contentin the "Sourcecontains'field.
{event.caption)c Replacedy the contentin the "Captioncontains"field.
{event.descriptionk, Replacedythe contentin the "Descriptioncontainsfield.

{event_source}
{event_caption}

{event.description}

A generic event with the following data:

Sourceg 3fa8516457174562b3fc-2c963f66afab
Caption¢ Homepage
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Descriptiong https://www.google.com/
The action for the above generic event is Do HTTP(s) Request with the following data:
HTTRJRLg https://localhost:7001/rest/vl/webPages

HTTRContentg {"parentld": "{event.source}";'{event.caption}":"string","url": "{event.description}";"name":
"{event.caption}"}

Contenttype ¢ MIME

When the generic event is triggered, the HTTP content for the Do HTTP(s) Request action will
automatically change to the following:

{"parentld": "3fa85f64-5717-4562-b3fc-2c963f66afa6", "Homepage": "string","url": "https://www.google.com/"}

The trigger for an action is an Event. Each event has its own parameters, and most events can be
defined with "Event Scheduling" to control the days and times event detection is enabled.

Refer to the event description for more information:

AnalyticsEvent
AnalyticSObjectDetected

Archivelntegrity Checkrailure(Site)
ServelCertificateError
Devicedisconnecteddefault)
DevicedP Conflict(default)
EmailAddresaNot Set(Site
EmailNot Setfor Userg(Site)
EmailServerNot ConfiguredSite)
ErrorWhile Sendincgemail(Site
Generidevent(default)

Input Signabn Device
LDAPSyndssue

Licensedot ConfiguredSite)
Licensdssue(default)
Localstorageis usedfor analyticandmotion data(Sit€)
Motion on Camera
NetworkIssue(default)
PluginDiagnostidcvent
Relndexind\rchiveCanceledSite
Relndexind\rchiveComplete(Site)
RemoteArchiveSynchronizatioifSite
ServerConflict(default)
Serverrailure(default)
ServelStarted(default)
SoftTrigger

Storagessue(default)

StorageNot ConfiguredSite)

Sitein SafeMode (Site)
TimeSynchronizatiomssue(Site)
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An Analytics Event occurs when DW Spectrum Server receives a special HTTP request from a device
with built-in video analytics. If a camera has analytics enabled, DW Spectrum can render visual displays
in a layout for the various types of analytics data received. Event metadata is also captured, and can be
searched, filtered, and further analyzed.

@ IMPORTANT: Analytics must be configured in the camera first to be detected by DW Spectrum.

For example, video analytics can detect when a vehicle has entered a certain area, zoom in on the
license plate, and then perform license plate recognition. The corresponding event in DW Spectrum
could render a bounding box of one color around the car, a bounding box of another color around the
license plate, and trigger an email alert to security personnel. See "Analytics Object Detected" for more
details about analytics events that specifically involve object detection (i.e. temperature detection is an
analytics event with no object detection, but face recognition is an analytics event involving object
detection).

Any number of video analytics devices can be connected to the Site, and for each device, any number of
video analytic types can be enabled. Visualizations are captured and displayed as a bounding box in a
user-specified color for each event or as a point for objects with a coordinate but no size. Once defined,
an analytics event can be searched and filtered by entity type (notifications, bookmarks, events, motion,
detected objects), by area as with motion search, by class or by attribute using unified text search of the
caption and description fields, or by date interval. A counter shows the number of results that match the
search criteria.

1. Usethe cameraweb pageto confirmthat analyticsdetectionis properly configuredand enabledin the
device(s).

2

Somecamerascanhavetheir analyticsdetectionconfiguredin the DW Spectrumdesktopclient. SedPlugins and

Analyticsfor more information.

2. OpenEventRulesandclickthe Add button to createanewrule.

3. SelectAnalyticsEventfrom the Whenfield.

4. Clickonthe At field to selectthe device(s}that will be generatingthe third-party analyticsfor the rule. In the
Select Devices list, cameras that do not support analytics are highlighted in red.

&

Analyticsintegrationworkswith certaincameramodelsonly,andeventtypesdiffer from camera to camera. A

warning notification will open if one or more of the selected cameras does not suppaltics.
5. Chooséhe EventTypethat will triggerthe rule.

&

Eachdevicewill havea different setof availabletriggersdependingon the analyticcapabilities provided by the

manufacturer. Only those available for the selected devices will be listed.
6. Optionally,usethe Captionand Descriptiorfieldsto enter or filter attributes or metadataprovidedby the

analyticsdevice.Entriesin thesefieldsshouldmatchthe correspondindieldsin the HTTRequestandare
case sensitive. If the field is empty, it will always be considered a match.

Captiong Optionalclassvalueusedto identify objecttype.
Descriptiorg, Optionalattribute valueusedto distinguishobjectswithin a class.

EventScheduling

Requesisfiltered out. Editor clearthe Captionand Descriptiorfieldsandtriggerthe eventagain.
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Globalnotificationfor thiseventis disabled.

This is a narrower type of Analytics Event meant to be used specifically with video analytics providing
object detection metadata. This event will allow such events to be appropriately categorized based on
the object type selected, improving how it gets stored in the Archive for later retrieval when using the
search function. See "Plugins and Analytics" for details.

At ¢ Clickin thisfield to selectdevicesto monitor; all devicesthat supportobjectdetectioncanbe selected.
ObjectTypeg Dependingon the analyticspluginbeingused,different selectableobjecttypes(e.g.,car,
human, bicycle, etc.) may be available.

Attributes¢ Eventwill onlytriggerif namesenteredin this field matchthe attributesof detectedobjectsin
the objects tab.

en Analytics Object Detected Do Show desktop notification
© 10cameras

Person = Administrators, Power Users

Gender=Woman Age=Adult| [ Force Acknowledgment

[ Schedule...

In the example above, the analytics plugin should support face detection with the Gender and Age
parameters to ensure the event is working.

EventScheduling

Eventattributesare setincorrectly
Globalnotificationfor this eventis disabled.

An Archive Integrity Check Failure event occurs when Archive files are removed, renamed, or otherwise
manually changed; when a file has an incorrect timestamp, or if Archive backup does not complete
successfully. The storage path where the problem was detected shows when the mouse hovers over the
notification. This is a Site-generated event.

Users with Owner or administrator privileges will also receive a notification when attempting to view an
altered Archive for the specific camera affected. The storage path where the problem was detected
shows when the mouse hovers over the notification. More information i such as the exact file name i
can be obtained from the server log files (see "Collecting Logs").
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Globalnotificationfor thiseventis disabled.

A Device Disconnected event occurs if a device is disconnected for whatever reason (network issue,
device malfunction, etc.). This is a default event.

Devices are considered disconnected if no data is received for 10 seconds. If a device is experiencing

network issues for over a minute, then (1) appears next to it in the resource panel. Once data is received
from the device, the status is automatically changed back to online.

Additional related events may occur that can help to investigate the issue:

NetworklIssuec Indicatesthe networkis unableto transferdatabetweenthe deviceandserver,potentially
the reason a device goes offline.

ServerFailurec If aserverisdown, all hosteddeviceswill appearoffline.

CamerdP Conflict¢ If anothercamerawith the samelPaddressntersthe network, one of thesetwo
cameras will go offline.

ServerConflict If different serverson the samenetwork accesandpull datafrom the samecamerasSome
cameras may drop offline because they are not able to provide several streams simultaneously.

At ¢ Clickin thisfield to selectdevicesto monitor, or use<AnyDevice>o monitor all devices.

EventScheduling

Toomanydevicesare monitored, triggeringtoo manyevents.
Devicesdeingmonitoredare offline.

Actionis not configuredproperly.

Globalnotificationfor thiseventis disabled.

A Device IP Conflict event occurs if another device with the same IP address has entered the network,
resulting in one of the two devices going offline and generating a Devices Disconnected event. This is a
default event.

EventScheduling

Globalnotificationfor thiseventis disabled.
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An Email Address Not Set event occurs when a logged-in user does not have an email address
configured in the Site and is therefore unable to receive Email notifications.

This Site-generated event is disabled by default.

Useris notified that their emailaddresss not configured.
Administratoris notified that a userdoesnot haveanemailaddressspecified.

Click the notificationto opent h e uesnailrsditings dialog (see "Changing User Settings"). This
notification will close automatically once the email address is set.

Email notifications cannot work if an Email Server Not Configured (Site). In this case, an Error while
Sending Email notification will display.

Globalnotificationfor this eventis not enabled.

An Email Not Set For Users event notifies the administrator when one or more users do not have an email
address specified and are therefore unable to receive mail notifications.

This Site-generated event is disabled by default.

When an administrator receives notification that a particular user does not have an email address

specified, they can click on the notification to open the User Settings dialog for that user. The notification
will stop once an email address for the user has been set.

Globalnaotificationfor thiseventis not enabled.

AnEmailServeiNot Configureceventoccursif an EmailServeris not configured.Thisis a Sitegeneratedevent.

Byclickingthe notification,the SiteAdministrationdialogopensto the Emailtab whereanadministratorcan configure
Outgoing Email SettingSee Configuring the Email Server

This notification will hide automatically once the email server is configured.

Globalnotificationfor thiseventis disabled.

AnErrorWhile Sendingemaileventoccurswhensendingan emailnotification fails. Thisis a Sitegeneratedevent.

By clicking the notification, the Mail Server settings dialog will open (see "Send Email" for

details). This notification will hide automatically once email is configured.

177



Globalnotificationfor thiseventis disabled.

A Generic Event occurs when the server receives an HTTP request from an external Site such as an
alarm Site, access control device, or monitoring Site. This is a default event.

DW Spectrum allows third-party Sites and devices to send an HTTP string known as a "createEvent” API
call. The createEvent request must follow the proper format to be read by the server, and the event fields
in the rule must match the corresponding fields in the HTTP request to be acted upon.

Together with the "Do HTTP(s) Request" action, which can send an HTTP request, bidirectional API

communication between DW Spectrum and other software Sites can be created. A generic event can
automatically replace the appropriate action parameter placeholders used in a "Do HTTP(s) Request"
with the corresponding parameter's value. See "Using a Server's Web Interface" for more information.

& Values in the event field are case-sensitive, and an empty string functions as a wildcard,
where any value is considered a match.

Each request contains the following fields:

Source

Caption

Description

Metadata¢ Usedto passadeviceidentifier that will specify devicethe eventislimited to (cameras|/O

modules, etc). To obtain the device identifier:
Open the device context menu and click Device Settings. In the General tab, the device identifier will be
displayed as Camera/Device ID. The device identifier should be passed in the following format:
{"cameraRefs":["<id>"]}. In HTML encoding it will look like this: {%22cameraRefs%22:[%22<id>%22]}.

@ IMPORTANT: A device must be specified if the generic event is linked to a notification, and the
"Force Acknowledgment" option is required. In this case, once the notification is acknowledged, a
bookmark will be created and linked to the specified device. See "Show Notifications" for details.

Occurs/Starts/Stops This is an optional field fdhe "State". Ifthereis no "State" field in the HTTP request,
the event is considereihstant. If specified, the event is consideredntinuous and the rule requires a
State-Active (Start)or StateZnactive (Stop)attribute. If a genericeventcontainingStateActiveisreceived,
the resulting action will continue until the server receives a generic event with the same parameters that
contains Statekactive

& If a continuous action such as "device recording” or "repeat sound" is bound to an instant
generic event (one without a State field), the rule will not work. (See "Configuring Event Rules" for
more information about continuous and instant events.)

http://127.0.0.1:7001/api/createEvent?source=%2201%22&caption=%2Xnocko2Knocko22&description=%2
2Visitor!%22&metadata={%22cameraRefs%22P066fbf9e2e11-a501-6e15dfb0fb97c7cl8622]} This HTTP
request:

Sendglatato a Serverat IPAddressl27.0.0.1andPort 7001,
Source;"Door"
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http://127.0.0.1:7001/api/createEvent?source=%22Door%22&caption=%22Knock%20Knock%22&description=%252

Captiong "KnockKnock™
Descriptior "Visitor!"
State¢ Not used,soit isinstant

Devicddentifierc 066fbfoc2e11-a501-6e15dfb0fb97c7chb

Remember, fields in the generic event must match the corresponding HTTP request and are case-
sensitive. For instance, for an event configured as Source "foo", Caption "bar", and Description ™"

(empty):

An HTTRequestwith the following data WILL
trigger a Generic Event:

AnHTTRequestwith the following datawill NOT
trigger Generic Event:

Source "f0012345"(contains'foo™)

Source; "Fo012345'(contains'Foo" insteadof "foo")

Captiong "bartender" (contains'bar")

Captiong "batender" (doesnot contain"bar")

Descriptionc (emptystringmeansallvalues
match)

Descriptiong "Loremipsumdolor sitamet" (empty
string means all values match).

Omit Logging; When checked, the generic event will not be added to the event log. This option allows an
actionthat istriggeredin rapid successior with avery highfrequencyto be performedwithout aDatabase
call or Database storage that would cause undesirable "spamming" of the event log. Even if the "Omit
logging" checkbox is enabled, a generic event with a "Write to log" Action will still appear in the event log.

see"EventSchedulinty

HTTRequestisnot correctlywritten. Referto the serverAPI.
Requesisfiltered out. Tryclearingall fields(SourceCaption,Descriptionjandtriggerthe HTTRequest

again.

HTTRequestisboundto acontinuoustype of actionbut doesnot containthe "State"field.
Adeviceis not specifiedbut the eventislinkedto a notificationandthe "ForceAcknowledgmentoptionis

set.

Globalnotificationfor thiseventis disabled.

An Input Signal On Device event occurs if an input signal is detected on one or more device(s). DW
Spectrum can detect input signals on any ONVIF-compliant devices that support receiving input signals.

Wheng A signalcanbe continuous so theeventmustbe definedasoccurringwheninput "Starts' or

"Stops.

At ¢ Device(spnwhichthe input signals detected.TospecifydevicesseeSelectionListsin EventRules
Choose<Any Deviceto detect input signals on all devices supporting that input.

€4 A warning notification will open if one or more of the selected cameras does not support this
event. These cameras will be highlighted in red.
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InputID ¢ the I/O moduleport from whichto take asignal(seeSettingUp I/0 Modules.
EventScheduling

Toomanydevicesare beingmonitored,causingoo manyeventsto occur.
Deviceghat are beingmonitoredare offline.

Actionis not configuredproperly.

Globalnotificationfor thiseventis disabled.

An LDAP Sync Issue event occurs when the LDAP server fails to synchronize with the Site. The event is

inclusive of any issue that prevents successful LDAP synchronization, such as improperly configured
proxy or connectivity issues.

© IMPORTANT: LDAP users will not be able to connect to a Site (see "LDAP Users and Groups").

Whenc A Sitedefinedtriggerlinkedto the resultof the LDAPsynchronizatiomoutine
Do¢ OnlyPanicRecordingand RepeatSoundare not permitted actionsfor LDAPsyncissueevents.

Failedto connectto LDARserver.

Failedio completethe synchronizatiomwithin the timeout setting.
Nouseraccounton LDARservermatchthe synchronizatiorsettings.
SomelLDARusersor groupswere not found in the LDAFDatabase.
Changebeingmadeon LDAPRserverduringsynchronization.
IncorrectLDARconfigurationor misalignedattribute mapping.

Actionis not configuredproperly.

ALicensedlot Configuredeventoccursif no licensesre activated.Thisisa Sitegeneratedevent.
Cameras cannot be recorded if no licenses are configured. However, licenses are not required to view

cameras. Click on the notification to open the license dialog. See "DW Spectrum Licenses".

The notification will hide automatically once at least one license is activated.

Globalnotificationfor thiseventis disabled.
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A License Issue event occurs when a trial license expires, or when the server on which licenses are
activated goes offline. This is a default event.

Camera streams cannot be recorded in the event of a license issue. Some analog cameras connected to
encoders or I/O modules may remain viewable. Once recording has stopped, a license issue event
generates a notification. The notification will list the cameras that are not being recorded. Upon clicking
the notification, the license dialog will automatically open (see "DW Spectrum Licenses").

When a server goes offline, there is a 30-day failover period for the licenses that were in use, during
which recording can continue. The server must be restored, or a new license must be activated during
this grace period, or recording will stop on as many cameras as there are missing licenses.

Globalnotificationfor thiseventis disabled.

A Localstorageis usedfor analyticand motion data eventoccursif a Site(OS)riveis usedfor analyticand
motion data. This is Sitegenerated event.

This event triggers a corresponding notification for administrators only when the desktop client connects
to the Site. Upon clicking the notification, the storage configuration dialog will open. See "Configuring
Server and NAS Storage" for details.

EventScheduling

Globalnotificationfor thiseventis disabled.

A Motion on Cameraeventoccurswhenmotion is detectedon camera(s).

© IMPORTANT: Recording must be enabled on the selected cameras for this rule to be functional.
See "Setting a Recording Schedule” for instructions on enabling and configuring recording.

Wheng motion can be continuous so the event must be defined as occurring when m@&tarts' or
"Stops. If no motion occursfor 3 secondsthe currentmotion event isconsideredstopped.Whenmotion
occurs again, a new motion event is generated.

At ¢ device(spnwhichmotion detectionwill be enabled.TospecifydevicesseeSelectiorListsin Event
Rules Choose<Any Deviceto detect motion on all devices.

& A warning notification will open if one or more of the selected cameras does not support
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motion detection. These cameras will be highlighted in red.

EventScheduling

Recordings disabledfor camera(s}hat are beingmonitored.

Motion maskis not set properly.See' Settingup Motion Detectior'.
Toomanycamerasare monitored, triggeringtoo manyeventsto process.
Cameradpeingmonitoredare offline.

Actionis not configuredproperly.

Globalnotificationfor thiseventis disabled.

A Network Issue event occurs when the network is unable to transfer data between a device and server,
and packet loss is detected. That may cause the frame rate to drop on the affected device(s). If no
frames are received from a device for 10 seconds, that device is considered offline. The Devices
Disconnected event is then generated. This is a default event.

EventScheduling

Globalnotificationfor thiseventis disabled.

A Plugin Diagnostic event occurs when a DW Spectrum Server receives an event from a plugin device
attached to the Site. Event metadata is captured, and can be searched, filtered, and further analyzed.

Source; Selecthe triggeringdevicein the At field.

Captioncontainsg Optionalclassvalueusedto identify objecttype.
Descriptiorcontainsg Optionalattribute valueusedto distinguishobjectswithin aclass.
Levek Selectoneor more from the optionsERRORVARNINGor INFO

EventScheduling
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A Reindexing Archive Canceled event occurs when the Archive reindexing operation is canceled before it
completes. This is a Site-generated event.

When a storage device or Archive file is moved, renamed, or deleted, Archive access can be restored by

rebuilding the Index that maps physical storage locations for the Site (see "Relndexing and Fast-
Scanning Archives").

If reindexing is cancelled, the Site automatically generates the warning notification "Rebuilding Archive
Index is canceled by user". It is highly recommended that Archive reindexing be restarted and allowed to
complete, otherwise some or all of the Archived files may be inaccessible.

Globalnotificationfor thiseventis disabled.

A RendexingArchiveCompleteeventoccurswhenthe ArchivereindexingoperationcompletessuccessfullyThisis
a Sitegenerated event.

When a storage device or Archive file is moved, renamed, or deleted, Archive access can be restored by

rebuilding the Index that maps physical storage locations for the Site (see "Relndexing and Fast-
Scanning Archives").

Whenreindexingis complete,the Sitegenerateshe notification"RebuildingArchivelndexis complete.

Globalnotificationfor thiseventis disabled.

A Remote Archive Synchronization event occurs when remote Archive synchronization from an internal
camera storage begins and completes. It is used for certain cameras that record directly to their own

internal storage, which must be periodically downloaded to the DW Spectrum Site servers. This is a Site-
generated event.

Globalnotificationfor thiseventis disabled.

A Server Certificate Error occurs if the s e r v @St éerificate is unable to be verified. See "Obtaining
and Installing an Authorized Certificate" and "Server Certificate Validation" for details.

EventScheduling
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Globalnotificationfor thiseventis disabled.

A Server Conflict occurs when different servers on the same network access data from the same
devices. In this case, some devices may drop offline because they do not provide several streams
simultaneously. This results in a Device Disconnection/Malfunction event. The notification message
contains a list of the specific devices that are used by both servers. This is a default event.

EventScheduling

Globalnotificationfor thiseventis disabled.

A Server Failure event occurs when a server goes down, triggered by a hardware or software issue, or

manual or emergency shutdown. When a server fails, all devices hosted on that server will go offline. This is a
default event.

EventScheduling

Globalnotificationfor thiseventis disabled.

Occurs when any server registered in the Site has started. This is a default event.

EventScheduling

Globalnotificationfor thiseventis disabled.

This event type adds a button to one or more devices in layout. When a user clicks on a soft trigger
button, the associated action is triggered. The event can be instant (triggers when the button is clicked),
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or continuous (triggers if the button is held). Soft trigger buttons appear as a circular overlay in the lower-
right region of an item and will display the contents of the Name field when the mouse cursor hovers
over it.

FRe E O O X

_—‘__" Notify guard .Q‘

*E_

Ry < LIVE

For example, a soft trigger button to start and stop a bookmark recording when an operator sees
suspicious activity, or a panic button that starts a siren when an emergency is detected.

In addition to making it possible for a user to initiate an action from a layout, a soft trigger that has a
"Perform HTTP Request" action makes it possible to integrate third-party Sites and devices, and bundle
multiple actions within an event, such as a soft trigger with an HTTP request to a 3rd party device that
initiates one or more of the actions the device is capable of, such as "if temperature exceeds 110°F,
close door."

At ¢ Selectthe device(s}hat will showthe soft triggerbutton. If <AnyDevice is selected then the button
will be placed on offline devices as well.

Availableto ¢ Selectthe usersor usergroupsthat areallowedto usethe trigger.

© IMPORTANT: To be able to trigger an event on a device, the user or user role must have input
permission on the device. If they do not, the following warning appears:
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2 AllUsers

Groups

~& Administrators - 2 Users
[ - P -

= Advanced Viewers

) 1 liser
-l ser
8 Power Users

®  Sust salth \Viewers
=4 System Health Viewers

5. Viewers
Custom Users

i
-\

Cancel

Nameg Entera brief descriptionof the eventthat will be triggered Contentsof this field are displayedvhen
the mouse cursor hovers over the button.

Icon¢ Selectfrom the menuof availableicons.

EventScheduling

Actionis not configuredproperly.
Globalnotificationfor thiseventis disabled.

A Storage Issue event occurs if the server is unable to write data onto one or more storage devices.
This is a default event.

Storage issue may be caused by any of the following:

Harddiskmalfunction.
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Insufficient rights; The permissiomo write on diskor recordedfolder maybe restrictedby thecomputer
administrator.

Harddisk is toslow¢ Toomanycamerasare attemptingto recordsimultaneouslyandthe harddiskcannot
respond quickly enough. It may be useful to add another hard disk drive.

Disk is ful Whenavailable disk space reachid® thresholdof reservedspaceg 10-30 GBfor localstorage,

or 50100 GB for NAS deviceshe oldest data will be overwritten by new data. If available storage drops
below this threshold, the server will write data to the disk but instantly erase it.

Site Drive is Full The partition on which the operating Site is installed has less than the required amount
of free space(5GBfor PCor 1GBfor ARMdevices)lt ishighlyrecommendedhat spacebe made

available as soon as possible to avoid loss of data and Site instability.

EventScheduling

Globalnotificationfor thiseventis disabled.

A Storage Not Configured event occurs when storage is not configured, or no storage device is selected
(the recording flag may have been removed accidentally), making recording impossible. This is a Site-
generated event.

This event triggers a "Storage is not configured" notification. Clicking the notification will open the
storage configuration dialog. See "Configuring Server and NAS Storage" for details.

EventScheduling

Globalnotificationfor thiseventis disabled.

A Site in Safe Mode event occurs when a Site is in safe mode, preventing changes from being saved.
The only available option is to activate a license. This is a Site-generated event.

Globalnotificationfor thiseventis disabled.

A Time Synchronization Issue event occurs when the server loses Internet access. A notification with the
message "No server has Internet access for time synchronization." is displayed. This is a Site-generated
event.
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Clicking the notification will open the time synchronization tab in the Site administration dialog (see Time
Synchronization in a Multi-Server Environment). This notification will close automatically once Internet
access has been restored.

Globalnotificationfor thiseventis disabled.

The reaction to an event is an Action. Each action has its own parameters.

Thecommonparametersinterval of action/instantandfixeddurationare describedn "Intervalof Action'.

Refer to the specific action description for more information:

Bookmark
DeviceOutput
DeviceRecording
DoHTTP(siRequest
ExecutePTZPreset
ExitFullscreen
OpenLayout
PanicRecording
PlaySound

RepeatSound
SendEmail

SendMobile Notification
Setto Fullscreen
ShowDesktopNotification
Showon AlarmLayout
ShowTextOverlay

Speak
Write to Log

Creates a bookmark in the Archive of one or more cameras when an event occurs. See Using Bookmarks for
details about bookmarks.

& Recording must be enabled on the selected cameras for bookmarks to be saved.

Abookmarkisautomaticallynamedwith the syntax<Event>on<Device>

At ¢ Camera(sfor whichbookmarkswill be recorded.Tospecifycamerassee" SelectiorListsin Event
Rules. At least one device must be selected.

Alsosetonsourcecamerac Checko setthe bookmarkonthe cameraselectedin the event.

FixedDuration¢ The duratiorof the bookmark,applyingto continuouseventsonly, suchasthosewith the
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Starts or Stops attribute set (e.g., motion on camera, input signal on device, etc.). If unchecked, the
bookmark will continue until the event ends.

PreRecording; Specifyanamountof time to includein the bookmarkbeforethe eventoccurs.

PostRecording; Specifyanamountof time to includein the bookmarkafter the eventoccurs.
Tagsg Optionaldescriptorsthat canbe addedto helpidentify andsearchfor bookmarks.

Allevents

Notificationswith ForceAcknowledgmenénabledwill createthe bookmarkonceacknowledgments
complete.

Recordinds not enabledon a selectedcamera(see” Settinga Recordindschedul®).
Eventis not configuredproperly.

Generates output on a device when an event occurs, starts, or stops.

1] IMPORTANTOutput mustbe supportedon the selecteddevices.

At ¢ Device(spnwhichoutput will be triggered.Tospecify deviceseeSelectiorListsin Event RulesAt
least one device must be selected.

Alsotrigger onsourcecamerac Checkto sendthe output signalto the cameraselectedin the event.

'3 A warning notification will open if one or more of the selected devices does not have an output
relay.

These devices will be highlighted in red.

OutputID¢ Thel/O module portIDto route signalto (see"SettingUp I/0O Modules)).

Anyevent
Motion on CameraGenericEvent AnalyticsEvent Soft Trigger and Input Signabn Deviceg synchronous
output. Output stops when motion or input stops.

Outputis not supportedon somedevices.
Eventis not configuredproperly.
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Starts recording on selected cameras when an event occurs.

Camera recording

© 10 Cameras

[] Also record source camera

™

™ Fixed duration:

At ¢ Devicego record.At leastone devicemustbe selected . TospecifycamerasseeSelectiorListsin Event
Rules

1. Clickonthe At field to openthe SelecDeviceslialog.

2. Optionally,usethefilter field to locatecameragqsee" Searchin@ndFilteringin DW Spectruni.)

3. Check specificamerado recordor select alcamerason a serverby checkinghe corresponding
box. Cameras can be dragged and dropped from the resource panel into this field.

4. ClickOKto acceptor Canceto discardchanges.
Alsorecordsourcecamerac Checko recordthe cameraselectedin the event.

@ IMPORTANT: At least one camera must be selected, and recording must be enabled on the
selected cameras for this rule to be functional (see "Setting a Recording Schedule").

Intervalof action¢ Checko repeat nomore thanonce pera givenamountof time (to reduce thenumberof
events), or uncheck for the action to be instant.

Quiality¢ Selecthe desiredrecordingparameterfor theseoptions:Lowest Low, Medium, High, Best
FPS Enteraframesper secondvalue upto 30. The camera'snaximum FP®&ill be usedf the FPSalue
entered exceeds the camera's capability.

Selecione of the following:

" PreRecording; Forcontinuousevents(thosewith Startsand Stopsattributes),enter the numberof
seconds (up to 600) that Archive will begin prior to the triggering event. The higher the pre
recording time, the higher the server's RAM utilization will be.

PostRecording; Forcontinuousevents(thosewith Startsand Stopsattributes),enter the numberof
seconds (up to 600) that recording will continue after the triggering event.

OR
Fixedduration¢ Recorddor a specifiedamountof time in secondsvhenthe eventoccurs.

& Fixed duration must be unchecked to use pre-recording and post-recording. They will only
work when used with a generic event and an HTTP-request with the appropriate parameters enabled.
Please visit our support portal to learn more about recording using DW Spectrum generic events.
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AnalyticsEvent
Generidevent

Input Signabn Device
Motion on Camera

SoftTrigger

Recordings not enabledon camera.
Eventis not configuredproperly.

Sends an HTTP/HTTPS request to a targeted external device or Site (floodlight switch, access control
trigger, alarm Site, etc.) which can then be used in those devices or Sites to trigger additional actions.
The request must follow the proper format to be read by the receiving device. HTTPS URLSs are
supported.

This action generates an HTTP GET, POST, PUT, or DELETE request in response to any event
triggered in DW Spectrum. Together with the "Generic Event", which can receive an HTTP request as an
event, bidirectional APl communication can be created between DW Spectrum and other software Sites.

For example, a manufacturer has a restricted area with an ACS card reader at the entry point and
cameras that monitor the area surrounding the entry point. DW Spectrum has a standard rule to send a
notification when abnormal duration motion is detected in the entry area. If someone tampers with the
card reader in an unauthorized attempt to enter the restricted area, DW Spectrum triggers one action to
notify the surveillance center that motion is detected in the area, and a second HTTP request action to
the manufacturer's call center server, which in turn runs a security procedure to activate an alarm and
generate a phone call to factory floor security personnel.

Intervalof action¢ Checkhis boxto limit the numberof timesthe actionwill be triggeredin a setnumberof
secondsminutes, hours, or days Unchecko triggerthe actioneverytime the eventoccurs.

HTTRJRL; TheHTTRink to the externalSitethat will receivethe request.Canalsocontainthe request
itself.

HTTRContentg Thebodyof the HTTRequest,if needed.See"EventFieldPlaceholdersfor detailsaboutthe
parameters that the appropriate event data can automatically replace.

Loginand Password; If requiredby the externalSite enter credentialsfor authentication.
Contenttype ¢ Enterthe bodytype of the request.Selectone of the followingcontentformat types
according to the requirements of the receiviBge
© Auto
text/plain
text/html
application/ntml
application/json
application/xml
& Auto selects the best format based on what is entered.
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Authenticationtype ¢ Levelof authenticationrequired(Auto or Basig.
Requestype ¢ Typeof request.Selectone of the following requesttypes:
© Auto

GET

POST

PUT

PATCH

DELETE

Eventis not configuredproperly.
HTTRequestsyntaxisincorrector doesnot meetreceiverrequirements.
ExternalSiterequiresauthorizationandno or incorrectcredentialsvere specified.

Activates a PTZ Preset on a specific camera (see "Saving and Restoring PTZ Positions"). PTZ tours
cannot be activated by an event.

@ IMPORTANT: At least one PTZ position must be defined on the selected camera for this action to be
valid.

At ¢ Selectone cameraonwhichto activatepreset.

Intervalof action¢ Limitthe numberof occurrencesn a setamountof time, or uncheck fora single instant
action.

PTZreset; Choosdrom the PTresetsdefinedfor the selecteccamerallf no presetsare configuredthe
menu will be empty.

Allevents

Eventis not configuredproperly.
Intervalof actionistoo long, try "instant".

Exits full screen mode when an event occurs.

OnLayoutc Selectthe layout(s)in whichthe full screenmodewill exit.
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Allevents

Eventis not configuredproperly.

Opens a specific layout when an event occurs. For example, a shared layout can open for a single user,
or a group, or a local layout can be opened for the user who owns it.

Intervalof action¢ Checlkto repeat nomore thanonce perasetamountof time (to reducethe numberof
events), or uncheck for the action to be triggered instantly each time it occurs.

Layoutc Selectthe layout that willopenwhenthe actionistriggered.Only one layoutanbe selected A
local layout can only be shown to the user who owns it.

Cross-Site Layouts cannot be used

If no useris selected only sharedlayoutswill be displayedn the Select.ayoutdialog

If exactlyone userisselected their localandall sharedlayoutswill be displayedn the SelectLayout

dialog

If alocallayoutis selectedthat doesn'tbelongto the selecteduser(s)amessagevill indicatethat

If alocallayoutis selectedvhenmore than one useris selected amessagevill indicatethat
ShowTog Selectat leastone useror userrole for whomthe layoutwill open(see"SelectUsersdialod’)

If someselectedusersdon't haveaccesdo the selectedayout,a messagevill indicatethat

If no selectedusershaveaccesgo the selectedayout,a messagevill indicatethat

Allevents

Eventis not configuredproperly.

Triggers Panic Recording mode when an event occurs. Panic recording switches recording settings for
all cameras to maximum FPS and highest possible quality.

& If recording is not enabled for a camera, panic recording cannot be activated. See "Setting a
Recording Schedule" for instructions on enabling and configuring recording.
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Intervalof action¢ Checko repeat nomore thanonce pera givenamountof time (to reduce thenumberof
events) or uncheck for the action to be instant.

None

Eventisnot configuredproperly.Seeeventdescriptionfor details.

Plays a sound when an event occurs.

At ¢ Deviceto playthe soundon. (Thedeviceshouldsupport2-wayaudio,see"Using2-WayAudid'.)
Alsoplayon sourcecamerac Checkto playsoundonthe cameraselectedin the event.

Intervalof action¢ Checko repeat nomore thanonce pera givenamountof time (to reduce thenumberof
events), ouncheck for the action to be instant.

Playto usersc If checkedthe soundwill be playedin the clientapplicationof the selectedusers.

1] IMPORTANTEItherPlayto Useror a camerafor 2-way audio ("at") mustbe enabledfor this rule to be
valid.

Selecta soundfrom the dropdownmenu:

<MNo Sound>
Alarm cinck 2
Alarm Clock 3

Bicycle Bell
Door Bell
Notification 1
Notification 2
Notification 3

Syren 1

Volumeg Dragthe sliderto increaseor decreasevolumeof selectedsound.
Testc Previewthe selectedsoundandvolumelevel.
Managec Clickto openthe NotificationSoundglialogwherethe library of availablesoundscanbe
customized by adding, renaming or deleting sounds.
1. ClickAddto addasound:
2. Selecthe desiredaudiofile. WAV,MP3,0GGand WMAformatsare supported. Themaximum
duration allowed i30 seconds
3. Setthe durationin seconddhe audiofile will be playedby changinghe valuein the Clipsoundupto
field.

4. ChooseCustoniTitleto namethe selectedsound.If not specified the file namewill be usedby
default.

5. Applychanges.
6. ClickRenameandenteranewtitle to renamethe selectedsound.
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7. ClickPlayto testthe chosensample.
8. ClickDeleteto deletethe selectedsample.

Allevents

Eventis not configuredproperly.

Soundis muted. Openany itemin layout andcheckif the soundis muted. Volumesettingsare applied
globally. SeeAdjusting Volumé

Toolonganintervalof actionis set. Try"instant".
NeitherPlayto Usernor camerafor 2-way audiois checked.

Plays a sound repeatedly when an event occurs.

At ¢ Deviceto playthe soundon. Thedeviceshouldsupport2-wayaudio,see"Using2-WayAudid'.
Alsoplayon sourcecamerac Checlkto playsoundonthe cameraselectedin the event.

Intervalof action¢ Checko repeatno more than oncein asetamountof time (to reducethe numberof
events), or uncheck for the action to be instant.

Playto usersg If checkedthe soundwill be playedn the clientapplicationof the selectedusers.Those users
are sent a special notification in the notification panel. If the user closes the natification, the sound will stop
playing even if the event continues.

Dropdownmenug selecta soundfrom the availableoptions:

<MNo Sound>
Alarm cinck 2
Alarm Clock 3

Bicycle Bell

Door Bell

Notification 1
Notification 2
Notification 3

Syren 1
1] IMPORTANTEItherPlayto Useror acamerafor 2-way audio("at") mustbe enabledfor thisrule to be valid.

Volumeg Dragthe sliderto increaseor decreasevolumeof selectedsound.
Testc Previewthe selectedsoundandvolumelevel.
Managec Clickto openthe NotificationSoundglialogwherethe library of availablesoundscanbe
customized by adding, renaming or deleting sounds.
1. ClickAddto addasound:
2. Selecthe desiredaudiofile. WAV ,MP3,0GGandWMA formatsare supported.Themaximumduration
allowed is30 seconds

3. Setthe durationin secondghe audiofile will be playedby changinghe valuein the Clipsoundup to field.
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ChooseCustoniTitleto namethe selectedsound.If not specified the file namewill be usedby default.
Applychanges.

ClickRenameandenter anewtitle to renamethe selectedsound.

ClickPlayto test the chosensample.

ClickDeleteto deletethe selectedsample.

© N gk

AnalyticsEvent
GenericEvent

Input Signabn Device
Motion on Camera

SoftTrigger

Eventis not configuredproperly.
Soundis muted. Openany itemin alayoutandcheck ithe soundis muted. Volumesettingsare applied
globally. SeeAdjusting Volumé

Toolonganintervalof actionis set. Try"instant".
NeitherPlayto Useror camerafor 2-way audiois checked.

Sends an email to one or more users, or to additional addresses, when an event occurs. An Email server
must be configured for DW Spectrum to send emails (see "Configuring the Email Server") and the users
must have a valid email address in the DW Spectrum Site (see "Changing User Settings").

Usersthe emailshouldbe sentto. Usethe SearcHield to filter names.
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Groups

2. Administrators

0 A d ~ad Viewers

oA Advanced Viewers

2 Live Viewers

.‘L Power Users

~8 System Health Viewers

2\ Viewers

Users

.'A admin

8 ot

4 advanced1
customs]

dwtesting100@gmail.com

Cancel

AdditionalRecipientg; Additionalemailaddresseso sendnotificationsto. Separatemultiple addressesvith
a semicolon () no spaces.

Send email

3, Administrators, 1 additional

example@email.com Global Email Settings...

Intervalof action¢ Nomaore thanonce pera givenamountof time, or instant.
GlobalEmailSettings; Clickto configureemailserverparameters.

Allevents

EmailServeris not Configured; Anotificationwill be generated(see"Configuringhe EmailServet).
Emailis not Setfor Usersg A notificationwill be generated.

Eventis not configuredproperly.

Toolonganintervalof actionis set.
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Sends a push notification to a mobile device.

To receive push notifications, users must be logged in to the Cloud through the DW Spectrum mobile
application (requires mobile client v20.1 or later). Users can receive push notifications from multiple Sites and
turn on/off notifications for specific Sites.

Userghe pushnotification shouldbe sentto. Usethe SearcHield to filter names.

Intervalof action¢ Nomore thanonceper a setamountof time, or instant.
Customotificationcontent¢ Enterpersonalizedhotification Headerand Bodytext to replacethe default
generated by the push notification.
Addsourcedevicenamein body¢ Checkedy default. Unchecko preventthe sourcedevicename
from being put in the notification body.

Allevents

Eventis not configuredproperly.
Intervalof actionistoo long,try "instant" instead.

Opens the selected camera to full screen mode in the selected layout when an event occurs.

© IMPORTANT: This action works only if the layout selected in the rule is already open when the
event occurs, and when the selected camera is on the selected layout.

o

Sourcecamerag Checkto choosethe cameraselectedn the eventto opento full screenmode.
Camera; Selecthe camerathat will opento full screenmode.
OnLayoutg Clickto selectthe layoutin whichthe full screenmodewill launch.

Allevents

Eventis not configuredproperly.
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Sends a notification to the selected user(s). See "Notification Panel".

To i Select users who will see the notification

Intervalof action¢ Limitnotificationsto a certainamountof time, to reducethe numberof events.Uncheck
so the action is instant and will occur whenever the event is triggered.
ForceAcknowledgment, Thenotificationwill remainin the notification paneluntil the recipientrespondsby
clicking theAcknowledgebutton. Hovering over the acknowledge button openthambnail that shows the
device name and timestamp of the event. Clicking the acknowledge button opens a bookmark form.
TheNamefield is pre-populatedwith aneventdescriptionbut maybe edited. A Descriptionis
required, Tagsare optional.
ClickOKto closethe notification andcreatethe bookmark.

Allevents

Somenotificationsare disabled.

Eventis not configuredproperly.

Intervalof actionistoo long.Reducdengthor try instant.
Globalnotificationfor this eventis disabled.

& ShowDesktopNotificationmustbe selectedfor any notificationsintendedto work with the CrossSite
Notificationfeature.

Launches the specified cameras in a special Alarm Layout tab with an "Alarm" title and icon. For
example, a rule can be configured so that if motion occurs on camera 1, cameras 1, 2 and 3 will launch
in an alarm layout. If several events are configured to show different cameras on an alarm layout for the
same user, the corresponding cameras will be added with each event. If several events are configured to
show different cameras on the alarm layout for different users, each user will see a separate alarm
layout.

Camerago showanalarmlayout.
1. Rightclickonthe camera(in the resourcepanelor viewinggrid) andselectCameraRulego open
the Event Rules Dialog
2. Underthe Eventsection(onthe left sideof the rule dialog)nextto When,choosethe target Site

event (e.g. motion, soft trigger, etc.).
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3. Nextto At isthe Cameradield, selectat leastone camerathen clickOK(or Canceto discard
changes).
4. Inthe Actionsectionof the rule (onthe right sideof the rule dialog)jn the Dofield selectShow on
Alarm Layout
To select all cameras on a specific server, check the box corresponding to the server in the cameras field
dialog.If desired,usethe Filterboxasdescribedn "Searchin@ndFilteringin DW Spectruni. Camerasan
be dragged and dropped from the resource panel iGameradield of this action.

Intervalof action¢ Checko triggerthe actionno more thanoncein asetamountof time.

Forg Clickto showthe alarmlayoutto only certainusersor usergroups.

ForceAlarmLayoutopeningg Checkhis boxto openthe alarmlayoutasthe activelayouttab, regardlesof

what the users are currently viewing. If unchecked, the alarm layout will open as a new tab with the alarm
title and icon, but it will not be the active tab.

Alsoshowsourcecamerac If the event istriggeredby a camera,checkthis option to alwaysincludethat

camera in the alarm layout.

Allevents

Alarmlayoutis not availableto certainusersor usergroups.

Displays text overlay on specific cameras when an event occurs, as shown below:

r Motion on 4 (192.168.101.4)

P

—

[

at ¢ Camera(sho displaytext overlayon. Tospecify:
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1. Clickon Selectat leastonecamerain the desiredrow on the Alarm/EventRulesorm (see"Event
Rules).
2. Checkhe camerado displaythen clickOK(CanceWwill discardchanges).
UseSourcecamerac Checko showtext overlayon the cameraselectedin the event.
3. Toselectall camerason a specificserver,checkthe correspondingox. Tofilter searchusethe Filter
box. Filter criteria is the same asarchcriteria. Cameras can be dragged and dropped from the
resource panel onto the action's advanced settings form.

Also show on source cameravailable only if the event is bound to cameras. If checked, when an event
occurstext will be displayedon the sourcecameratoo. Forinstance,if the rule issetto showcamera? and

3 and an event occurs on camera 1, text will display on all 3 cameras. If unchecked, it will display only on
cameras 2 and 3.

Display text for... Seconddf checked, the text will be visible for the specified amount of time. Can be
uncheckedor the following continuousevents:Motion on Cameralnput Signabn Device GenericEvent
Analytics EventSoft TriggerIf unchecked, text will be displayed until the event stops.

Usecustomtext ¢ If not specifiedthe eventdescriptionwill be usedasatext.

All Events

Eventis not configuredproperly.Seethe eventdescriptionfor details.

Pronounces set text when an event occurs.

Speak

A Select camera

[] Also play on source camera
. |Interval of sition : No mone thar oaos per| 1
™ Speak tousers 2L Administrators, Power Users

following:  TEST

Speakhe following ¢ Textto pronounce.

at ¢ Camerao pronouncethe text on. Camerashouldsupport2-WayAudio

Alsoplayonsourcecamerag Checko playsoundonthe cameraselectedin the event.

Speak to users|f checked, the text will be pronounced to the selected users in the client application.
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(1) IMPORTANTEIitherSpeako usersshouldbe checkedor at leastone camerashouldbe selectedfor 2-way
audio, otherwise the rule will be invalid.

Intervalof action no morethan onceper certainamountof time (to reducethe numberof events),or
instant.

Allevents

Eventisnot configuredproperly.Seeeventdescriptionfor details.
Soundis muted. Openany itemin alayoutandcheck ifthe soundis muted. Volumesettingsare applied
globally. SeeAdjusting Volumé

Toolonganintervalof actionis set. Try"instant".
EitherPlayto Usershouldbe checkedor a camerafor 2-way audioshouldbe selected.

Writes a record to the event log when an event occurs.

By default, all events mentioned in rules are written to the log.

None

Intervalof action¢ no more thanonce percertainamountof time (to reduce thenumberof events),or
instant.

Allevents

Eventis not configuredproperly.
Intervalof actionistoo long, try "instant” instead.

Users connect to Sites to view cameras, search Archives, interact with devices, and perform
administrative tasks on a Site. Users are created with a user type that defines how they can interface
with a Site.

Permissions granted either directly, or through group membership, define the actions a user can perform.

Groups provide bulk management of user permissions. There are two types of groups: built-in groups

and custom groups. Built-in groups have preset permissions and attributes that cannot be changed,
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while custom groups can be created and configured by administrators and power users. Changes made
to a group will be applied to all users in the group, and all members of a group inherit permissions from
every group of which their group is a member.

Users imported from a Lightweight Directory Access Protocol (LDAP) server will use their existing
credentials to connect to a DW Spectrum Site. LDAP users can be configured as individual users with
group memberships or LDAP groups can be imported and managed as a custom group (see "LDAP
Users and Groups").

The listof usersandgroupscanbe accessettom the Main Menu > UserManagementdialogwhichhasthe
following tabs:

\ “(

—

Users; see"ManagingJsers

Groups; see"ManagingGroup$

LDAR; allowsto configurethe integrationwith anLDARserver(see"LDARJsersand Groups).
The dialog to configure user and group permissions is the same (see "Permissions Management").

The following types of users are identified in lists with specific icons; grayed out icons are disabled users.

Local Usey
Residdn the Sitewherethey were added.
Connecto the local Siteusingthe DesktopClientor WebAdmininterface.
Cannotusethe CloudPortalto access localSiteor a CloudconnectedSite
TemporaryJsers
" Local Usewith limited permissionsa presetexpirationdate, andanoptional sessiorlengthlimit.
Cannotbe amemberof anygroupwith poweruserpermissions.
Canusethe DesktopClientand WebAdminto connectto a Site
Cannotconnectthroughthe CloudPortal
Receivea URLto connectto a specificSite no passwords required,andthe link canbe usedby
anyone.
Cloud Usey
" Residdn the Cloudandcanexistwithout havingaccesgo a Site
Usethe desktopclient, Web AdminandCloudportal to accesCloudconnectedSites.
Canonly accessSitesthat are connectedto the Cloud.
OrganizatioriJsers
" Managedat the organizatiorievelby the organizatioradministrator.
Canbe grantedaccesgo all Siteswithin the organizationpr only asubsetof Sitesin the
organization.

Displayedn usermanagementlialogsc but their attributes cannotbe changed.
Cannotbe amemberof any CustomPermission&roups

LDARJsers

" Retaintheir username passwordand LDARyroupmembershipsvhenimportedinto DW Spectrum.

Connecto Sites usingtheir imported credentialsandthe desktopclientor Web Admin
Cannotloginto a Sitewhenthe LDAFserverfailsto respond.
Canbe directly grantedpermissiongo resourcesandaddedto both built-in andcustomgroupsto
inherit permissions.
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Cannotbe permanentlydeletedfrom DW Spectrumg they will be re-imported duringeachLDAP
sync until removed from the LDAP server.

Canbe permanentlydisabledto maintainuserrelatedentrieson the Audit Trailof UserActions(see
"Enabling and Disabling Us8rs

Will be disabledin the Sitewhena LDARIsernamesthe sameasan existingSiteusername.
ExistingSiteusers have conflict priority to prevent login issues.

See LDAP Users and Groups for configuration settings, warning banners, and related details.

Theprimarymethodto accesghe usermanagementontrolsis by openingthe Main Menu >UserManagement
dialog and switching to the Users tab.

There are also many user management controls that can also be accessed from screens displaying related
user and group information.

Restrictions:

Onlyadministratorsand poweruserscanmanageusers.
Poweruserscannotcreateor modify other power users(see"Built-In Groupsand Permissionsand
"Managing Group$.

There are different elements of user management:

Attributes ¢ Login,Name ,Email,Status(Enabledor Disableq.

Permissiong; controlaccesgo Sitesettingsandresourceqcamerasgevicespookmarksjayouts,and
Archives).

The following topics are structured around how to perform common user management tasks:

AddingUsers
ConfigurindJsers

ManagingT emporanJserAccess
Disablincand EnablindJsers
DeletingUsers

ﬂ IMPORTANT: Users can inherit permissions from groups and layouts and have special permissions
on top of that. Always confirm user permissions are set as intended.

User type cannot be changed once set. A user must be deleted and added again to change user type.

Onlyadministratorsand poweruserscanadd users.
Regulamusersandtemporaryuserscanbe addedusingthe desktopclientonly.

Cloud Usescanbe addedusingthe Web Admin Cloudportal or desktopclient.
Userpermissiongsanbe assignedisingthe desktopclientonly.

Permissiorgroupscanbe assignedisingthe desktopclient, Web AdminandCloudportal.

@ IMPORTANT: Users will be added to a Site without access to Site resources if they are not a member
of a permission group, or assigned permissions using the desktop client (see "Configure Users").

1. Openthe AddUserdialogby openingMain Menu > Add > User.
2. Setthe useraseither enabledor disabled(see"Enablingand DisablindJsers).
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3. Chooséhe UserType
Cloud Enterthe emailaddressof the userto add.Cloud Usescannotbe temporaryusers.
Local Enterthe followinginformation.
* Login
FullName
Emailaddress
Accessype ¢ SelectRegularor Temporary
Yy Settime limitationswhenaddingtemporaryusers(see"ManagingremporaniJser
Acces.

Yy Provideandconfirmapasswordvhenaddingregularusers.
4. Optionalg Selecthe PermissiorGroupsthe addeduserwill be amemberof.
5. Clickthe Add Userbutton to completethe processAuthenticationmaybe required.

& Copy and provide the temporary link to the intended user.

Addinga Userusingthe Web Admin/ CloudPortal

1. SelectSettingsin the headermenu.

2. ExpandJsersinthe left panelnavigation.
3. Clickthe Add Userbutton.
4. Enterthe emailaddresof the userto add.
5. Optionalg Selectthe PermissiorGroupsthe addeduserwill be amemberof.
6. ClickAddUserto completethe processAuthenticationmaybe required.
& Established Cloud Users will see the Site on their welcome screen and new Cloud Users will

receive further instructions by email.

Configuring users includes updating identity information, settings user permissions, and toggling the user
status between Enabled and Disabled. The user type of any user cannot be changed.

Poweruserscannotconfigureadministratorsor other power users.
Thedesktopclientmustbe usedto changetemporaryusersanduserpermissionsainlessstatedotherwise
below:

* Allclientscanmodify the groupswherethe userisamemberg not all userscanbe membersof
every group.

Alluserscanbe enabled disabled deleted(Local Uséror removed(Cloud Usérin the Web
Adminand Cloud portal.
LDARJsers:

" Retaintheir username passwordand LDARyroupmembershipsvhenimportedinto DW Spectrum.
Use theirdomaincredentialsto connectto a Site¢ thesecanonly bechangednthe LDAP
server.

Canbe addedto built-in and customgroupsto inherit Resourcd’ermissiong LDARyroups
memberships must be changed on the LDAP server.

Cannotbe permanentlydeletedfrom DW Spectrumg they will be re-imported duringeachLDAP
sync until removed from the LDAP server.

Canbe permanentlydisabledto maintainuserrelatedentrieson the Audit Trailof UserActions(see
"Enabling and Disabling Us8rs

© IMPORTANT: LDAP users are still imported when there is already the same username in the Site
T this may create access issues for all users sharing this username.
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4.

OrganizatioriJsers:
" Canonlybe managedandchangedby organizatioradministratorsusingCloudportal interface.
Are shownin the desktopclient, Web AdminandCloudportal aslockedusersbelongingto a Built-
In Permission Group

Cannotbe membersof CustomPermissiorGroupscreatedin the desktopclient.

Openthe UserManagementdialogby openingthe Main Menu > UserManagementdialogand switchingto

the Userstab.
Optionally refinethe list of usersby usingthe searchbox, filters, andcolumnsortingoptions.

Clickon a Userto openthe configurationdialog.
Userconfigurationchangesre limited to Enablingand DisablindJserswhenmultiple usersare
selected.

Makechangesn the UserSettingsabsasoutlined below.

" TheGeneratab configuresuseridentity attributes (name,email)of non-LDARJsers.

TheGroupgab selectswhichgroupsthe userisamemberof ¢ cannotchangeL DARyroup
memberships.

TheResourcetab isusedto viewand ManagePermissions
TheGlobalResourcetab defines:
y Ifthe userispermittedto viewthe Eventlog
y Ifthe useris permitted to generateEvents
ClickApplyto saveeditsandkeepthe dialogopen,or OKto applychangesindclosethe dialog.
Authentication may be required.

Modify a Userusingthe Web Admin/ CloudPortal

1.
2.
3.

SelectSettingsin the pageheadermenu.

Expandhe list of Usersin the left panel.

Clickon a userto openthe configurationdialog.

1 Regulauserscanbe enabled, disabledor deleted¢ groupmembershipsname,passwordandemail
can be updated.

1 Cloud Usescanbe enabled,disabled removedfrom the Site or havetheir groupmemberships
changed.

1 Temporaryuserscanbe enabled disabledor deleted.

1 LDARuserscanbe enabled disabled andhavetheir non-LDARyroupmembershipshanged.

Configureavailableuserattributes andclickSave Authenticationmaybe required.

Temporary users receive a unique URL link that provides access to a Site through either the desktop client
or the Web Admin. The temporary user URL does not require a password and can be used by anyone (see
flConnecting as a Temporary Usero ) .

Onlyadministratorsand poweruserscancreateor modifytemporaryusers.
Temporaryusersmustbe configuredwith afuture expirationdate.

Temporaryuserscanbe addedand configuredthroughthe desktopclientonly (exceptstatus).
Temporaryuserscanbe membersof anygroupsthat do not includeadministratoror power user
permissions.

TheAudit Trailof UserActionscapturesthe activity of temporaryusers.

206



Temporaryuserscanbe enabled disabledor deletedin the desktopclient, Web Adminand Cloudportal.
Disablingatemporaryuserdisableghe temporarylink, but doesnot changethe configurationof the
temporary user.

© IMPORTANT: Generating a link for a temporary user with an existing link will invalidate the existing
link and close any open sessions.

1. Openthe UserManagementdialogby selectingMain Menu > UserManagementdialogandswitchingto the
Userstab.

Optionallyrefine the list of usersby usingthe searchbox, filters, andcolumnsortingoptions.
2. Openthe userby doingone ofthe following.

Clickonthe usernamein the list.

Clickthe checkboxor the userandclickthe Editicon.

Yy Selectingnultiple userswill limit the edit dialogto batchEnablingand Disablingpf Users
3. Clickthe NewLinkX button to openthe NewLinkconfigurationdialog.
Selecthe datethe linkis ValidUntil. Serverdate is usedfor this requiredvalue.
5. Check theRevokeaccess after logibhoxto define anexpirationtimer that will start whenthe linkis used
(optional).

B

If Revokeaccessafter loginis selected then avaluebetweenl and999,in minutes,hours,or days
must be provided.

6. Clickthe Createbutton. Authenticationmaybe required.

7. Copythe linkandprovideit to the intendeduser(see"Connectingasa TemporanfJset).

@ IMPORTANT: This will quickly log the temporary user out of an active session.

1. Openthe UserManagementdialogby selectingMain Menu > UserManagementdialogandswitchingto the
Userstab.

Optionallyrefine the list of usersby usingthe searchbox, filters, andcolumnsortingoptions.
2. Openthe userto modify by doingonethe following.
Clickon the usernamein the list.
Clickthe checkboXor the userandclickthe Editicon.
Yy Selectingnultiple userswill limit the edit dialogto batchEnablingand Disablingpf Users
3. Clickthe Terminatebutton to disconnecthe userandterminatethe previouslyprovidedlink.
4. Confirmandauthenticateif prompted.

Enabled users can access the Site according to their permissions while a disabled user is prevented
from accessing the Site by any method. Unlike Deleting a User, disabling a user preserves existing user
information in the Database and the user can again be enabled with previous permissions and settings
unchanged.

Administratorsand power userscanenableor disableusersin the desktopclient, Web Adminand
Cloudportal.

Poweruserscannotenableor disableadministratorsor other powerusers.
TheAudit Trailof UserActionsretainsall entriesfor disabledusers.
Disableduserswill be disconnectedrom the Siteandemailnotificationswill stop.
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Layoutscreatedor sharedby disableduserswill remainavailableto other users.

1. Openthe UserManagementdialogby selectingMain Menu > UserManagementdialogand switchingto the
Userstab.

Optionallyrefine the list of usersby usingthe searchbox; filters, andcolumnsortingoptions.
2. Todisableor enableasingleuser:
Clickonthe usernamen the list, or selecta singlecheckboxandclickEditto openUserProperties
Changehe toggleto enabled(greendr disabled(gray).
3. Toenableor disablemultiple usersat once:
Selecthe checkboxhextto eachuserto enableor disable.
Clickthe edit button to openthe multiple userenableor disabledialog.
Choosef all selectedusersareto be enabledor disabled.

3 Users

<keep current value>

 <keep current value>
Enabled

Disabled
0K

4. ClickOKto applychangesAuthenticationmaybe required.Disableduserswill be disconnectedrom the
Site

Disablingand EnablingUsersusingthe WebAdmin/ CloudPortal

1. SelectSettingsin the pageheadermenu.

ExpandJsersin the left panelmenu.

Selecta userto displayuserproperties.

Changehe toggleto enabled(green)or disabled(red).
ClickSaveto applychangesAuthenticationmaybe required.

o IMPORTANT: Disabled users will be disconnected from the Site.

ok wnbd

Local Users can be deleted from the Site they reside in while Cloud Users can only be removed from a Site.
Removing a Cloud User from a Site does not delete the Cloud User account.

Deleting a user from a local Site is instantaneous, permanent, and complete. Deleting a user cannot be
undone (try "Disabling Users" if the user data and history need to be kept).

Administratorscannotbe deletedor removedfrom a Site

Onlyadministratorsand poweruserscandeleteor removeusers.
Poweruserscannotdeleteor removeother power users,or their own account.

Userscanbe deletedor removedin the desktopclient, Web AdminandCloudportal.
LDARuserscannotbe deleteduntil the LDAPserverisdisconnected
Thedesktopclientcandeletemultiple usersin one action.

Deletingor removinga userwill closeall activesessiongnd preventfurther accesgo the Site
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Audit Trailof UserActionsfor deleteduserswill be permanentlyremoved.
Layoutsavailableonlyto the deleteduserwill be removedfrom the Site

@ IMPORTANTIf "Donot showthis messageagain' hasbeenpreviouslycheckedthere will be no prompt to
confirm a user deletion and the action will be instant and permanent. Janedble confirmations opehocal
Settings> Advancedand click theReset All Warningbutton.

Openthe UserManagementdialogby selectingMain Menu > UserManagementdialogand switchingto the
Userstab.

Optionallyrefine the list of usersby usingthe searchbox;filters, andcolumnsortingoptions.
Doone of the following:

Clickonthe userto openthe usersettingsandthen click theDeletebutton on the right sideof the

dialog box.

Clickthe checkboxextto eachuserto be deleted,then clickthe Deletelconin the banner.
Confirmif prompted. Authenticationmaybe required.

Deleteor Removea Userin the Web Admin/ CloudPortal

pwbn

SelectSettingsin the pageheadermenu.

ExpandJsersin the left panelnavigation.

If needed,usethe Searcthoxto narrowthe list of users.

Selectthe userto delete or remove,this will openthe usersettingsdialog:
ClickDeleteUserto deletetemporaryor regularusers.
ClickRemoveUserto removeCloud Usesfrom the Site

Confirmif prompted. Authenticationmaybe required.

Groups are a powerful method to organize users and simplify Permissions Management. There are three
types of groups:

Built -In Groups

Providepredefinedaccesgo settingsandresources.
Cannotbe modified (see"Built-In Groupsand Permissiony.
Administratorsand PowerUsersare the only groupsthat canedit Sitesettings.
Ahighergroupwill inherit the permissionf alower group,in this order:
* Administrator

Powerusers

Advancediiewers

Viewers

Liveviewers

Sitehealthviewers
Cancontaincustomgroupsasmembersthat inherit permissiongrom the built-in group.
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Custom Groups
Configuredvith customPermissions
Canbe createdandmanagedoy membersof the built-in Administratorsand PowerUsersgroups.
Canbe membersof the built-in PowerUsergroupto accessomesSitesettings(see” Configuring
Groups).
Membersof a customgroupinherit permissionsvhentheir groupis amemberof anothergroup.
Temporaryuserscannotbe addedto anycustomgroupthat inherits power userpermissions.
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LDAP _Groups
Canbe importedwith existingLDARIsermembers.
Canbe managedike acustomgroup,but their membershipandgroupnamecanbe changean the LDAP
server only.

May havea duplicatedgroupnameif a similargroupexistsin the Site
See LDAP Users and Groups for configuration settings, warning banners, and related details.

The following topics describe the operations that can be performed with groups:

Creatinga Group
Configurinca Groups
Deletinga Group

The table on this page details the permissions available to each built-in group. Built-in groups cannot be
renamed or modified.

Except for the administrator group, all built-in groups can be members of custom groups and custom
groups can be members of built-in groups. This enables groups to inherit permissions from each other
(see "Configuring Groups").

Action Built In Groups
Administrator Power Users | Advanced Live Site
(Owner in 5.x) [ (Admin in 5.x) Viewers Viewers |Viewers Health
Viewers
Configure Site Settings
Edit Site Name (0] (0]
Configure General Settings (0] (0]
Install Site Updates (0] (0]
Manage Licenses (0] (0]
Activate Licenses (O] O
Deactivate Licenses (0]
Create, Edit, Delete Regular Users (@] (@]
Create, Edit, Delete Regular Groups (0] (0]
Create, Edit, Delete Power Users (@]
Create, Edit, Delete Administrators
Configure Email Server Settings (0] (0]
see"Security
Configure Security Settings @) Level
Configure Time Synchronization Settings o o
Configure Routing Settings o (0]
Configure Plugins (0] (0]
Create Site Backup o
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Restore from Site Backup

Manage Logs

Update Site

Merge Sites

Connect Site to Cloud

Disconnect the Site from the Cloud

O| ©o| of of ©f ©
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Audit Trail

Configure Server Settings

Rename Server

Auto-detect built-in and USB camera

Configure Failover (all settings)

Detach Server (from Site)

o Oof of ©

Delete Server (Resource Panel, not online

Servers)

O

Reset to Defaults

Restart Server

Add, Edit, Delete Storage Management

Manage Analytic DB Storage

Relndex (Archive + Backup)

Configure Backup Settings

O| of of of ©

Pin Certificate (in case of certificate error)

O O] 0] 0] O] O] ©

Cameras and Devices

View Live all Camera and Devices

View Live all Web Pages

View Live all Server Health Monitors

Audio Permission

o of o] ©

View Archive

O| of o] o] ©

Manage Bookmarks

O o of o] o] ©

O o of o] o] ©

o o of o] o] ©

User Input (PTZ, 2-Way Audio, Soft Triggers,
1/O Buttons)

o

o

O

Generate Events

Edit Settings all Cameras and Devices

Edit Setting all Video Walls

View Event Log

Edit Event Rules

Edit Device Settings

View Bookmarks

Export Archive

o O of o ©of ©| ©| ©

o o of o ©of o ©| ©

Other Resources

View, Edit, Rename, and Delete Shared

Layouts

Create new Shared Layouts

View all Web Pages, Integrations, Video Walls

View Server Health Monitors (in Client)

Web Admin / Cloud Portal

View Metrics & Alerts

View Monitoring & Graphs
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View Monitoring & Logs (0] (0]

@ IMPORTANT: Many of the features and functions described in this manual are only available to users with
the appropriate permissions.

Site administrators and power users can use the desktop client to create, manage, and delete custom
groups. Custom groups only grant permission to resources while some Built-In Groups and Permissions
also grant permission to change settings. Custom groups can be nested within other groups, or contain
Built-In Groups as members to inherit permissions.

Selecthe Groupgab within the SiteAdministrationdialog.

Clickthe Add Groupbutton to openthe NewGroupdialog.

Enterthe nameof the new Group

Enteranoptionaldescriptionof the Group.

Usethe permissiongroupmenuto selectif the new groupwill be amemberof anyBuilt-ln Groupsand
Permissionsr Custom Groups.

oo wN

7. ClickAdd Groupto createthe group.Authenticationmaybe required.
See "Configuring Groups" for information on granting resources to groups and managing group membership.

Groups are a powerful and efficient method to manage user permissions. Changes made to the group are
applied to all group members. Groups inherit permissions when they are a member of another group,
which in turn could be a member of another group.

Administratorsand poweruserscancreate,configure or delete customgroups.
Poweruserscancreate,configure,or deletecustomgroupsthat do not containpower users.
Built-in groupsonly allowmembersto be addedor removed.

Groupscanonly be created,configured,anddeletedusingthe desktopclient.

Changeso LDARyroupsare storedin DW Spectrumandnot pushedto the LDARserver.

" LDARyroupdescriptionsandresourcepermissionsare configurable.
NonLDARusersandgroupscannotbe membersof anLDARjroup.
DeletingLDARgroupswithin DW Spectrumis not permanent.AdeletedLDARyroupwill bere-
imported during the next LDAP sync.
LDARyroupnameandmembershipchangesnustbe madeon the LDAPserver.
AnLDARyroupandnon-LDARyroupuserscanbe membersof the sameSitegroup.

TheWeb Adminand Cloudportal will displaywhichgroupsof whicha userisamember.
TheWeb Admirand Cloudportal will not displayall membersof a groupor group permissions.
Changesanbe savedon eachtab, or on anytab after all changesare completed

1. Openthe GroupManagementdialogby openingthe Main Menu > UserManagementdialogand switching
to the Groupstab.

Optionally refinethe list of groupsby usingthe searchbox, filters, and columnsortingoptions.
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2. Clickonagroupto openthe configurationdialog.
3. Usethe tabswithin the groupconfigurationdialogto makechanges.
" TheGeneratab configures:
Yy~ Thenameof anycustomgroup.
Yy Thedescriptionof anyLDARr customgroup.
Yy Allpermissiongroupsfrom whichpermissionsareinherited.
TheGroupgab provides:
Yy Aviewandsearchfunctionfor all groupsof whichthis groupcanbe amember.
Yy Aselectioncheckboxhextto eachavailablegroupwhichtogglesgroupmembership.
Yy Realtime displayof all groupsof whichthis groupisamember.
Yy Areadonlyviewof LDARyroupsof whichthe currentLDARyroupis amember.
TheResourcetab provides:
Agrid-viewof permissiontypesandavailableSiteresources.
Indicationof whichpermissionsare granted,inherited, or not authorized.
Apreviewof cascadingermissionghat will be includedwith specificselections.
Hovertext that detailsfrom where permissionsre directlyinherited.

<SS

See Permissions Managemehfor details.

TheGlobalPermissionsab defines:
Yy If groupmembersare permitted to viewthe eventlog.
Yy If groupmembersare permitted to generateEventRules
TheMemberstab provides:
Yy Adetailedviewof allgroupmembers,includingusersfrom nestedgroups.
Yy Checkboxet addor removemembersfrom the group.

In the following example:
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Members summary

Users
>
2 advancedl = L1User

El
2 customs1 - L2User

000

2 liveviewer1

Y

= L1 User . Group L2
o L2 User

Ly

2 L3 User

- L4 User

L4 User

Groups - Group L4

@ 2\ Group L2 ® L4 User

& 2 Group L3 %, Group L4

¥ 2 Group L4

» Group L4

- L4 User

L1UserandL2Useraredirectlyassignedo GroupLl

L3Userisamemberof GroupL1lviamembershipin GroupL2andGrouplL3

L4 Useisamemberof GroupLlviamembershipin GroupL3andGroupL4 bothbeingmembersof Group
L2

GroupL1will havethe sameUserMembersif GroupsL3andGrouplL4areremovedasmembersof GroupL1
sinceL3UserandL4Userare nestedin GroupL2.

© IMPORTANT: Be careful with nested groups as improper inheritance can cause unintended
permissions granting and circular dependencies.

Built-in groups and permissions cannot be deleted. Custom groups can be deleted by administrators and
power users using the desktop client.

Deleting a group will not delete user accounts that are members of the group. Members of the deleted
group may see a change in the resources that are available to them if those same resources are not
provided from another group membership or granted to the user directly.

1. Openthe GroupManagementdialogby selectingMain Menu > UserManagementdialogand switchingto
the Groupstab.

Optionallyrefine the list of usersby usingthe searchbox, filters, andcolumnsortingoptions.
2. Selecthe checkboxhextto eachgroupto be deleted.
3. Clickonthe Deletebutton to removethe group(s)from the Site
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4. Confirmor authenticateif prompted.

© IMPORTANTA confirmationmessage withot be displayedf the DoNot ShowAgainoption hasbeenselected.
OpenMain Menu > Local Settings > Advancaad click theReset All Warningbutton to again show all
confirmation prompts.

Permissions can be configured for custom groups and individual users.

1. Openthe GroupManagementdialogby selectingMain Menu > UserManagementdialogand switchingto
the Groupstab.

Optionallyrefine the list of groupsby usingthe searchbox, filters, andcolumnsortingoptions.
2. Clickonagroupto openthe configurationdialog.
3. Clickthe Resourcetab to manageResourcé’ermissionsr the GlobalPermissionsab to manageGlobal
Permissions

1. Openthe UserManagementdialogby selectingMain Menu > UserManagementdialogandswitchingto the
Userstab.

Optionallyrefine the list of usersby usingthe searchbox; filters, andcolumnsortingoptions.
2. Clickonthe usernamein the list,or checkboxandclickEditto openUserProperties
3. Choose thrResourcetab to manageResourcePermission®or the GlobalPermissionsab to manageGlobal
Permissions

Use the checkboxes to enable or disable the following:

Permissiorto Viewthe eventlog
Permissionio generateEventRules

Granting permissions to resources is done by selecting the permission level (view live, Archive, manage
bookmarks, etc.) a user or group will have to a resource. The resource configuration panel is the same
when configuring users or groups.

Deviceg; Camerasl/O modules.etc.

Webpagesandintegrations

Serverhealthmonitors

Layouts; mayincludeall the aboveresourcesGrantingpermissiorfor alayoutgrantsaccesgo all resources
placed on the layout

VideoWalls¢ configurevideowallsbasedon availableresourcepermissions

The following rules are applied when managing resource permissions:

Clickingonthe headingrow of anydevicewill toggleall devicesin the permissioncolumn.
Permissionganonly be granted,inherited, or not granted.Thereis no mechanisnto blockaccesdo a
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specific resource.
Usersandgroupsinherit the permissiongrom everygroupthey areamemberof.

Provide permissions to selected resources:

LiveView ¢ Access live viewonly

View Archive¢ Accesshe Archive(includesliveView)

ExportArchive¢ ExportArchivegincludesView Archive

View Bookmarks; BrowsebookmarkgincludesView Archive

ManageBookmarks; View,create,edit, or delete bookmarkgincludesView Bookmark3
Userlnput ¢ ControlPTZpsesoft triggersand2-wayaudio (includesLiveView)

Edit Settingsq Changehe availablesettings(includedUserinput)

No permissiorgrantedto this Siteresource.

Anexplicitlygranted(not inherited) permissiorto aresource.

Thetotal numberof resourcegrantedper permissiortype displayedn the columnheader.

Permissiono the resourcesinheritedthroughalayoutgrantingpermissions.

Permissiongareinheritedfrom membershipin one or more groups.

& Hover the mouse cursor over the permission status icon in the panel to view inheritance details.

Hover the mouse cursor over the permission grid to see inheritance rules.

The example below illustrates various combinations of resource permissions assigned to users and groups:
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[ N/ Co =

View Manage Edit
Bookmarks Bookmarks Input

G Cameras & Devices
T Cam-A
T Cam-B
T Cam-C
T DWC-XSTDOSMF
(=) Layouts
W% Health Monitors x2
Bz Lay-2 Cam-C + Wall
W% Layout 1 A-B Web Page
E; Web Pages & Integrations
B Home Page
B LDAP Wiki
B ONVIF
B Support
B Weather
=i Health Monitors
[~-] DWC-XSTDOSMF
[~ Server bootoo

[~ Server MEGADESK

Camerask Devices

0 CamAc Liveviewisinheritedfrom Layoutl A-BWebPage
o CamBg Liveview,view Archive view bookmarksanduserinput to CamB are explicitlygranted.
o CamCc ExportArchivepermissionisinherited from LayoutLay2 CamC+ Wallandall other permissions
are explicitly granted.
Layouts
0 Noaccesgo HealthMonitor x2 Layout
0 Lay2 CamC+ Walllayoutdoesnot permit anybookmarkaccess.
0 Layoutl A-Bweb pageislimited to live view.

WebPages &ntegrations

(0]

O O O O ©°

Inheritedpermissionto view ONVIFANeb Pagefrom Lay2 CamC+ Wall.
Explicitpermissionto view SupportWebPage

Inheritedpermissionto view WeatherWebPagefrom Layoutl A-BWebPage
SiteHealthMonitors

Explicitpermissionto view Server

Inheritedpermissionto view ServetMEGADESKherited from SHMGroup

LDARnNtegrationallowsa Siteto import UsersandUserGroupsrom anLDARserver.

Usersmustexist inthe LDAFDatabasebjecttree, matchthe base selectiorgandnot bedisabledin the
LDAP server to be imported.
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LDARyroupsanduserscanbe assignegermissionsand placedin anyexistingSitegroups,exceptthe
built-in administrator group (seeConfiguring Usefsand "Configuring Group$.
LDARyroupshavecertainspecifican termsof configuration(see" ConfiguringGroups).
LDARuserscanaccesshe Siteusingtheir LDARIsernameand password.
LDARuserswill not be ableto login while the LDAPServelis not available(see"LDARSynd-ailure).
ThefollowingLDAPservertypesare supported:

Microsoft ActiveDirectory

OpenLDARServer

JumpCloud

FoxPass

@ IMPORTANT: LDAP users must have resource permissions granted (see "Permissions
Management™) or be added to a Built-In Group to do anything more than connect to a Site.

To import LDAP users and allow them to connect to the Site, a connection must be established between
DW Spectrum and the LDAP server. The LDAP server does not have to be a part of the same LAN the
media server is on, but it must be available for the media server either by LAN or WAN.

LDARNtegrationshouldbe performedby, or in cooperationwith, the network (domain)administrator.
LDARover SSimayrequirecertificateson both the LDARandDW Spectrum Servet

& When configuring LDAP integration, do not specify the domain's base distinguished name
(DN) as a search base. Instead, specify the organizational units (OU's) underneath the base DN because
it is not possible to filter on OU membership, but is possible to filter on group membership.

To retrieve all users that are members of a specified group, filter on the memberOf attribute. For example:
memberOf=CN=Security Users,CN=Users,DC=DOMAIN,DC=LOCAL.

1. SelectMain Menu>UserManagementandclickthe LDARab.

A Configure button is displayed when no LDAP information exists in the Site, otherwise the LDAP
dialog displays the following summary information:

Server
Serverstatus
Most recentsynchronizatiotimestamp
Numberof usersandgroupsretrieved
2. Clickthe Editbutton belowthe summaryinformationto openthe LDARConnectiorSettingsdialog.
3. Enterthe followinginformation (consultwith your network or domainadministratorasneeded):
Host:(Idap:// or Idaps://)

@ IMPORTANT: Any server URL must be a fully qualified domain hame (FQDN). See
https://en.wikipedia.org/wiki/Fully qualified domain name for details.

0 Login DN Password Options:

Yy  UseStarTLS
Yy IgnoreLDARservercertificateerrors
4. Click theTestbutton to validate theserverconnectionand credentials Oneof the followingmessagesvill
appear:
ConnectiorOK
Cannotconnectto LDARserver
5. Oncethe testissuccessfuklickthe Apply button to savethe connectionsettingandreturn to the LDAP
summary. Clickin@ancebill discard all settings entered and exit thBAP Connection Settindjalog.
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6. Click thet Add button alongthe SearctBasedheadingto openthe AddSearciBasedialog.Enterthe
following information:
Namec often "Users"
BaseDN(¢ the startingpoint for LDARsearchesnd synchronization.
Filter¢ the usersandgroupsfrom the baseDNto be allowed(optional).
7. ClickOKto closethe dialogandreturn to the LDARab of the usermanagementialog.
8. ClickApplyto savethe searchbaseparametersandretrieve userandgroupinformationfrom the LDAP
server. The number of users and groups will update upon a successful retrieval.

192.168.10.4

W LDAP - Connection Settings - DW Spectrum Client X
E

Idap// ~ 192.168.10.4|
domain\administrator

[C] Use StartTLS

[@ Ignore LDAP server certificate errors

Test

9. Optionalg Clickon Advancedsettinggo reviewandchangedefaultsfor:
SynchronizéJsersg Alwaysor only at login.
Syndntervalg avaluefrom 1 to 9999999n secondsminutes,or days.
ProxyServer selecta specificserverto connectto the LDAPRserver,or selectAuto.

Yy Inauto mode,eachservertriesto connectto LDARIirectly.|f the connectionfails,then
every server in th&itewill try to connect. If a specific server is selected, but is
unavailable, theSitedefaults to auto mode.

Users; DeselectAutoto providea specificvalue.Usethe checkboxo toggleallow insecurgdigest)
authentication for imported usergption.

Groupsg DeselectAutoto providea specificobjectClassalue.

Membershipg DeselectAutoto providea specificGroupMembersAttribute.

LDAP users and groups are imported immediately after the LDAP integration is completed and validated.
Follow these steps to force an LDAP synchronization:

1. OpenMain Menu >UserManagement>LDARab.
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2. Belowthe userandgroupcountisthe LastSyndimestampandarefreshicon.
3. Clickthe refreshiconto force LDARsynchronizationTherefreshiconis not displayedvhenthe syncinterval
in Advanced Settings set to 1 minute or less.
4. Once imported|. DAP usersanbe enabledor disabled(see"Enablincgand DisablindJsers$), andassigned
user permissions or placed in permission groups (Ssfiguring Users$"
& LDAP users must successfully log into the desktop client one time before they can use the Web
Admin.

Changing or reconfiguring the LDAP server integration can result in existing LDAP users becoming
invalid and thus disabled in the Site. A warning banner and confirmation dialog appears when LDAP
integration changes may disrupt the validity of existing LDAP users and groups.

Removing or deleting an LDAP server connection that has been synchronized at least once will remove
all LDAP users and groups from the Site. All Site permissions and group membership configurations for
LDAP users will be removed and all history for the LDAP users will be removed from the Audit Trail of
User Actions. This action cannot be undone.

1.
2.
3.

OpenSite Administration > UserManagement>LDARab.
Clickonthe Disconnectutton nearthe Editand AdvancedSettingsbuttons.
Confirmto Disconnect. DAPserverandremoveall LDARJsersand Groups

The following warning may be displayed during LDAP configuration, testing, and update synchronization

RemoveexistingLDARJsersand Groups
Thiswarningis displayedor anyactionthat will force the removalof all existingLDARusersfrom the
Site

Disconnect.DAPServerconfirmation:
Thisdialogis displayedbefore disconnectingan LDAPserverandremovingall LDARusersfrom the
Site

LDARServeris offline:
Thisbanneris displayedn the usermanagementialogfor LDARandincludesa countof how many
users are currently unable to connect to tBée

LDARJserDuplication:
Thisbanneris displayedn the usermanagementialogwhenimported LDARusernamesonflict
with existing usernames in thgite Siteaccounts have priority and the duplicated LDAP
usernames will be disabled.

LDAPDigestAuthentication:
Aninformationaldialogis presentedwhenchanginghe LDARligestauthenticationsettingsif some
users will also need their user configuration settings changed.
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DW Spectrum tracksall useractionsandrecordsthemto alogcalledthe Audit Trail. Toview thislog,openSite
Administration > Generaltab and click thudit Trailbutton. The top panel provides filters and a search tool.

Initial display is with all sessions and cameras selected.

Sortg Datacanbe sortedin ascendingr descendingrder by clickingon anycolumnheader.
Filterg Typeafilter criterionin the SearcHield onthe top. Selecta desiredperiodusingthe FromandTo
calendar fields.

Show/Hideactionsby type ¢ Usethe checkboxesit the top to toggledisplayof specificactiontypes.
Updatedata ¢ Datamayhavechangedsincethe logwasopened.ClickRefreshto updatethe display.
Export¢ Toexport the lodfile, selectthe desiredrecordsandopenthe contextmenuto chooseone of the
following:
CopySelectionio Clipboard; Sodatacanbe pastedto anotherprogram(ex.Microsoft Excebr
Google Docs).
ExportSelectiorto File¢ Exportsdataasanhtml or csvfile. Clickon one or moreindividual
checkboxes to filter the display.

B/21/2024 ~ - 8/21/2024 ~

& Selectall

Session begins =  Session ends Duration P Activity Date Time User
192.168.101.22

digital-watchdog.com 47.180.64.226

U CU U U T U T A

4 11:18:02 AM

4 11:17:42 AM

17:42 AM
:48 AM

1

1

1

1

4 11:18:01 AM 1
1

1

1

1

There are two summary panels: Sessions and Cameras, with a related Details panel to the right.
Columns in these tabs can be sorted in ascending or descending order. Use the checkboxes to select
certain sessions or cameras, or check the box in the header to select all logged activities.

43:41 adm 19

Provides a summary of activities during a user session, where a session is defined as the period
between a user's log in and log out:

Sessioteginsand Sessiorndsdate andtime

Durationof session

UserlD

IPaddres=of the clientthe userloggedin from

Activity bar graphdepictingthe numberof actionsperformedduringa sessionHoverthe cursoroverthis
graph to see the precise count of actions.

Provides a summary of devices used:

Cameraname
IPaddresof the camera
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Activitybar graphdepictingthe numberof actionsperformedwith the camera(sguringthe selectedperiod

For both sessions and cameras, shows:

Dateand Time¢ Wheneachactionoccurred

Userg Theonewho performedthe operation

IP¢ IPaddres=of the clientthe userloggedin from

Activity ¢ Theactionperformed.Forexample watchingArchive watchinglive, serverupdated,camera
updated, exporting video, etc.

Descriptior, Details of the action performed (start/end times, number of cameras affe@édyersion
updates, etc.). Themmay also be& buttonfor direct accesso the activity performed. For examplayatching
activities can be expanded to show the relevant camera(s) didybutton that launches the related
Archive Similarly for the "Cameraupdated"activity,the Camerasettingsbutton opensthe settingsdialogof
the device modified by the user.

The audit trail is enabled by default.
DesktopClient
1. OpenMain Menu > Site Administration > Securitytab.

2. Uncheckhe Enableaudit trail checkbox.
3. Applychanges.

WebAdmin/ CloudPortal

1. OpenSettings> Site Administration >General
2. Uncheckhe Enableaudit trail checkbox.
3. Applychanges.

Layouts are an integral part of the DW Spectrum experience that provides a way to organize cameras,
devices, and web pages for efficient access and viewing. Users can quickly switch between layouts to
follow items of interest or to view an area from another perspective.

Therearethree typesof layouts:

UserLayouts; canonly be accessedby the userwho createdthe layout

Shared_ayouts; canbe sharedwith other usersof the Site

CloudLayoutsg maycontaindevicesrom multiple CloudconnectedSites
Layoutsareonly accessiblén the desktopclientand cannotbe viewedin the Web Adminor Cloudportal.
Alayout isanarrangemeniof up to 64 camerasgdevicesweb pagesandother elementsplacedon the
viewing grid.
Eachayoutisdisplayedwithin a separatetab on the desktopclientandmultiple layoutscanbe open
simultaneously.

Alayoutmust besavedatfter it is created,otherwiseit will be lostwhenthe tab isclosedor the sessiorhas
ended.

Administratorsand power userscansharelayoutswith other users(see"Creatingand Sharind_ayout$ and
"Permissions Management"

Changeso sharedlayoutsand Cloudlayoutsare propagatedo all desktopclientinstancesand userswho
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have permissions to the layout (seleayout Managemetrij.

Analarm layout iconfiguredto openasaresponsiveactionto a specificevent(see ‘ShowingCamera®n
Alarm Layou?).

ViewingGrid

LayoutTabs

Creatingand Sharind_ayouts
Configurind_ayouts
LayoutBackground$EMapping)
SavingandLockind ayouts
DeletingLayouts

The Viewing Grid is the empty background of cells into which items are placed to create a layout. Each layout
is displayed in a separate tab of the viewing grid, allowing multiple layouts to be open at once.

The cells of the viewing grid are only visible when an object is moved or resized in the layout. When an
item is being moved, a green cell indicates where it can be placed, red cells indicate where it cannot be
placed.

The viewing grid has a default cell aspect ratio of 16:9, currently the most common aspect ratio of
cameras on the market but will shift to the aspect ratio of the first item placed in a new layout. This is
important to consider when designing a layout. Subsequent items added to the layout retain their native
aspect ratio regardless of the aspect ratio of the viewing grid. However, the default aspect ratio for a
layout can be changed using Cell Aspect Ratio from the viewing grid context menu.

It is also possible to control the size of the viewing grid cells for specific layouts; see "Configuring Layouts".

The viewing grid has a setting for the space between cells (None, Small, Medium, or Large) which is
useful when a layout needs to be more compact. Access this control from the viewing grid context menu
by choosing Change Cell Spacing .

Theresolutionof the itemsthat are currently displayed/Auto, Low,High) canbe controlledfrom the Resolution

option in the viewing grid context menu (right-click on the camera tile).

This feature is used to change the spacing between items in a layout to be closer together or further apart.

For example, four individual single-sensor cameras that together form a 180-degree panoramic view
would best be displayed without any space between cells.

To adjust the distance between items, open the viewing grid context menu and select Cell Spacing , or use
Ctrl +

MouseWheeloverthe viewinggrid. Optionsare None Small Medium or Large.

Cameras provide video in a variety of aspect ratio formats. To populate layouts efficiently, DW Spectrum
attempts to match the default aspect ratio of an item window to the aspect ratio of its contents.

The viewing grid adjusts to the aspect ratio of the first item added. To change the aspect ratio of an
entire layout, right-click anywhere on the viewing grid, and use Cell Aspect Ratio from the context
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menu to select from the available options (4:3, 16:9, 1:1, 3:4, or 9:16).

The resolution can be set for all items in a layout by right-clicking anywhere on the viewing grid, and
using Resolution from the context menu to select from the available options (Auto, High, or Low). Auto
allows each device to display at its own default setting. Once the resolution for an entire layout is set,
the resolution of individual items can be set, in which case the layout resolution will display Custom to
indicate that not all items are using the same resolution setting.

The display on initial Site launch is an empty viewing grid with tab name i N elwa y o WAh &sterisk next
to a layout name, both on tabs in the navigation panel and the resource panel, indicates that the layout
has unsaved changes. If a custom name is not used, the new tab name automatically increments by 1
(ANew Layout 20) wuntil the user session ends.

A blank tab will always display when all layouts are closed. If too many tabs are open to display at once,
use the "<" and ">" arrows in the navigation panel to scroll left and right through the hidden tabs.

Rightclickon anytab in the navigationpanelandselectNew Tab(Ctrl + T) from the contextmenu.
Goto Main Menu >New>Tah

Clickonthe +iconto the right of the lasttab in the navigationpanel.

Clickon the Xiconnextto the tabname.
Rightclickon atab to openthe contextmenuandselectClose(Ctrl + W).

Tocloseall tabsbut the activeone,openthe (i | @ddtéxtmenuandselectCloseAll But This.

Clickanddragatab namein the navigationpanelto changeits position.

When a user logs into DW Spectrum, all saved layouts to which they have access are listed in the resource
panel.

Draganddropthe layoutfrom Layoutsin the resourcepanelonto the viewinggrid.

Rightclickon the layoutin the resourcepanelandchooseOpenLayout(or pressEnter) from the context
menu.

Rightclickon an existinglayoutin the navigationpanelandselectOpenLayoutfrom the contextmenuto
open a list of all layouts available to the current session.

Clickonthe Viconto the right ofthe lasttab in the navigatiorpanelto openalist ofall layoutsavailable to
the current session.
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Selecting a layout that is already open will shift focus to that tab. Selecting a layout that is not currently
open will open it in a new tab. Multiple layouts can be selected and opened, and each will open in a
separate tab. (If a layout is already open it will not be reopened in a second tab.)

& After DW Spectrum is closed, all saved layouts that are open will be restored when the user logs
back in.

A new Site is installed without layouts configured and will open to a blank Viewing Grid. A new layout

can be configured as a temporary one for the current session, saved to the current user for later recall,
shared with other users of the Site, or saved as a Cloud layout that can contain devices from different
Cloud connected Sites.

1. Clickonthe +iconin the navigationpanelto the right of other openlayoutsor Sitetabs.

2. Configurethe Layoutto meetthe viewingneeds.

1. Rightclickonthe layouttab or the layoutnamein the resourcetree to openthe layoutcontextmenu.

2. SelectSavelayoutto savethe layoutusingthe currenttype andname(NewLayout# if not changed
previously).
OR

3. SelectSavel ayoutAsto savethe layoutasthe currenttype underanew name.

& A layout must be saved before it can be shared locally or converted to a shared layout.

1. Ensurehe layouthasbeensuccessfullgavedandisdisplayedn the resourcetree

Rightclickonthe layoutin the resourcetree to openthe layoutcontextmenu.

3. SelectConvert taa Shared_ayoutin the contextmenu. The layout icomvill update to reflect thait isa
shared layout.

4. Thelayoutisnowvisibleto administratorsand poweruserswho canshareit with other users(see
"Permissions Managemeht

n

Sitemustbe connectedto the Cloud.

Ensurehe layouthasbeensuccessfullgavedandis displayedn the resourcetree.

Rightclickon the layoutin the resourcetree to openthe layoutcontextmenu.

SelectSaveasa CloudLayoutin the contextmenu. Thiswill Savea Copyof the layoutasa CloudLayout
under the name provided.

P

1. Ensurehe layouthasbeensuccessfullgavedandisdisplayedn the resourcetree.
2. Administratorsand power userscangrantother userspermissiono the layout (see"Permissions

Management).
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Items (devices, cameras, integrations, virtual cameras, web pages, local files, etc.) are placed on the
viewing grid to create a Layout . A layout may contain up to 64 items, including more than one instance
of an item.

Permission to access shared layouts are covered in topics about Users and Groups and Permissions
Management.

Right-click on the viewing grid of the layout to open the context menu and select one of the following
layout configuration options.

Resolutiorg set Auto, High, or Lowresolutionsfor all camerason the layout
CellAspectRatio¢ setthe aspectratio for all camerason the layout
Cellaspectratio is adaptivec it dependson the aspectratio of the first item openedin the viewing
grid. The default aspect ratio of 16:9 can be changed to other presets.
Cell Spacing setthe amount ofspace between itemen thelayout; None Smal| Medium and Large
& CellSpacingCellAspect RatipandLayout Resolutiosanbe setuniversally foralayoutor usethe
layout settings dialog to adjust them manually.

Do one of the following:

Rightclickanempty spacein the layoutandselectLayoutSettings...
Rightclickon alayoutin the resourcepanelandselectLayoutSettings...

Settingson the Generatab:

Lockedslidetoggleg Seelockind ayouts
Minimum Grid Size Enable this parameter to control item size and placement more precisely. When an
item is added to the layout, it is always scaled to fit into one cell of the viewing grid. As more items are
addedto the layout,the sizeof the cell,andthe item insideit, are adaptivelyreducedsothat all itemscanfit
in the display. When Minimum Grid Size is enabled, the absolute cell size can be set, where the greater the
value in theWidth and Heightfields, the more cells there are in the grid.eTlarger the number of cells in
the grid, the smaller each cell is, and therefore the more flexibility in positioning items.
LogicalD ¢ enter acustomID numberor usethe up anddown arrowsto definethe layoutID for quick API
and integration identification and access.
Generatec Will assigrthe nextavailable jncrementallD number,startingwith 1 if no other layouts
are in theSite

Reseft; Clearghe logicallDfield.
Settings on the Background tab are described in Layout Backgrounds.

Click an item in the layout to select and expand it. To bring it back to normal, click again. Once an item is
selected, hold Shift and use the arrow keys to scroll through all items in the layout. Items can also be
selected from the resource panel.
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Multiple items can be selected; they do not expand but are outlined and given a colored overlay.

Clickanddragoveritemswith a mouseto createa selectionbox.
UseCtrl + Clickto toggleselectionof successivéems.
UseCtrl + A to selectallitemson alayout.

{ 2

To move an Item, simply click on it and drag it to a new position. The grid cell borders will be visible while
the item is held.

If the desired cell position is already occupied, the items will be swapped. If swapping is not possible due
to too great a difference in item sizes or aspect ratio, the target cell(s) will be marked red:
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If a bigger Item is being replaced by a smaller one, they will swap sizes as well as positions.

All items in the layout can be moved together by clicking and dragging with right-click, including the
background image if there is one.

To add items to the current layout, do one of the following:

Doubleclickonthe item in the resourcepanel
Rightclickin the resourcepanelto openthe contextmenuandselectOpen
Draganddrop adevice web pageor localfile from the resourcepanelinto alayout

& Multiple items canbe selectedfrom the resourcepanelusingthe Ctrlor Shiftkeys.

OpenLocalfile(s)or Folder

New items will be scaled to occupy the available space in the layout. DW Spectrum adjusts the aspect
ratio of the viewing grid cells according to the aspect ratio of the items in the layout to maximize use of
display space. See "Cell Aspect Ratio".

@ IMPORTANT: Viewer-level users and groups with similar limitations on their authority can add items
but not save or update the shared layout. However, they can make their own layout from available
cameras.

b

Rightclickon the desireditem(s)in the resourcepanelandselectOpenin New Tabin the contextmenu.
Draganddropthe selectedtem(s)from the resourcepanelandonto the navigationpanelheader.

© IMPORTANT: It may be difficult to locate and add each device manually. Use the search pane to
help locate items (see "Searching and Filtering in DW Spectrum™).

Createanewlayout(see"Creatingand Sharind_ayout$).

Enterkeywordsinto the searchbox. Thesearchresultswill appearon the Resourcd?anelautomatically.
Byaddingor deletingkeywordsfrom the searchbox,the itemsonthe Resourcd’anelwill vary.
Savehe configuredLayout.
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